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1. Executive Summary 

READ is a research project, funded under the Prevention, Preparedness and Consequence 
Management of Terrorism and other Security-Related Risks Programme (CIPS) Action Programme 
(European Commission – Directorate-General Home Affairs). The project aims at improving resilience 
capacities required to manage Critical Infrastructure (CI) disruptions and enhancing current 
emergency management practices to better address the challenges raised by cross border CI 
disruptions. 
 
Project partners are: 
• Fondazione Politecnico di Milano (Coordinator, IT) 
• Risk Governance Solutions S.r.l. (IT) 
• Technical University of Denmark (DK) 
• Tecnalia (SP) 
• Regione Lombardia (IT) 
 
We would also like to acknowledge the contribution to the project by: 
• Danish Emergency Management Agency (DEMA) 
• Capital Region Pre-Hospital Services (Pre-Hosp) 
• Oresundsbron (Oresund) 
 
The overall objective of READ is to support the improvement of European emergency management 
practices by integrating issues related to trans-boundary critical infrastructures disruptions and related 
cascading effects into the current emergency management set-up. This objective will be achieved by 
providing adequate knowledge, tools and related strategies to prepare for, cope with and recover from 
cross-border crisis situations resulting from the interruption of essential services supply. 
 
A key part of the READ project is development of a conceptual and methodological framework to 
maintain resilience capabilities for coping with trans-boundary CI disruptions. The approach to be 
developed should integrate the resilience capabilities of CIs into the Emergency Management (EM) 
cycle, which would allow emergency services to explicitly address resilience improvement measures 
while planning to cope with CI disruptions.  The framework shall have a sound theoretical foundation 
as well as practical relevance for, in particular, developing assessment and training tools for CI 
stakeholders. Following this limited scope of the project, the framework is by choice focused primarily 
on the response and early recovery phases of CI interruptions and to a lesser extent on the wider 
tasks of preparation (including contingency plans) and long-term recovery and possible adaptation to 
novel and possibly very different circumstances of service. 
 
In this deliverable, we present the pilot application case of the READ Framework (Deliverable 1.1) 
with support of the READ Tool (Deliverable 2.1) in the context of a Table-Top Exercise carried out in 
the Bilbao (Spain), supporting recovery efforts after an extreme weather event.  
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2. Introduction 

The general objective of WP3 is to support the READ target groups (CIs operators, Emergency 
Management Authorities, CIP/R Authorities) to improve their resilience capacities during the recovery 
phase, i.e. the longer-term process of restoring the critical services and supporting the whole 
community in adaptation during post-acute yet critical conditions with interrupted CI until fully 
functional pre-disaster conditions for the CI and the community may be obtained. WP3 contributes to 
achieve one of the READ objectives which is to address the lack of knowledge, tools and related 
strategies to implement a full recovery process after CIs disruptions.  

The specific objectives of WP3 are: 

- To raise awareness of the READ target groups on the importance to plan and prepare the recovery 
phase after CIs disruptions, hence contributing to increase their resilience level; 

- To increase the knowledge and understanding of the READ target groups on the main 
characteristics and processes to be set up to recover from CIs disruptions; 

- To provide the READ target groups with a tool to effectively assess their resilience capacities during 
the recovery phase, in order to identify the areas where actions and efforts are needed; 

- To test the READ tool to assess resilience capacities during the recovery phase to demonstrate its 
applicability, scalability and transferability to different types of CIs disruptions or cross-border 
contexts. 
 

2.1. Outline of the report 

This report is structured in three different part: 
 

 The chapter 3 provides a general description of READ tool characteristics and application 
related to the recovery phase. More details about the tool are illustrated in the Deliverable 1.1 
and 2.1. 

 The chapter 4 describes the activities implemented to test and validate the tool.  

 The chapter 5 reports the main outcomes and feedback provided by experts 

 The chapter 6 draws some conclusions 
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3. READ recovery tool 

The methodological approach and the general structure of the recovery tool has been described in the 
READ framework (Deliverable 1.1) and the deliverable “D 2.1 - READ Preparedness Tool Material 
and User Guide” that describes the characteristics of the tool to support stakeholders, first responders 
and CI operator involved into the resilience improvement during the preparedness phase, with a 
particular focus on the assessment of the resilient capacities related to cross-border CI disruption 
scenarios. 

Therefore, this report will not describe again the characteristics of the tool but it will detail the main 
aspects related to the recovery aspects that need to be investigated during the recovery phase. 

The tool has been validated according to a specific validation protocol and process that was tested 
during a specific one-day workshop that has been held in Bilbao (E) the 25 October 2016.  

Due to the number of information and concepts that need to be digested by the invited experts, the 
tool was submitted in advance in order to make them aware about the type of planned activities and 
information requested during the workshop. This provided also the opportunity to align the glossary 
and the interpretation of some concepts and definitions among them, since they came from different 
fields of expertise. The validation workshop was also the opportunity for collecting feedback how to 
improve READ-Recovery tool. 

3.1. The recovery phase 

As already illustrated in the READ Framework (Deliverable 1.1), the READ project considers also the 
recovery phase as the Post-emergency period when the hazardous phenomena have ended their 
manifestation and the people are no longer worried about survival but can turn to their lives. The 
recovery phase after a crisis is of major importance to restore an equilibrium and go back to the 
normal conditions. 

The recovery concept is characterised by those capabilities necessary to assist communities affected 
by an incident to restore safe conditions. These conditions can be multifaceted:  

 They are primarily related to the survival conditions of the impacted population. People have 
need to have a temporary or transitional shelter and be able to get food and water. 

 Social conditions have to be restored in order to allow citizens to go back to their daily lives, 
beginning to resume some kind of normal existence. Children go back to school and adults 
even have not yet recovered fully, they need to begin to adapt to a “new normal” life. 

 Economic conditions that insure the opportunity to restart normal production and commercial 
activities and public and private services, i.e. a new economic development phase. 

 

In other terms, the recovery phase encompasses all the activities and the capacity of a community or 
society impacted by a hazardous event to adapt, to resist or change in order to reach and maintain an 
acceptable level of functioning and structure. This is determined by the degree to which the social 
system is capable of organising itself to increase its capacity for learning from past disasters for better 
future protection and to improve risk reduction measures.  

In this sense, critical infrastructures play a crucial role during the recovery phase to guaranty a high 
level of resilience. A high degree of resilience of the main infrastructures from one side can facilitate 
the role of the first responders and civil protection authorities by supporting the field operations; form 
the other side can help decision makers to address political issues at stake during the recovery phase 
to helping people to recover normal living and socio-economic conditions. The resilience of Critical 
Infrastructures can play a double role: facilitate the setting of safe conditions and reduce the 
economic consequences of disastrous events. 
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3.1. The role of the READ tool 

The recovery phase is a quite dynamic transition period which requires the continuous capacity to 
reorganise strategic and intervention activities in response to changing conditions that may influence 
the capacity to assist communities affected by an incident to recover effectively.  

Considering the dynamic characteristic of the recovery phase, we can distinguish three main 
application of the READ tool: 

 Common knowledge base: During the early recovery phase (i.e. final part of the emergency 
phase) the tool can be used as common base of knowledge in order to share information 
about the capabilities of each partners involved in the recovery phase. In particular, it can be 
useful in order to assess a specific capability of an operator which need to be involved in a 
specific activity. 

 Check list and assessment tool: after a number of days or weeks, when some primary safe 
conditions are already established but many other operations are still ongoing, the tool can 
help responders and operators to assess which are the capabilities that requires some 
reinforcement and what are the gaps. In these terms the READ tool can be considered as a 
check list that drive the investigation and the coordination of the involved actors, with the 
advantage that it can provide also synoptic representation of the needs and the available 
capabilities which can help in defining more concrete management strategies and the 
priorities to fulfil the most relevant capabilities deficiencies. 

 Lesson learnt tool: in a later stage of the recovery phase, all the knowledge collected and 
stored into the READ tool during the different phases, can be used as a valuable information 
source to stimulate the lesson learn process. 

 

3.2. READ tool as common knowledge base during the recovery phase 

Regarding the use of the READ tool as a reference source of information about the capabilities of all 
the operator and responders involved in a specific recovery activity, the stored information can be 
assessed following the steps reported into picture here below. From the main menu, it can be 
selected the button “Resilience Assessment” and then the button “Assessment Capabilities” for a 
specific scenario, considering only the recovery phase capabilities. The READ Tool will report two 
type of information: the list of capabilities related to each actor and the list of vulnerable assets. 
 
 

 
Figure 1: Pathway to access the information about the capabilities of each partner 

 
 

3.3. READ tool as check list and assessment tool 

The READ tool that provide some support to coordinate the recovery activities by providing the 
reference checklist to verify what are the available capabilities and the gaps according to the need of 
the operations that have to be implemented. 
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The checklist can constitute the main resource to evaluate a particular problem or operation that need 
to be performed in a collaborative way when the role each actor and the implementation solution is 
not clearly identified. Essentially, the READ tool can help the actors to examine systematically the role 
of each capability to support the identification of a particular problem.  
 
Following a clear description of the problem that need to be solve by the coordinator of the recovery 
activities or any other responsible person in charge, the checklist can be used as the reference to 
stimulate a structured brainstorming. This a systematic process encourages all the responders and 
participants to assess what are the required capabilities to design a particular strategy actively by 
providing contributing ideas in a non-critical or non-evaluative environment. 
The primary benefit of structured brainstorming is that it's a collaboration of ideas. However, there's a 
difference between structured brainstorming and unstructured brainstorming. In structured 
brainstorming, the participants are given guidelines and rules to follow, so that the input from the 
sessions is in an orderly manner and constructive. When it comes to unstructured brainstorming, 
there are many ideas by participants, but the brainstorming session may not be leading towards any 
specific goal. 
Therefore, the tool can be used to review the relevance of all the 24 capabilities to discover what is 
the gap between what is available and what is required in order to define an efficient recovery 
strategy. The questioning process, sequentially focused around the capabilities, allows the team to 
screen out the capabilities that are not necessary, to identify what are available ones and what is 
required target level associated to each capability in order to accomplish the goal. The potential lacks, 
gaps and problems that emerges from the structured brainstorming, are then noted for remedial or 
improvable actions. The immediate solution to a problem may not be obvious and could need further 
consideration either by a team member or perhaps a specialist. All decisions taken are recorded. 
The main advantage of this technique is its systematic thoroughness in need identification. The 
method may be used at the early definition stage of a recovery strategy or applied to review an 
existing one which need to be evaluated or improved. 
All the collected information can be recorder directly into the READ tool in order to perform the gaps 
analysis. Alternatively, the data collection template can be used to facilitate the brainstorming 
activities and upload the collected data into the tool later. 
 
 
 

NAME
INSTITUTION

FIELD 1 FIELD 2 FIELD 9 FIELD 10

To fulfil during Session I To fulfill during Session II

Self‐Assessement Target Level

P
re
p
a
re
d
n
e
ss

P
re
v
e
n
ti
o
n

M
it
ig
a
ti
o
n

R
es
p
o
n
se

R
e
co

v
e
ry

Te
ch

n
ic
al

O
rg
a
n
is
a
ti
o
n
al

P
re
v
e
n
t

A
b
so
rb

A
d
a
p
t

R
e
st
o
re

In
tr
a
‐o
rg

In
te
r‐
o
rg

Y
E
S

N
O

It is the assessement 

about the corrent 

level of capabilities

It is the desired level 

of capabilities

1 Planning

Conduct a systematic process engaging the whole community as 

appropriate in the development of executable strategic, operational, and/or 

tactical‐level approaches to meet defined objectives.

2 Public Information and Warning

Deliver coordinated, prompt, reliable, and actionable information to the 

whole community regarding any threat or hazard, as well as the actions 

being taken and the assistance being made available.

3 Operational Coordination

Establish and maintain a unified and coordinated operational structure and 

process that appropriately integrates all critical stakeholders and supports 

the execution of core capabilities.

4 Intelligence and Information Sharing

Provide timely, accurate, and actionable information concerning all hazards 

and threats. Information sharing is the ability to exchange intelligence, 

information, data, or knowledge among government or private sector 

entities, as appropriate.

5 Threats and Hazards Identification

Identify the threats and hazards that occur in the geographic area; 

determine the frequency and magnitude; and incorporate this into analysis 

and planning processes so as to clearly understand the needs of a 

community or entity.

6
Logistics and Transportation under 

Emergency Management

Provide transportation (including infrastructure access and accessible 

transportation services) for the evacuation of people and animals, and the 

delivery of vital response personnel, equipment, and services into the 

affected areas.

Deliver essential commodities, equipment, and services in support of 

impacted communities and survivors, to include emergency power and fuel 

support, as well as the coordination of access to community vital services. 

Synchronize logistics capabilities and enable the restoration of impacted 

supply chains.

7
Situational Awareness and Decision 

Making

Provide all decision makers with decision‐relevant information regarding 

the nature and extent of the hazard, any cascading effects, and the status 

of the response.

8 Cybersecurity
Protect (and if needed, restore) electronic communications systems, 

information, and services from damage, unauthorized use, and exploitation.

Organisational 

level

 Cross‐border 

interaction

Please, describe them. Please, select from the available options.

CAPABILITY  DESCRIPTION

Capability

Classification

Assets Resources Routines

EM Cycle
Resilience 

Dimension
Resilience Goals

FIELD 3 FIELD 4 FIELD 5 FIELD 6 FIELD 7 FIELD 8

 
Figure 2: Data Collection Template 
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The benefits gained from the use of the READ tool are as follows: 
 

 A collection of ideas from the team members (e.g. operators, responders, authorities, etc.) 
with regards to a particular issue or a problem will prove to be more successful. 

 Opens up a new culture within the organization where team members are free to voice their 
ideas. This also prevents dominant team members from taking dominant position. 

 Promotes synergy among team members and stimulate common trust. 
 Helps the team members to come up with concrete ideas to achieve the objectives at hand. 

 
Structured brainstorming can prove to be difficult as input comes from various team members. Hence, 
the following steps can be followed to ensure that constructive results can be obtained at the end. 
 

 State clearly the objective/theme behind the structured brainstorming. Make sure that each 
participant is fully aware of what is expected from the brainstorming session. 

 Make sure that each team member is aware of the definition use to describe the READ tool 
capabilities in order to guarantee a common glossary and understanding; 

 Make sure that each team member is able to characterise his capabilities and to be able to 
make an assessment; 

 Make sure that each team member is in charge for sharing information with partners to 
characterise his capabilities; 

 Give each team member a chance to demonstrate or voice his/her idea and that during 
structured brainstorming, advise that team members are not allowed to criticize one another's 
opinion or idea. This promotes freedom of sharing one's idea without hesitation. 

 Repeat the round until the team members do not have any more ideas or solutions.  
 Review the input from each team member and discard any duplicate input. 
 Review the READ tool capability list outcomes until the team members does not reach a 

consensus. 
 

3.4. READ tool as lesson learnt tool 

The READ tool has not been specifically designed and developed for answering to the process of 
lesson learned. In any case, like any other source of information, it can be exploited in order to 
provide contribute to improvement of disaster management process. 
 
The information collected and managed by the READ tool can be evaluated to discover how 
capabilities contributed to support and to implement the activities during the emergency and the 
recovery phase. This exercise can generate two main outcomes:  
 

 Evaluation and Validation process: the first will allow each partner and operator to review 
and validate the information related to his own capability level during the planning activities; 
this process will contribute to characterise better the gaps between the pre-disaster 
assessments and the real needs related to the management activities of the disaster; 

 Learning process: the collected and may be validated information according to the previous 
bullet point, may be used to review the disaster event and the related management activities 
in order to provide more accurate information to the future preparedness activities. 

 
There is a connection between evaluation and learning. Individuals and organizations learn from 
errors, omissions and mistakes. The key, however, is not just awareness that something went wrong 
or could have been done better but actually doing something to integrate the lesson. Learning the 
lessons learned and turning that into actionable behaviour requires real effort at the individual level 
and for the organization. Evaluation is simply a tool to measure performance. The READ tool is clearly 
an instrument to measure the “capability performances”. What an actor or organization does with 
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evaluation provided by the READ tool is as important as the evaluation itself. In this sense the fact 
that the READ tool provides a common interpretation framework to evaluate the level resilience of a 
system can be seen as instrument to stimulate and to encourage the comparisons between the 
different actors. Therefore, a post-event analysis of the capabilities used during the emergency and 
recovery phases can be turned into a common process of lesson learned. 
There is a powerful appeal of learning from experience because we know that it is a proven method 
for avoiding duplicate mistakes and repeating successes, that for public authorities means to serve 
better citizens and for the private infrastructure operator imply less economic loss a better customer 
satisfaction. At the same time these driving force that can facilitate the lesson learn process can be 
seen as an obstacle. Mistakes and unpreparedness are rarely random and in fact they are often quite 
predictable. The share such responsibilities within a group of stakeholders is not always easy, in 
particular considering the repercussion that can generate in term of public blame and loss of 
reputation. 
In order to make the READ tool a useful instrument to support the lesson learned process, the 
confidentiality of the recoded information has to be guaranteed as well as a discussion environment 
that avoid criticism and conflicts. 
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4. Expert validation of the READ Recovery tool  

This activity aimed to valuate that the READ tool developed during this project, is able to satisfy the 
expectation of CI operator and responders in order to facilitate the assessment of the resilience 
capacities of communities impacted by disaster event which are generate or are amplified by the 
failure propagation of critical infrastructure, in particular related to transboundary event. 
 

4.1. READ tool validation process 

In order to validate the READ Tool a specific process has been defined. 
The protocol is structured according to the following steps: 
 

1. Identification a large scenario that can generate transboundary impacts; 
2. Review of real past events in order to consider the characteristics and the attribute of the 

scenario in relation with the capabilities considered by the READ tool; 
3. Design of the table-top exercise in role playing based on a cross-border scenario; 
4. Selection of the expert, responders and operator that are used to participate to the 

management of disaster, preferably cross-border events; 
5. Submission of the READ tool to the expert together with the description of the methodological 

approach; 
6. Invitation to a specific workshop where the READ tool is used to analysed the defined 

scenario; 
7. Collection of the expert feedback and judgements.  

 

4.2. Design of the table-top exercise  

Designing the table-top exercise, aiming at testing the READ-Recovery tool, was based on:  
 The destruction of some High Voltage line  
 The black-out propagate to France and then to the rest of Europe 
 The train do not circulate in the country 
 The closure of the main airport  

 
Due to the duration of the black out  
 

 Some villages did not have drinkable water and 40 power generators were required to 
maintain vital emergency services; 

 500.000 people needed to find a shelter; 
 Hospitals in the region saturated the operational capacity and there were more than 2.000 

people that need medical care assistance 
 
For each of these events and aspect the workshop participant had to evaluate what kind of capability 
they need and what is level of such capabilities. 
 
The table reported here below lists all the sequence of scenario and the related questions that where 
provided to the participants. 
The implementation of the table-top exercise to test the READ-Recovery tool, has to main objective to 
train and familiarise the participants with the tool in order to collect remarks and feedbacks that are 
possibly go beyond their specific role and experiences of the recovery processes. 
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Table 1: Scenario event sequence 
Step # FACT REQUEST 

Step 1 Today at 14.30, the National Meteorological Service 
inform you that an extreme weather event within 
three days. The storm has been called READ. 

Assess what is your actual level of capability 
to cope against the READ event 

Step 2 Some of your national infrastructure depends of other 
countries infrastructures. You have been informed 
the READ event will impact a large part of Europe. 

Assess what is your level of international 
interdependency and evaluate what is your 
actual level of resilience 

Step 3 Review your emergency plan (business continuity 
plan) to check what are the procedure that need to 
be implemented in order to be prepared to the READ 
event 

Evaluate what is quality and the efficacy of 
your emergency plan 

Step 4 You have activated the procedures to alert the public 
(or customers) 

Evaluate what is your capability to inform the 
public 

Step 5 At 5.30 it starts to rain; After few hours, the scenario 
is very critical: some of the urban infrastructures are 
disrupted 

Evaluate what is your capability in order to 
mitigate the impact of Critical Infrastructures 
disruptions 
 
Identify what are your main functions and 
priorities that need to be guarantee in order to 
maintain an acceptable level of operational 
continuity 

Step 6 Some High voltage lines a destroyed by the strong 
wind; 
Some Energy production plants are flooded and do 
not operate 
The blackout propagates to France and then to the 
rest of Europe 
The train do not circulate in the country 
The airport is closed 

Evaluate what are your capabilities to face 
such impacts 
 
What is your capacity to coordinate your 
activities with other European countries 

Step 7 Some villages do not have drinkable water and 40 
power generators are required to maintain vital 
emergency services; 
500.000 people need to find a shelter; 
Hospitals in the region have saturated the operational 
capacity and there are more than 2.000 people that 
need medical care assistance 

Evaluate what are your capabilities to face 
such issues 
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Step 8 The READ storm is over. 
Following heavy winds and rains some recovery 
measures need be undertaken 

Evaluate what is your priorities for returning 
to the normal situation 
 
Identified what are the capability during the 
recovering phase and how you interact with 
the other actors 

Step 9 One month is passed.  
You called to contribute to the lesson learnt process 
The ministry has defined a working team to learn 
from the past event and to define an advanced 
emergency plan 
In particular it wants to improve: 
 the coordination among Public Authorities and 
Critical Infrastructure Operators; 
 the international coordination 
To define international emergency exercises  

Evaluate what is your capability to contribute 
to such plan 

Step 10  END Dedicate the remaining to time to review  

 
 
 

4.3. READ tool validation criteria  

The main validation criteria are: 
 

1. The capacity of the READ tool to capture and represent the methodological structure that 
represent the different dimensions of the resilience framework; 

2. The real capacity of the READ tool to support the risk management process of the 
stakeholders; 

3. The capacity of the READ tool to interpret and support different type of disruption events; 
4. The capacity of the READ tool to facilitate the cross-border collaboration among operators 

and authorities. 
5. The simplicity of the imputation of the information; 
6. The level of usability of the analysis results. 

 

4.4. READ tool validation workshop 

One-day workshop that has been held in Bilbao (E) the 25 October 2016. 
The workshop was hosted by Tecnalia at the Parque Científico y Tecnológico de Bizkaia, C/Geldo, 
Building 700. E-48160 Derio (Bizkaia). 
The reference scenario a large electricity black-out event trigger by a severe storm. 
 
The workshop was articulated in three main sessions: 
 

 First session: After a brief presentation of READ project and of the invited emergency 
responders and stakeholders, the first part of the workshop was dedicated to the assessment 
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and evaluation of the capability required to face large disaster the disrupt the main Critical 
Infrastructure services. In particular, the experts were asked to list the capabilities required to 
insure an adequate level of resilience capacity against a large electricity black-out event. On 
the basis of their own experience and knowledge, the experts characterised the actual level of 
preparedness and they indicate the desired one. 

 Second session: the experts were provided with a detailed black out scenario. The scenario 
was elaborated on the basis of a number of real blackout events occurred in the past (e.g. 28 
September 2003 – Italy blackout: 56 million people where effected in Italy Switzerland and 
France for 12 hours; 6 November 2006- Germany Blackout - western Germany, France, 
Belgium, Italy, Spain, Austria, the Netherlands and Croatia were without electricity do to an 
procedural error of the German energy operator.); the scenario considered that due to 
extreme weather conditions, a number of electrical substations nearby Bilbao (e.g. Substation 
of Güeñes, Itxaso, ect.) are severely damaged. The impact creates a number of 
repercussions on the regional public services, population and generate impacts on the 
productive system. Impacts also propagate through the boarder effecting France and, later, 
other European countries like Italy and Germany. 

 
 

 
Figure 3: Detail of the electricity grid impacted by heavy storm considered by the scenario 

 
 
 

 Third session: this workshop part was dedicated to discuss the outcomes of the previous 
sessions in order to evaluate the quality of the tool and to identify future applications and 
developments. The Invited civil protection authorities and CI operators, assisted by the READ 
partners, will focus on the identification and mapping of possible gaps to be covered by the 
READ tool in the emergency management cycle. This session was concluded by an open 
discussion about other key requirements that may have been left out from previous 
discussions and to give the opportunity to raise priorities and concerns. 

 
In the Appendix I are reported all the material produced for this workshop. 
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5. The main outcomes of the expert validation 

During the last session of the workshop, three questions where addressed to the experts: 
 
1. What do you think could be the added value of the READ tool for your daily activities? 
2. How to use the READ Tool to evaluate cross-border disasters? (What is missed, how to improve 

it) 
3. Who can use the READ tool and how to involve him? 

 
 

5.1. First question 

What do you think could be the added value of the READ tool for your daily activities? 
 
As general remark the tool positively evaluated. The Spanish delegated of National CI Center in 
Madrid, emphasised the tool has the advantage of providing a quite exhaustive representation of the 
resilience concept applied in the field of Critical Infrastructures disaster management. The tool can 
then facilitate and stimulate a common reference framework at European level. Many Member states 
still use different definition and interpretation of the resilience concept. 
Some CI operator highlighted the value of READ tool, in particular its capacity to encompass the 
complexity related to representation of all the attribute that can characterise the resilience concept. At 
the same time, they argued that such complexity requires much more time than simply one day work 
to be digested. Moreover, they were concerned about the capability of the tool with their own business 
continuity plan that are less complex. 
Some Police officers noted that police force are not used to work according to an informal approach to 
share information. Therefore, the consider the tool valuable but its implementation can find some 
formal obstacle. 
Finally, it was pointed out at the moment there so many different plans, i.e. plans based on specific 
events, that it is difficult to assess how these plans are coherent each other. The READ tool can 
provide a general and common methodological approach that can help the analysis of the available 
plans in order to remove some discrepancies. In this terms the READ tool has been described as a 
reference system that can facilitate the assessment of the most import resilience capabilities in order 
to facilitate the harmonisation process of emergency plans of the responders and operators.  

5.2. Second question  

How to use the READ Tool to evaluate cross-border disasters? 
 
From technical point of view, the READ tool can facilitate the common understanding between 
different countries involved the management activities of cross-border disaster. One of the problem 
related to its usability is mainly related to number of authorities, laws, protocols, bilateral agreements 
and procedures that regulate the collaboration between different countries. In order to use the READ 
tool all these aspects need to be investigated in detail. The delegate to the Franco-Spanish railways 
that in order to overcomes part of such constraints, the two countries defined a common company 
established under French and Spanish law. Such company respect and accomplish all law 
requirement of the two countries, even in the field of safety and security. 
 

5.3. Third question  

Who can use the READ tool and how to involve him? 
 
The answer to this question was quite unanimous: the READ tool has to be used by all the actors 
potentially involved in the management of any crisis or disaster. However, some comments were 
made in particular as regards to the complexity of the tool. The private operator argued that the tool 
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need to be simplified by describing the capabilities as described by their business continuity plans. In 
particular, the capability result a little bit abstract and need to be descry more coherently with their 
industrial processes. The public authorities consider the tool useful for stimulate a harmonisation 
process with CI operators. For such reasons the remarked that maybe the 24 capabilities need to be 
reduced. 
Regarding the approach how to involve the main actors, the workshop participants agree about the 
fact that an initiative have to be taken by a public authority with has the capacity to involve private and 
public actors in particular if some cross-border collaboration has to set. 
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6. Conclusions 

The recovery phase after a crisis is of major importance to restore an equilibrium and go back to the 
normal conditions. Actions taken to mitigate the potential consequences of CI disruptions contribute to 
reduce the crisis phase: for the critical infrastructure operators, the business continuity plans are 
essential to reduce the economic consequences of a disastrous events while for the civil protection 
authorities, the political issues at stake during the recovery phase, are related to helping the people to 
recover normal living conditions.  
 
The activities related to increasing the knowledge and understanding of the interdependent critical 
infrastructures systems are of key importance to build resilience against critical infrastructure 
disruptions. We believe here that building a knowledge basis of the territory seen as a complex 
system where social, technical, natural, economic, and political aspects are interacting is extremely 
relevant to build resilience. For instance, actors and operators involved in disaster management 
activities, can mutually collaborate in order to support each other by sharing capabilities to recover 
from interdependent critical infrastructure failures are relevant for critical infrastructure disaster 
emergency and recovery activities but also to understand where the lacks of resources and capability 
gaps can play a crucial role in order to implement effective recovery strategies. In this term the READ 
recovery tool can provide a common base of knowledge where the information related to the 
capabilities of each actor are stored and analysed. 
 
The resilience enhancement it is also related to the capacity of a community to reorganise, to change 
and to evolve in response to changing conditions. This can include, for example, the existence of 
business continuity plans for the companies, not only to recover after an emergency but also to adapt 
their management to evolving conditions (e.g. higher fuel supply prices, increased traffic congestion, 
etc.). The READ recovery tool demonstrated the ability to support such flexibility and adaptability 
since it can continuously and be easily adapted according to the changing needs associated to 
recovery phase. The validation workshop activities and the related table top exercise demonstrated 
that the READ tool can a viable approach to support the collaboration between actors. It can 
contribute then to increase the resilience of some socio-economic communities by the identification of 
the main gaps that need to be fulfilled and providing a common interpretation framework that can 
support some collaborative processes among stakeholders to responded more directly and effectively 
to some challenges posed by the complex interdependent service to modern societies. The tool can 
also facilitate the process of creating trust among stakeholders which are called to share strategic and 
sensitive information to build resilience.  
Existing experiences of critical infrastructures collaboration schemes show that important factors are 
the voluntary dimension of the collaboration, the creation of win-win situations in which all 
stakeholders see an advantage in collaborating, the need to take time to build a real trust environment 
with the view to discuss and exchange sensitive information. The outcomes of the validation activities 
confirm such aspect but experts aroused some concern how to use the tool on a voluntary basis. The 
CI operators consider the tool too sophisticated and complex. On the contrary, public actors and 
authorities struggle to identify and to define collaborative strategies on a voluntary basis, especially at 
international level. 
 
The READ tool can be also exploited as a lesson learnt instrument. By consolidating a sound 
knowledge basis, the READ tool can provide a good information to improve the lesson learned 
process. Capacity to learn encompasses the ability to internalise past experience, respond to them, 
and avoid repeating mistakes to ensure that future decisions are made with appropriate caution and 
forethought.  
 
Finally, with the view to investigate how the READ tool can improve the definition of strategies 
addressing critical infrastructure cross-border disruptions by building broader resilience, this project 
activities demonstrated one more time again, the need of developing strategies based on resilience to 
address critical infrastructure disruptions at all scale and the necessity of working in straight 
collaboration with all stakeholders, in particular private operators of infrastructures and in setting up 
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action plans not limited to critical infrastructure disruptions but considering the multiple aspects of 
local and regional resilience against all hazards.  
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Appendix – Workshop material 

 

1. READ General Agenda.doc 

2. READ Session I - Assessment Sheet Final Version.xlsx 

3. READ Description of Exercise Session I.docx 

4. READ Workshop Session I - TOOL Presentation READ Project Presentation and 
tool introduction 

5. READ Description of Exercise Session II.docx 

6. READ Workshop Session II.pptx 

7. READ Exercise Bilbao October-2016_ Experts List.xlsx 

8. READ Questions Session III.docx 

9. READ Workshop Session III.pptx 
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INTERNATIONAL WORKSHOP 
 

Increasing Resilience to 
Critical Infrastructure Disaster 

25 October 2016 
TECNALIA RESEARCH & INNOVATION 

Parque Científico y Tecnológico de Bizkaia - C/Geldo, Building 700. 
E-48160 Derio (Bizkaia), Spain 

 
The International workshop on Increasing Resilience to Critical Infrastructure Disaster, to be held on 
25 October 2016 at Tecnalia Headquarters in Bilbao (E), is organized by the Project partners of the 
READ Project. 
The READ project is funded by the European Union, DG HOME, within the “Prevention, 
Preparedness and Consequence Management of Terrorism and other Security-related Risks” (CIPS 
Programme). 
The field of critical infrastructures protection has undergone several evolutions in the recent years. 
The major shift in the field is related to the evolution of existing strategies from a focus on 
protection to a focus on resilience. 
The main objective of the READ project is support the main stakeholders involved in the definition 
and implementation of resilience strategies to assess the capacities required to manage CI failure 
events. In particular, the main actors need common approaches and tools to address cross-border 
CI disruptions. 
 
S c o p e  o f  t h e  w o r k s h o p  
The workshop is a milestone event of the READ Project “Resilience Capacities Assessment for 
Critical Infrastructures Disruption”, which aims to set an integrated tool to support first responders 
and the main Critical Infrastructure operator to assess their level of preparedness and the 
capabilities to response to a disruption event.  
The innovation embedded in the READ tool is therefore meant to increase the effectiveness and 
the coordination of emergency responders on the entire disaster management cycle, with particular 
emphasis in preparedness, warning and emergency response.  
The one days’ workshop is built upon an interactive framework in which emergency responders and 
carefully selected international CI operators will interplay with READ tool. The expert will provide 
substantial validation feedbacks in order to better tackle the hazards related to CI failures and how 
to bridge the existing gap between innovative management approaches and end user’s needs in 
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the field of Disaster Risk Reduction (DRR) and the definition advanced strategies to increase the 
community resilience. 
 

M e t h o d o l o g y  
The workshop will be developed in one day and it is based on three main sessions. 
F i r s t  s e s s i o n : After a brief presentation of READ project and of the invited emergency 
responders and stakeholders, the first part of the workshop will be dedicated to the assessment 
and evaluation of the capability required to face large disaster the disrupt the main Critical 
Infrastructure services. In particular, the expert will be asked to list the capabilities required to 
insure an adequate level of resilience capacity against a large electricity black-out event. On the 
basis of their own experience and knowledge, the experts will characterise in a qualitative way, the 
actual level of preparedness and they will indicate the desired one. 
In the s e c o n d  s e s s i o n ,  the experts will be provided with a detailed black out scenario. 
Consistently, with real blackout events occurred in the past (e.g 28 September 2003 – Italy 
blackout: 56 million people where effected in Italy Switzerland and France for 12 hours; 6 
November 2006- Germany Blackout - western Germany, France, Belgium, Italy, Spain, Austria, the 
Netherlands and Croatia were without electricity do to an procedural error of the German energy 
operator.), the scenario considers that due to extreme weather conditions, a number of substation 
nearby Bilbao (e.g. Substation of Güeñes, Itxaso, ect.) has severely damaged. The impact creates a 
number of repercussions on the regional public services, population and it will impact the 
productive system. It will also propagate through the boarder effecting France and later other 
European countries like Italy and Germany. 

S c e n a r i o  i m p a c t e d  a r e a  

Source: 

 

T h e  t h i r d  s e s s i o n  of the workshop will be devoted to discuss the outcomes of the 
previous sessions in order to evaluate the quality of the tool and to identify future applications and 
developments. The Invited civil protection authorities and CI operators, assisted by the READ 
partners, will focus on the identification and mapping of possible gaps to be covered by the READ 
tool in the emergency management cycle. This session will be concluded by an open discussion 
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about other key requirements that may have been left out from previous discussions and to give 
the opportunity to raise priorities and concerns. 
The outcomes of such a consultation are of high relevance since they will be used to identify 
practical ways to link research and innovation activities of the READ project to the real operational 
needs of disaster management professionals. In particular, the READ outcome can support 
responders and CI operators to harmonise the assessment approach of the level of preparedness 
to respond to transboundary event. Such alignment will guarantee a better transnational 
coordination approach for risk reduction and disaster prevention towards a more resilient society. 
 



  Resilience Capacities Assessment for                          
Critical Infrastructures Disruption 

 

International Workshop Increasing Resilience to Critical Infrastructure Disaster 25 October 2016 
TECNALIA RESEARCH & INNOVATION, Parque Científico y Tecnológico de Bizkaia - C/Geldo, Building 700 

E-48160 Derio (Bizkaia), Spain 
 Page 4 of 6 

V e n u e  
 
 
TECNALIA 
Parque Científico y Tecnológico de Bizkaia 
C/Geldo, Building 700. E-48160 Derio (Bizkaia) 
 
https://www.google.es/maps/place/Tecnalia+R
esearch+%26+Innovation/@43.296942,-
2.8724707,17z/data=!3m1!4b1!4m5!3m4!1s0xd
4e45f6eea54805:0x5143fa1b307d1e67!8m2!3d
43.296942!4d-2.870282?hl=es  
 

BUS: Bizkaibus A3250. (http://apli.bizkaia.net/apps/danok/tq/index.html?Idioma=ES. Change into 
English in the upper right side of the web page and then, search from Bizkaia Municipalities 
(Bilbao) to Other Singular Places (Parque Tecnológico – Zamudio). To get to Tecnalia use Bus Stop 
0926 Abeletxea/Granja. 
 
 
O r g a n i z e r s   
 
 

 

 
W o r k i n g  L a n g u a g e  
English  
 
C o n t a c t  p e r s o n s  
For queries on the programme agenda:  

Mr Carmelo DIMAURO: carmelo.dimauro@riskgovernancesolutions.eu 
Or 
Mr Javier Larrañeta: javier.larraneta@tecnalia.com  
 
For organizational aspects: 
Mr Javier Larrañeta: javier.larraneta@tecnalia.com  
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A G E N D A  
 
Tuesday 25 October  
Morning 
Time Dur. Subject Participants   
9.00 - 9.30 30’ Registration  
9.30 - 9.40 10’ Welcoming speeches: 

Tecnalia  
All  

9.40 – 13.00  Session I – Introductory part  
9.40 – 9.50 10’ Workshop Activities 

C. Dimauro - RGS
All  

9.50 – 10.15 25’ READ Project Presentation and tool introduction: 
I. Kozine - DTU  

All 

10.15 - 11.45 90’ Stakeholder’s Group activities (part I) 
Presentation of each participant 
Capability assessment related to a blackout  

Groups 

11.45 – 12.00 15’ Coffee break   
12.00 – 12.30 30’ Stakeholder’s Group activities (part II) 

Capability evaluation
Groups 

12.30 – 13.00 30’ Discussion on the preliminary outcomes 
Moderated by P. Trucco - FPM 

 

13.00 - 14.00 60’ Lunch Break  
 
Tuesday 25 October  
Afternoon 
 
Time Dur. Subject Participants   
14.00 - 16.30    Session II – Assessment of specific catastrophic transboundary blackout 
Leader, ISMB 
14.00 - 14.15 15’ Explanation of the working sessions 

 The participants will be divided into predefined groups 
All 

14.15 - 14.30 15’ General description of the scenario All 
14.30 - 16.00 90’ Development of the event story line 

 Each 10 min there will be an update about the development of 
black out 

 Each group will evaluate how the tool can support the first 
responders activities 

All  

16.00 - 16.30 30’ Coffee break  
 
 

Time Dur. Subject Participants   
16.30 - 18.00    Session III – Final Discussion and Wrap up 
Leader, ISMB 
16.30 - 17.30 60’ Discussion and suggestion about the usability of the tools and 

further development and application 
All  

17.30 - 17.45 15’ Wrap up of the main outcomes All  
17.45 - 18.00 15’ Final closure All  
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Tecnalia 
18.00  End of the Workshop  
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It is the assessement 

about the corrent 

level of capabilities

It is the desired level 

of capabilities

1 Planning

Conduct a systematic process engaging the whole community as 

appropriate in the development of executable strategic, operational, 

and/or tactical‐level approaches to meet defined objectives.

2 Public Information and Warning

Deliver coordinated, prompt, reliable, and actionable information to the 

whole community regarding any threat or hazard, as well as the actions 

being taken and the assistance being made available.

3 Operational Coordination

Establish and maintain a unified and coordinated operational structure and 

process that appropriately integrates all critical stakeholders and supports 

the execution of core capabilities.

4 Intelligence and Information Sharing

Provide timely, accurate, and actionable information concerning all hazards 

and threats. Information sharing is the ability to exchange intelligence, 

information, data, or knowledge among government or private sector 

entities, as appropriate.

5 Interdiction and Disruption Delay, divert, intercept, halt, apprehend, or secure threats and/or hazards.

6 Screening, Search and Detection

Identify, discover, or locate threats and/or hazards through active and 

passive surveillance and search procedures. This may include the use of 

systematic examinations and assessments, bio‐surveillance, sensor 

technologies, or physical investigation and intelligence.

7 Access Control and Identity Verification
Apply and support necessary physical, technological, and cyber measures to 

control admittance to critical locations and systems.

8 Cybersecurity

Protect (and if needed, restore) electronic communications systems, 

information, and services from damage, unauthorized use, and 

exploitation.

9 Risk Assessment
Identify, assess, and prioritize risks to inform Protection activities, 

countermeasures, and investments.

10 Physical Protection

Implement and maintain risk‐informed countermeasures, and policies 

protecting people, borders, structures, materials, products, and systems 

associated with key operational activities and critical infrastructure sectors.

11 Supply Chain Integrity and Security Strengthen the security and resilience of the supply chain.

12 Community Resilience Building

Enable the recognition, understanding, communication of, and planning for 

risk and empower individuals and communities to make informed risk 

management decisions necessary to adapt to, withstand, and quickly 

recover from future incidents.

13 Threats and Hazards Identification

Identify the threats and hazards that occur in the geographic area; 

determine the frequency and magnitude; and incorporate this into analysis 

and planning processes so as to clearly understand the needs of a 

community or entity.

Please, describe them. Please, select from the available options.

FIELD 3

Organisational 

level

 Cross‐border 

interaction

FIELD 4 FIELD 5 FIELD 6 FIELD 7 FIELD 8

CAPABILITY 

Capability

Classification

Assets Resources Routines

EM Cycle
Resilience 

Dimension
Resilience Goals

DESCRIPTION



14
Logistics and Transportation under 

Emergency Management

Provide transportation (including infrastructure access and accessible 

transportation services) for the evacuation of people and animals, and the 

delivery of vital response personnel, equipment, and services into the 

affected areas. Deliver essential commodities, equipment, and services in 

support of impacted communities and survivors, to include emergency 

power and fuel support, as well as the coordination of access to community 

vital services. Synchronize logistics capabilities and enable the restoration 

of impacted supply chains.

15
Environmental Response / Health and 

Safety

Conduct appropriate measures to ensure the protection of the health and 

safety of the public and workers, as well as the environment, from all‐

hazards  in support of responder operations and the affected communities.

16 Fatality Management Services

Provide fatality management services, including decedent remains recovery 

and victim identification, working with regional and national authorities to 

provide mortuary processes, temporary storage or permanent internment 

solutions, sharing information with mass care services for the purpose of 

reunifying family members and caregivers with missing persons/remains, 

and providing counseling to the bereaved.

17 Fire Fighting

Provide structural, wildland, and specialized firefighting capabilities to 

manage and suppress fires of all types while protecting the lives, property, 

and the environment in the affected area.

18 Mass Care

Provide life‐sustaining and human services to the affected population, to 

include hydration, feeding, sheltering, temporary housing, evacuee 

support, reunification, and distribution of emergency supplies.

19 Mass Search and Rescue Operations

Deliver search and rescue capabilities, including personnel, services, 

animals, and assets to survivors in need, with the goal of saving the 

greatest number of endangered lives in the shortest time possible.

20
On‐scene Security, Protection and Law 

Enforcement

Ensure a safe and secure environment through law enforcement and 

related security and protection operations for people and communities 

located within affected areas and also for response personnel engaged in 

lifesaving and life‐sustaining operations.

21 Operational Communications

Ensure timely communications in support of security, situational 

awareness, and operations among and between affected communities in 

the impact area and all response forces.

22
Public Health, Healthcare and Emergency 

Medical Services

Provide lifesaving medical treatment via Emergency Medical Services and 

related operations and avoid additional disease and injury by providing 

targeted public health, medical, and phsycological support, and products to 

all affected populations.

23
Situational Awareness and Decision 

Making

Provide all decision makers with decision‐relevant information regarding 

the nature and extent of the hazard, any cascading effects, and the status 

of the response.

24 Natural and Cultural Resources Protection

Protect natural and cultural resources and historic properties through 

appropriate planning, mitigation, response, and recovery actions to 

preserve, conserve, rehabilitate, and restore them consistent with post‐

disaster community priorities and best practices and in compliance with 

applicable environmental and historic preservation laws and executive 

orders.
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INTERNATIONAL WORKSHOP 
 

Increasing Resilience to 
Critical Infrastructure Disaster 

25 October 2016 
TECNALIA RESEARCH & INNOVATION 

Parque Científico y Tecnológico de Bizkaia - C/Geldo, Building 700. 
E-48160 Derio (Bizkaia), Spain 

 
 

9.45 – 13.00  Session I – Introductory part 
 
A G E N D A  
 
Tuesday 25 October  
Morning 
 

Time Dur. Subject Participants  
9.00 - 9.30 30’ Registration  
9.30 - 9.40 10’ Welcoming speeches: 

Tecnalia  
All  

9.40 – 13.00  Session I – Introductory part  
9.40 – 9.50 10’ Workshop Activities 

C. Dimauro - RGS
All  

9.50 – 10.15 25’ READ Project Presentation and tool introduction: 
I. Kozine - DTU  

All 

10.15 - 11.45 90’ Stakeholder’s Group activities (part I) 
Presentation of each participant 
Capability assessment related to a blackout  

Groups 

11.45 – 12.00 15’ Coffee break   
12.00 – 12.30 30’ Stakeholder’s Group activities (part II) 

Capability evaluation
Groups 

12.30 – 13.00 30’ Discussion on the preliminary outcomes 
Moderated by P. Trucco - FPM 

 

13.00 - 14.00 60’ Lunch Break  
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S t a k e h o l d e r ’ s  G r o u p  a c t i v i t i e s  ( p a r t  I )  
C a p a b i l i t y  a s s e s s m e n t  r e l a t e d  t o  a  b l a c k o u t  

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Extreme weather is typically rare. But climate change is increasing the 
odds of more extreme weather events taking place. For such reason the 
Ministry of Interior has decided to lunch a program that aims to increase 
the social resilience against such extreme events (but not only). In 
particular, considering the long list of blackouts events (see Box 1) 
occurred in Europe during the last decades, the program aims to 
investigate what is the level of preparedness to react to severe black-out 
events generate by extreme natural event, like storms, heat waves, 
drought, floods etc. 
You, as expert on the emergency management domain, have been asked 
to assess and evaluate what is the level capacity of your institution to cope 
with severe blackout. 
The Ministry provide you with a form that has to fulfilled
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S t r u c t u r e  o f  t h e  F o r m  

 
 
Field 1: CAPABILITY – describe the type of tasks or skill that are you supposed to 
perform/provide/cope against a blackout event;  
Field 2 – DESCRIPTION -  it describes more in detail the type of capability 
Field 3 – TYPE describes how the capability is performed by exploiting Assets, Resources or Routines 
Field 4 – PHASE specifies in which phase of the emergency management cycle the capability is 
mainly implemented, i.e. Preparedness, Prevention, Mitigation, Response, Recovery; 
Field 5 – RESILIENCE DIMENSION details which is the main domain of contribution, i.e. Technical 
or Organisational; 
Field 6 – RESILIENCE CAPACITY characterises the type of capability distinguishing among the 
 Preventive, Absorptive, Adaptive and Restorative resilience attributes; 
Field 7 ORGANISATIONAL LEVEL specify if the capability is Intra-organisational or Inter-
organisational 
Field 8-  CROSS-BORDER INTERACTION specify if the capability contribute to international 
cooperation. 
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10.15 - 11.45 90’ Stakeholder’s Group activities (part I) 

Capability assessment related to a blackout  
Groups 

11.45 – 12.00 15’ Coffee break   

 
 
 

E X E R C I S E  
 

 Read the list of past blackout event reported in the BOX 1 

 Use the Form A about the capabilities and make the assessment 

 Write a brief note (Form B) about your level of preparedness which 
will be discussed with the other participants 
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B OX  1  –  L I S T  o f  B l a c k o u t  e v e n t s  
Provided by the Ministry of Interior as reference scenarios 
 On May 27, 2015 - Power failure disrupts Brussels Airport departure area. More than 23,000 

passengers are estimated to have been affected. Nearly 150 flights have been cancelled and 
32 diverted to other European cities after a power outage shut off Belgian airspace. The electrical 
fault, which is expected to keep Brussels Airport out of action until at least 2pm, has affected 
20,000 passengers. The military stepped in yesterday to help resolve the immediate crisis. 

 On March, 27 2015, a technical problem in one of the main power grids in North Holland 
caused some million households to not have power for at least one hour; The Amsterdam region 
suffered a power blackout of more than five hours that hit a million households, forced flights to 
divert from Schiphol airport and disrupted national public transport networks. After more than 
two hours without power, lights switched back on in the Amsterdam financial district and 
gradually returned to cities across the province of Noord Holland, home to a sixth of the country's 
17 million people. The power outage brought trams and metros to a standstill, traffic lights went 
out and people were trapped in lifts. There were no reports of injuries or security problems. 

 On 22 March 2013 200,000 homes in the Greater Belfast area lost power as the result of a fault 
with the high voltage transmission network during a snow storm;  

 On April 1, 2013, 100,000 people in Poland suffered under power outages due to heavy snow 
falls. Warsaw Airport found the snow a bit difficult to operate in. 

 On July 20, 2009 power was cut to around 100,000 homes in the areas of South East London 
and North Kent, UK, after vandals deliberately caused a fire near a cable installation, which 
caused failure of a 132 kV cable and four circuit boards. Due to the nature of the cable, it was 
impossible to re-route supplies around other cables without overloading them. As a result, power 
supplies were cut to around half of the homes for around four days, whilst other homes were 
given three-hour allocations of power followed by six hours "off". Over 70 mobile generators 
were brought in from around the country to help restore power in what was the largest 
deployment in London's history. 

 On March 30, 2009 a major power cut hits homes and business in Glasgow and parts of 
western Scotland. The affected areas included the west end of Glasgow, Bearsden, Clydebank, 
Helensburgh, Dumbarton and as far afield as Lochgilphead and Oban. Arran was also affected 
from the outage. The power cut occurred at 16:20 and power was slowly restored between 17:20 
and around 18:30. 

 On January 23, 2009 a severe windstorm knocked out power to 1.2 million customers in parts 
of France;  

 On July 23, 2007 the city of Barcelona suffered a near-total blackout. Several areas remained 



  Resilience Capacities Assessment for                       
Critical Infrastructures Disruption 

 

International Workshop Increasing Resilience to Critical Infrastructure Disaster 25 October 2016 
TECNALIA RESEARCH & INNOVATION, Parque Científico y Tecnológico de Bizkaia - C/Geldo, Building 700 

E-48160 Derio (Bizkaia), Spain 
 Page 6 of 9 

without electricity for more than 78 hours due to a massive electrical substation chain failure. 

 On December 12, 2007 a Royal Netherlands Air Force AH-64 Apache Attack helicopter, on a 
routine training mission, crashed into High Voltage power lines. This resulted in a blackout 
affecting over 50,000 households in the Tielerwaard and Bommelerwaard region in the 
Netherlands. Power was restored after three days; 

 On the night of November 4, 2006 in main parts of Germany, France, Italy, Belgium, Spain, 
and Portugal, over 15 million households were left without power after a big cascading 
breakdown. Power grids several other nations (Belgium, Netherlands, Poland, Switzerland, Czech 
Republic, Greece and Morocco) experienced minor local outages. The root cause was an overload 
triggered by the German electricity company E.ON switching off an electricity line over the river 
Ems to allow the cruise ship Norwegian Pearl to pass through safely. The impact of this 
disconnection on the security of the network had not been properly assessed, and resulted in the 
European transmission grid splitting into three independent parts for a period of two hours. The 
imbalance between generation and demand in each section resulted in the power outages for 
consumers. 

 On September 27 to 28, 2003 Italy blackout resulted from a power failure that affected all of 
Italy except Sardinia, cutting service to more than 56 million people. Usually a middle-of-the-
night power outage means that few people will notice it. However, this event occurred during 
the early morning hours after Rome's Nuit Blanche, an all-night arts festival. Because of this, trains 
were still running at 3:01 a.m. when a fault on the Swiss power system caused the overloading of 
two internal lines near to the Italian border. About 110 trains carrying more than 30,000 
passengers were stranded as a result. 

 On May, 9, 2000 a major power outage left the entire southern half of Portugal, including 
Lisbon, without power for a few hours. The blackout occurred shortly after 22:00 local time. 
Suddenly Lisbon plunged in complete darkness. Stalled commuter trains and nonworking traffic 
lights wreaked some havoc in the streets. Security was immediately reinforced in the city, but no 
rise in criminal activity was registered. Energias de Portugal, the main Portuguese electricity 
operator, later reported that the blackout was due to the electrocution of an unfortunate stork, 
which landed "on the wrong place at the wrong time". Because of this, the story was reported in 
the "oddly enough" sections of some European newspapers. 

 On December 26–28, 1999 Cyclone Lothar and Martin left 3.4 million customers in France 
without electricity, and forced EdF to acquire all the available portable power generators in 
Europe, with some even being brought in from Canada. These storms brought a fourth of France's 
high-tension transmission lines down and 300 high-voltage transmission pylons were toppled. It 
was described as one of the greatest energy disruptions ever experienced by a modern 
developed country. 

 On October 16, 1987 the Great Storm of 1987 the High Voltage Cross-Channel Link between the 
UK and France was interrupted, and the storm caused a domino-effect of power outages 
throughout the Southeast of England. 
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F O R M  A  –  C a p a b i l i t y  a s s e s s m e n t  
 
10.15 - 11.45 90’ Stakeholder’s Group activities (part I) 

Capability assessment related to a blackout  
Groups 

11.45 – 12.00 15’ Coffee break   

 

 Please, upload and open the excel spreadsheet: READ 
CapAssessment.xls 

 Fulfil the Field 3 and describe how the capability is performed by 
exploiting Assets, Resources or Routines. 

 

 

 

 Tick fields from 4 to 8 

 

 

 

 

 Report your assessment in the field 9 
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11.45 – 12.00 15’ Coffee break   
12.00 – 12.30 30’ Stakeholder’s Group activities (part II) 

Capability evaluation
Groups 

 
 

F O R M  B  –  N o t e  
Use this form to prepare the discussion on the preliminary outcomes (12.30 – 13.00) 

In order be well prepared to cope with a severe blackout event, I consider 
that: 

 

My strongest capability is: 
(consider your most relevant capability, describe it and justify your evaluation) 
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………… 

My weak capabilities are: 
(consider your weak capabilities, describe them and justify your evaluation) 
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………… 

What is the gap with a satisfactory level? 

………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
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………………………………………………………………………………………………………………………………………………
………………………………………… 

How such capabilities can be improved? How to bridge the gap? 

………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………
……………………………………………………………… 
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Workshop goals
For target groups: Emergency Management and Civil Protection Authorities, First 
Responders, CI Operators, and other public authorities in charge of CIP‐R 
programmes

• To support the main stakeholders involved in the definition and implementation 
of resilience strategies to assess the capacities required to manage CI failure 
events

• To stimulate Collaborative Capability‐Based Planning 
• Create awareness on specificities of multi‐sectoral,multi‐stakeholder and trans‐
boundary CI disruptions

• To  increase the effectiveness and the coordination of responders and CI 
operators across the entire Emergency Management cycle
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Workshop goals

For the READ consortium:

• To receive experts’ feedback on  the framework & tool, end‐users’ needs, ways 
forward
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Workshop Structure

- Introduction
• A brief presentation of READ project
• Introduction of participants – experts

- Initial Assessment of Resilience Capabilities
- Detailed scenario walkthrough 
Blackout in Bilbao and surroundings due to extreme weather conditions

• Step‐by‐step scenario development and reassessment or related 
capabilities – gap identification

- Discussion
• Outcomes of the exercise
• Experts’ evaluation and feedback
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Tuesday 25 October  
Morning 
Time Dur. Subject Participants   
9.00 ‐ 9.30 30’ Registration  
9.30 ‐ 9.40 10’ Welcoming speeches: 

Tecnalia  
All  

9.40 – 13.00  Session I – Introductory part  
9.40 – 9.50 10’ Workshop Activities 

C. Dimauro ‐ RGS 
All  

9.50 – 10.15 25’ READ Project Presentation and tool introduction: 
I. Kozine ‐ DTU  

All 

10.15 ‐ 11.45 90’ Stakeholder’s Group activities (part I) 
Presentation of each participant 
Capability assessment related to a blackout  

Groups 

11.45 – 12.00 15’ Coffee break   
12.00 – 12.30 30’ Stakeholder’s Group activities (part II) 

Capability evaluation 
Groups 

12.30 – 13.00 30’ Discussion on the preliminary outcomes 
Moderated by P. Trucco ‐ FPM 

 

13.00 ‐ 14.00 60’ Lunch Break  
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Tuesday 25 October  
Afternoon 
 
Time Dur. Subject Participants   
14.00 ‐ 16.30    Session II – Assessment of specific catastrophic transboundary blackou
Leader, ISMB 
14.00 ‐ 14.15 15’ Explanation of the working sessions 

 The participants will be divided into predefined groups 
All 

14.15 ‐ 14.30 15’ General description of the scenario All 
14.30 ‐ 16.00 90’ Development of the event story line 

 Each 10 min there will be an update about the development of black 
out 

 Each group will evaluate how the tool can support the first 
responders activities 

All  

16.00 ‐ 16.30 30’ Coffee break  
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Time Dur. Subject Participants   
16.30 ‐ 18.00    Session III – Final Discussion and Wrap up 
Leader, ISMB 
16.30 ‐ 17.30 60’ Discussion and suggestion about the usability of the tools and further 

development and application 
All  

17.30 ‐ 17.45 15’ Wrap up of the main outcomes All  
17.45 ‐ 18.00 15’ Final closure 

Tecnalia 
All  
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Workshop Structure

- Introduction
• A brief presentation of READ project
• Introduction of participants – experts

- Initial Assessment of Resilience Capabilities
- Detailed scenario walkthrough 
Blackout in Bilbao and surroundings due to extreme weather conditions

• Step‐by‐step scenario development and reassessment or related 
capabilities – gap identification

- Discussion
• Outcomes of the exercise
• Experts’ evaluation and feedback
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Points of departure 
• Few of the Hazards & Threats of CI systems is fully 
preventable

• Emergent behaviours: the complete predictability of the 
future states is impossible

• Each accident develops along its unique scenario
• Scenario‐based EM planning is ineffective when complex 
interdependent systems are involved

•Adoption of a capability‐based planning approach:
– to prepare for a larger variety of threats and hazards instead of 
simply preparing for specific scenarios

– to coordinate operations and manage interdependencies between 
different systems and stakeholders 
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The READ Project
• Objectives:

• To develop a comprehensive framework aiming at 
characterising the resilience capabilities required to 
cope with CI disruptions (including cross‐border issues)

• To develop and test a set of assessment tools
• To understand the main characteristics of trans‐
boundary emergency situations involving CI 

• Project partners
• Fondazione Politecnico di Milano (Coordinator, IT)
• Risk  Governance Solutions S.r.l. (IT)
• Technical University of Denmark (DK)
• Tecnalia (SP)
• Regione Lombardia (IT)

Contributions from:
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IGOR KOZINE
Technical University of Denmark
Department of Management Engineering
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Emergency Management (EM) Set‐up

Adopted from Federal Emergency Management Agency (FEMA), USA
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Resilience goals

1. Prevent disruption of service to the public
2. Absorb the consequences of any disruption
3. Restore quickly normal performance
4. Adapt to unforeseen scenarios of disruption (short‐term 

adaptation)
5. Adapt to possibly different circumstances of operation 

(long‐term adaptation)
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Resilience capabilities’ space

Technical

Organizational

Social

Economic

Resilience 
goals & 
activities to 
serve goals

Prevent disruption Absorb
shock

Absorb
shock & 
adapt

Adapt & 
restore

Project’s focus
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Resilience capability
conceptualization and mapping

Goals

Capabilities 
(system‐specific) 2

n1

Assets
(knowledge system)

Resources
+ skills 

Processes
(set of procedures)

Resilience 

Prevent Absorb Adapt Restore

Intra‐
organisational

3

Inter‐
organisational
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Resilience capabilities
conceptualization and mapping
• Resilience capabilities are enablers of activities and functions 
that serve the resilience goals. 

• A resilience capability of CI is defined as a coherent 
compound of:
– assets (including knowledge systems), 
– resources (including skills of people involved), and 
– routines (including sets of procedures)

to deploy resilience capacities and EM goals 
• Resilience capabilities are mapped to the phases of the 
Emergency Management cycle

Capability

Routines

Assets

Resources

Output
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Resilience capabilities
• An asset is an item of ownership that has value to the CI 
that serves a given community or value to the community 
itself; assets include both physical entities as well as 
intangibles such as knowledge systems.

• A resource is tool or competence required to carry out given 
tasks or achieving given objectives, including making use of 
assets to achieve individual and shared goals. 

• A routine/practice is defined as the way things are done, 
possibly codified as an explicit procedure or a pattern of 
activities with no explicit procedure. 
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List of resilience capabilities

Preliminary list of 24 capabilities (with description)
Planning Access Control and 

Identity Verification
Threats and Hazards 
Identification

Mass Search and 
Rescue Operations

Public Information and 
Warning

Cybersecurity Logistics and 
Transportation under 
EM

On-scene Security, 
Protection and Law 
Enforcement

Operational 
Coordination

Physical Protective 
Measures

Environmental 
Response / Health and 
Safety

Operational 
Communications

Intelligence and 
Information Sharing

Risk (& Resilience) 
Assessment

Fatality Management 
Services

Public Health, 
Healthcare and 
Emergency Medical 
Services

Interdiction and 
Disruption

Supply Chain Integrity 
and Security

Fire Fighting Situational Awareness 
and Decision Making

Screening, Search and 
Detection

Community Resilience 
Building

Mass Care Natural and Cultural 
Resources Protection
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Examples of Capability specification

Capability
Description
(excerpt) Elements Context

Intelligence 
and 
Information 
Sharing

Provide timely, accurate, and 
actionable information concerning 
all hazards and threats. Information 
sharing is the ability to exchange 
intelligence, information, data, or 
knowledge among government or 
private sector entities, as 
appropriate.

Assets: Active MOU between the Region 
and CI Operators; information exchange 
system (SUSI); map of multi-actor 
information flows during disaster 
management 
Resources: Personnel in the control 
rooms (CI operators) and Situation Room 
(Civil protection); social media and other 
web resources. 
Routines: Information sharing protocol 
and procedure 

Regional 
Government

Logistics and 
Transportation 
under EM

Provide transportation for response 
priority objectives, including the 
evacuation of people and animals, 
and the delivery of vital response 
personnel, equipment, and services 
into the affected areas… 
Synchronize logistics capabilities 
and enable the restoration of 
impacted supply chains.

Assets: Agreements for replacement 
services with bus companies on specific 
routes.
Resources: Bus fleets and drivers of 
road transport companies.
Routines: Internal process for backup 
service activation and SLA on 
responsiveness.

Rail Operator
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Capability classification scheme
Capability

EM Cycle

Preparedness

Prevention

Mitigation

Response

Recovery

Resilience
Dimension

Technical 

Organisational

Social

Economical

Resilience 
Goals

Prevent

Absorb

Adapt

Restore

Organisational 
level

Intra‐
Organizational

Inter‐
Organisational
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Examples of Capability classification

Capability EM cycle
Resilience 
Dimension

Resilience 
Goal

Organisational
level

Intelligence 
and 
Information 
Sharing

Preparedness
Prevention
Mitigation
Response
Recovery

Technical
Organisational

Prevent
Adapt
Restore

Inter-Org

Public 
Information 
and Warning

Preparedness
Response
Recovery

Organisational Absorb
Adapt

Intra-Org

Logistics and 
Transportation 
under EM

Response
Recovery

Technical Absorb
Adapt

Intra-Org
(Inter-Org)
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Capability Building Cycle

H & T
Vulnerabilities

1. Resilience 
capability 
assessment 

(AS IS)

2. Gap 
Analysis 
(Target)

3. Resilience 
capability 

improvement 
(Objective)

4. Resilience 
capability 
review 

(Review –
new AS IS)

Lesson 
Learned
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BORIS PETRENJ
Fondazione Politecnico di Milano
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The READ Tool
Overall logic and procedure
• Aims at supporting the stakeholders involved in EM 
activities to assess their own resilience capabilities
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The READ Tool
Capability Assessment screen‐shot
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The READ Tool
Capability Assessment screen‐shot
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The READ Tool
Capability Assessment screen‐shot
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The READ Tool
Capability Assessment screen‐shot
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Output example
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Output example
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Output example
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Recovery & Absorptive

GAP SCALE
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CARMELO DIMAURO
Risk Governance Solutions
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PRESENTATION of PARTICIPANTS

Tuesday 25 October  
Morning 
Time Dur. Subject Participants   
9.00 ‐ 9.30 30’ Registration  
9.30 ‐ 9.40 10’ Welcoming speeches: 

Tecnalia  
All  

9.40 – 13.00  Session I – Introductory part  
9.40 – 9.50 10’ Workshop Activities 

C. Dimauro ‐ RGS 
All  

9.50 – 10.15 25’ READ Project Presentation and tool introduction: 
I. Kozine ‐ DTU  

All 

10.15 ‐ 11.45 90’ Stakeholder’s Group activities (part I) 
Presentation of each participant 
Capability assessment related to a blackout  

Groups 

11.45 – 12.00 15’ Coffee break   
12.00 – 12.30 30’ Stakeholder’s Group activities (part II) 

Capability evaluation 
Groups 

12.30 – 13.00 30’ Discussion on the preliminary outcomes 
Moderated by P. Trucco ‐ FPM 

 

13.00 ‐ 14.00 60’ Lunch Break  
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Capability assessment 
related to a blackout
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Capability assessment 
related to a blackout

• Extreme weather is typically rare. But climate change is 
increasing the odds of  more extreme weather events taking 
place. 

• For such reason the Ministry of  Interior has decided to lunch a 
program that aims to increase the social resilience against such 
extreme events (but not only). 
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Capability assessment 
related to a blackout

• In particular, considering the long list of blackouts 
events (see Box 1) occurred in Europe during the 
last decades, the program aims to investigate 
what is the level of preparedness to react to 
severe black-out events generate by extreme 
natural event, like storms, heat waves, drought, 
floods etc.
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Capability assessment 
related to a blackout

• You, as expert on the emergency management domain, have 
been asked to assess and evaluate what is the level capacity 
of your institution to cope with severe blackout.

• The Ministry provide you with a form that has to fulfilled.
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Form

The Ministry provide you with a form that has to fulfilled.
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FORM A ‐ Structure
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FORM A – Use the Dropdown menu
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In the end write a Brief Note
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PAOLO TRUCCO
Fondazione Politecnico di Milano
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PRESENTATION of PARTICIPANTS

Tuesday 25 October  
Morning 
Time Dur. Subject Participants   
9.00 ‐ 9.30 30’ Registration  
9.30 ‐ 9.40 10’ Welcoming speeches: 

Tecnalia  
All  

9.40 – 13.00  Session I – Introductory part  
9.40 – 9.50 10’ Workshop Activities 

C. Dimauro ‐ RGS 
All  

9.50 – 10.15 25’ READ Project Presentation and tool introduction: 
I. Kozine ‐ DTU  

All 

10.15 ‐ 11.45 90’ Stakeholder’s Group activities (part I) 
Presentation of each participant 
Capability assessment related to a blackout  

Groups 

11.45 – 12.00 15’ Coffee break   
12.00 – 12.30 30’ Stakeholder’s Group activities (part II) 

Capability evaluation 
Groups 

12.30 – 13.00 30’ Discussion on the preliminary outcomes 
Moderated by P. Trucco ‐ FPM 

 

13.00 ‐ 14.00 60’ Lunch Break  
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INTERNATIONAL WORKSHOP 
 

Increasing Resilience to 
Critical Infrastructure Disaster 

25 October 2016 
TECNALIA RESEARCH & INNOVATION 

Parque Científico y Tecnológico de Bizkaia - C/Geldo, Building 700. 
E-48160 Derio (Bizkaia), Spain 

 
 

14.00 – 16.00 Session II  
Assessment of specific catastrophic transboundary blackout 
 
A G E N D A  
 
Tuesday 25 October  
Afternoon 
 

Time Dur. Subject Participants  
14.00 - 16.30    Session II – Assessment of specific catastrophic transboundary blackout  
Leader, ISMB 
14.00 - 14.15 15’ Explanation of the working sessions 

 The participants will be divided into predefined groups 
All 

14.15 - 14.30 15’ General description of the scenario All 
14.30 - 16.00 90’ Development of the event story line 

 Each 10 min there will be an update about the development 
of black out 

 Each group will evaluate how the tool can support the first 
responders activities 

All  

16.00 - 16.30 30’ Coffee break  
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S t a k e h o l d e r ’ s  G r o u p  a c t i v i t i e s  ( p a r t  I I )  
C a p a b i l i t y  a s s e s s m e n t  r e l a t e d  t o  a  b l a c k o u t  

e v e n t  
 
Meteorologists have predicted an extreme weather event within three days, called READ storm. 
On the base of the experience of the event occurred last 30 March 2016 in Galicia, when hundreds 
of people were evacuated from their homes, the Civil Protection aims to anticipate by being 
functionally prepared to face it. 
The rain is expected to fall for more than 48 hours. This added to the high tide in the morning, the 
strong wind and the large volume of water in rivers, it is assessed that large part of the territory will 
be impacted and flooded. 
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E X E R C I S E  
 

 Follow the sequence of the 10 events that characterise the scenario 

 Answer the questions by using the provided excel spreadsheet 
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NOTE: use the appropriate sheet for each reference event of the 
scenario 

 

 

 

 

 

 

 

For each event select/deselect the most appropriate “Capability” 

 

 

 

 

 

 

 

Report an assessment for each selected capability 
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List  of  e v e n t s  
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L i s t  o f  e v e n t s  
 
 

Step 
# 

FACT REQUEST 

Step 1 Today at 14.30, the National 
Meteorological Service inform you that 
an extreme weather event within three 
days. The storm has been called READ. 

Assess what is your actual level of 
capability to cope against the READ 
event 

Step 2 Some of your national infrastructure 
depends of other countries 
infrastructures. You have been informed 
the READ event will impact a large part 
of Europe. 

Assess what is your level of international 
interdependency and evaluate what is 
your actual level of resilience 

Step 3 Review your emergency plan (business 
continuity plan) to check what are the 
procedure that need to be implemented 
in order to be prepared to the READ 
event 

Evaluate what is quality and the efficacy 
of your emergency plan 

Step 4 You have activate the procedures to 
alert the public (or customers) 

Evaluate what is your capability to 
inform the public 

Step 5 At 5.30 it start to rain; After few hours 
the scenario is very critical: some of the 
urban infrastructures are disrupted 

Evaluate what is your capability in order 
to mitigate the impact of Critical 
Infrastructures disruptions 
 
Identify what are your main functions 
and priorities that need to be garantee 
in order to maintain an acceptable level 
of operational continuity 
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Step 
# 

FACT REQUEST 

Step 6 Some High voltage lines a destroyed by 
the strong wind; 
Some Energy production plants are 
flooded and do not operate 
The black out propagate to France and 
then to the rest of Europe 
The train do not circulate in the country 
The airport is closed 

Evaluate what are your capabilities to 
face such impacts 
 
What is you capacity to coordinate your 
activities with other European countries 

Step 7 Some villages do not have drinkable 
water and 40 power generators are 
required to maintain vital emergency 
services; 
500.000 people need to find a shelter; 
Hospitals in the region have saturated 
the operational capacity and there are 
more than 2.000 people that  need 
medical care assistance 

Evaluate what are your capabilities to 
face such issues 

Step 8 The READ storm is over. 
Following heavy winds and rains some 
recovery measures need be undertaken 

Evaluate what is your priorities for 
returning to the normal situation 
 
Identified what are the capability during 
the recovering phase and how you 
interact with the other actors 

Step 9 One month is passed.  
You called to contribute to the lesson 
learnt process 
The ministry has defined a working team 
to learn from the past event and to 
define an advanced emergency plan 
In particular it want to improve: 
 the coordination among Public 
Authorities and Critical Infrastructure 
Operators; 
 the international coordination 
To define international emergency 
exercises  

Evaluate what is your capability to 
contribute to such plan 

Step 10  END  Dedicate the remaining to time to 
review  
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Capabi l i ty  L ist  
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L i s t  o f  C a p a b i l i t i e s  
 
 

 
Capability  Description 

1 Planning Conduct a systematic process engaging the whole community as 
appropriate in the development of executable strategic, operational, and/or 
tactical-level approaches to meet defined objectives. 

2 Public Information and 
Warning 

Deliver coordinated, prompt, reliable, and actionable information to the 
whole community regarding any threat or hazard, as well as the actions 
being taken and the assistance being made available. 

3 Operational 
Coordination 

Establish and maintain a unified and coordinated operational structure and 
process that appropriately integrates all critical stakeholders and supports 
the execution of core capabilities. 

4 Intelligence and 
Information Sharing 

Provide timely, accurate, and actionable information concerning all hazards 
and threats. Information sharing is the ability to exchange intelligence, 
information, data, or knowledge among government or private sector 
entities, as appropriate. 

5 Interdiction and 
Disruption 

Delay, divert, intercept, halt, apprehend, or secure threats and/or hazards. 

6 Screening, Search and 
Detection 

Identify, discover, or locate threats and/or hazards through active and 
passive surveillance and search procedures. This may include the use of 
systematic examinations and assessments, bio-surveillance, sensor 
technologies, or physical investigation and intelligence. 

7 Access Control and 
Identity Verification 

Apply and support necessary physical, technological, and cyber measures 
to control admittance to critical locations and systems. 

8 Cybersecurity Protect (and if needed, restore) electronic communications systems, 
information, and services from damage, unauthorized use, and exploitation. 

9 Risk Assessment Identify, assess, and prioritize risks to inform Protection activities, 
countermeasures, and investments. 

10 Physical Protection Implement and maintain risk-informed countermeasures, and policies 
protecting people, borders, structures, materials, products, and systems 
associated with key operational activities and critical infrastructure sectors. 

11 Supply Chain Integrity 
and Security 

Strengthen the security and resilience of the supply chain. 

12 Community Resilience 
Building 

Enable the recognition, understanding, communication of, and planning for 
risk and empower individuals and communities to make informed risk 
management decisions necessary to adapt to, withstand, and quickly 
recover from future incidents. 

13 Threats and Hazards 
Identification 

Identify the threats and hazards that occur in the geographic area; 
determine the frequency and magnitude; and incorporate this into analysis 
and planning processes so as to clearly understand the needs of a 
community or entity. 
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14 Logistics and 
Transportation under 
Emergency 
Management 

Provide transportation (including infrastructure access and accessible 
transportation services) for the evacuation of people and animals, and the 
delivery of vital response personnel, equipment, and services into the 
affected areas. Deliver essential commodities, equipment, and services in 
support of impacted communities and survivors, to include emergency 
power and fuel support, as well as the coordination of access to community 
vital services. Synchronize logistics capabilities and enable the restoration 
of impacted supply chains. 

15 Environmental 
Response / Health and 
Safety 

Conduct appropriate measures to ensure the protection of the health and 
safety of the public and workers, as well as the environment, from all-
hazards in support of responder operations and the affected communities. 

16 Fatality Management 
Services 

Provide fatality management services, including decedent remains recovery 
and victim identification, working with regional and national authorities to 
provide mortuary processes, temporary storage or permanent internment 
solutions, sharing information with mass care services for the purpose of 
reunifying family members and caregivers with missing persons/remains, 
and providing counseling to the bereaved. 

17 Fire Fighting Provide structural, wildland, and specialized firefighting capabilities to 
manage and suppress fires of all types while protecting the lives, property, 
and the environment in the affected area. 

18 Mass Care Provide life-sustaining and human services to the affected population, to 
include hydration, feeding, sheltering, temporary housing, evacuee support, 
reunification, and distribution of emergency supplies. 

19 Mass Search and 
Rescue Operations 

Deliver search and rescue capabilities, including personnel, services, 
animals, and assets to survivors in need, with the goal of saving the 
greatest number of endangered lives in the shortest time possible. 

20 On-scene Security, 
Protection and Law 
Enforcement 

Ensure a safe and secure environment through law enforcement and related 
security and protection operations for people and communities located 
within affected areas and also for response personnel engaged in lifesaving 
and life-sustaining operations. 

21 Operational 
Communications 

Ensure timely communications in support of security, situational awareness, 
and operations among and between affected communities in the impact 
area and all response forces. 

22 Public Health, 
Healthcare and 
Emergency Medical 
Services 

Provide lifesaving medical treatment via Emergency Medical Services and 
related operations and avoid additional disease and injury by providing 
targeted public health, medical, and phsycological support, and products to 
all affected populations. 

23 Situational Awareness 
and Decision Making 

Provide all decision makers with decision-relevant information regarding the 
nature and extent of the hazard, any cascading effects, and the status of the 
response. 

24 Natural and Cultural 
Resources Protection 

Protect natural and cultural resources and historic properties through 
appropriate planning, mitigation, response, and recovery actions to 
preserve, conserve, rehabilitate, and restore them consistent with post-
disaster community priorities and best practices and in compliance with 
applicable environmental and historic preservation laws and executive 
orders. 
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Capability Assessment Session II

Extreme meteorological event 
and international blackout



2© READ, 2016



3© READ, 2016

•Meteorologists have predicted an extreme weather event 
within three days, called READ storm.

• On the base of the experience of the event occurred last 30 
March 2016 in Galicia, when hundreds of people were 
evacuated from their homes, the Civil Protection aims to 
anticipate by being functionally prepared to face it.

• The rain is expected to fall for more than 48 hours. This 
added to the high tide in the morning, the strong wind and 
the large volume of water in rivers, it is assessed that large 
part of the territory will be impacted and flooded.

• There will be severe cross‐border disruptions. 
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Exercise

Follow the sequence of the 

10 events
(steps)

that characterise the scenario
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Exercise

10 minute
per each event

(step)
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Answer the questions by using the 
provided excel spreadsheet
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Use the appropriate sheet for each 
reference event of the scenario
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For each event select/deselect the most 
appropriate 

“Capability”
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Report an assessment for each 
selected capability
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Let’s start!
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Step 1 
14‐30 – 14.40
• Today at 14.30, the National Meterological Service inform 
you that an extreme weather event within tree days. The 
storm has been called READ.
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Step 1 
14‐30 – 14.40
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Past experiences
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Flooding map
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Step 1 
14‐30 – 14.40

Assess what is your actual level of 
capability to cope against the READ event
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Step 2 
14‐40 – 14.50
• Some of your national infrastructure depends of other 
countries infrastructures.
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Step 2 
14‐40 – 14.50
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Step 2 
14‐40 – 14.50
• You have been informed the READ event will impact a large 
part of Europe.
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Step 2 
14‐40 – 14.50

Assess what is your level of international 
interdependency and evaluate what is your 

actual level of resilience
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Step 3 
14‐50 – 15.00

• Review your emergency plan (business continuity plan) to check what 
are the procedure that need to be implemented in order to be 
prepared to the READ event



24© READ, 2016

Step 3
14‐50 – 15.00

Evaluate what is quality and the efficacy of 
your emergency plan
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Step 4 
15‐00 – 15.10

• You have activate the procedures to alert the public (or customers)
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Step 4
15‐00 – 15.10

Evaluate what is your capability to inform 
the public
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Step 5
15‐20 – 15.30

• It is 28 of October 
• At 5.30 it start to rain
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Step 5
15‐20 – 15.30
• After few hours the the scenario is very critical
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Step 5
15‐20 – 15.30

• Some of the urban infrastructures can be disrupted
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Step 5
15‐20 – 15.30
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Step 5
15‐20 – 15.30

Evaluate what is your capability in order to 
mitigate the impact of Critical 
Infrastructures disruptions

Identify what are your main functions and 
priorities that need to be guarantee in order 

to maintain an acceptable level of 
operational continuity
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Step 6
15‐30 – 15.40

• Some High voltage lines a destroyed by the strong wind;
• Some plant are flooded and do not operate
• The black out propagate to France and then to the rest of Europe
• The train do not circulate in the country
• The airport is closed
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Step 6
15‐30 – 15.40

Evaluate what are your capabilities to face 
such impacts

What is you capacity to coordinate your 
activities with other European countries
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Step 7
15‐40 – 15.50

• Some villages do not have drinkable water and 40 power generators 
are required to maintain vital emergency services;

• 500.000 people need to find a shelter;
• Hospitals in the region have saturated the operational capacity and 
there are more than 2.000 people that  need medical care assistance
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Power generators
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Step 7
15‐40 – 15.50

Evaluate what are your capabilities to face 
such issues
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Step 8
15‐50 – 16.00

•The READ storm is over.
•Following heavy winds and rains some 
recovery measures need be undertaken
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Step 8
15‐50 – 16.00

Evaluate what are your priorities for 
returning to the normal situation

Identified what are the capability during 
the recovering phase and how you interact 

with the other actors
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Step 9
16‐00 – 16.10

• One month is passed. 
• You called to contribute to the lesson learnt process
• The ministry has defined a working team to learn from the past event 
and to define an advanced emergency plan

• In particular it want to improve:
– the coordination among Public Authorities and Critical 
Infrastructure Operators;

– the international coordination
–To define international emergency exercises 
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Step 9
16‐00 – 16.10

Evaluate what is your capability to 
contribute to such plan
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Step 10 Final Activity
16‐10 – 16.30

Dedicate the remaining to time to 
review  required to face this 

extreme event
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READ EXERCISE  (Bilbao, 25 October 2016), CIPS 

COMPANY EXPERT (NAME) POST SIGNATURE
POLITECNICO DI MILANO Palo de Trucco READ Coordinator

POLITECNICO DI MILANO Boris Petrenj READ Coordination

RGS Carmelo Dimauro READ partner

DTU Igor Kozin READ partner

CNPIC (Min. Interior) Juan José Zurdo Head of Regulations Unit

CNPIC (Min. Interior) Bibiana Andújar Innovation & International Rel.

BASQUE GOVERNMENT 

(Security)
José Ignacio Trancho Emergencies Center Director

ERTZAINTZA (BASQUE POLICE) Luis Nafría PICEUS (CIP in Basque Country)

GAS NATURAL FENOSA Roberto Hermida Security Unit

Viesgo Infraestructuras 

Energéticas 
Juan Jiménez Vallina CI Cibersecurity Mgr.

Bahía de Bizkaia Gas José Juan Meaza Security Mgr.

Consorcio de Aguas de Bilbao Koldo Zarzosa Safety & Security Mgr.

A.T.A.S. José Ramón Gordejuela Security Mgr.

EMASESA (Sevilla Waters) José Antonio Román Begines Security Mgr.

Metro de Bilbao Eduardo Hernández Security Management

CELLNEX Telecom GABRIEL SEVILLA ALBIOL  Security Mgr.

EUSKALTEL Angel Barrio Strategy and IT Governance

TP Ferro Concesionaria Marc SALAS PACREU
Head of Railways safety, quality and 

prevention

TECNALIA Luis Emaldi Security & Critical Infrastructures

TECNALIA Javier Larrañeta Security & Critical Infrastructures

TECNALIA José Antonio Martínez Climate & Urban Resilience

Univ. A Coruña Elvira Santiago Professor of Political Science

ADIF Alejadro Fernández  Security Mgr (Bilbao zone)

AGUAS DE BARCELONA Carlos González Ortiz Business continuity Mgr.

EDP Eduardo Esteban Security Manager



Other Interested Operators

PETRONOR

Aguas de Valencia

ADIF Alejadro Fernández  Security Mgr (Bilbao zone)

EPD Eduardo Esteban Security Mgr.
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INTERNATIONAL WORKSHOP 
 

Increasing Resilience to 
Critical Infrastructure Disaster 

25 October 2016 
TECNALIA RESEARCH & INNOVATION 

Parque Científico y Tecnológico de Bizkaia - C/Geldo, Building 700. 
E-48160 Derio (Bizkaia), Spain 

 
 

16.30 – 18.00 Session III – Final discussion 
 
A G E N D A  
 
Tuesday 25 October  
Afternoon 
 
 

Time Dur. Subject Participants  
16.30 - 18.00    Session III – Final Discussion and Wrap up 
Leader, ISMB 
16.30 - 17.30 60’ Discussion and suggestion about the usability of the tools and 

further development and application 
All  

17.30 - 17.45 15’ Wrap up of the main outcomes All  
17.45 - 18.00 15’ Final closure 

Tecnalia 
All  

18.00  End of the Workshop  



  Resilience Capacities Assessment for                       
Critical Infrastructures Disruption 

 

International Workshop Increasing Resilience to Critical Infrastructure Disaster 25 October 2016 
TECNALIA RESEARCH & INNOVATION, Parque Científico y Tecnológico de Bizkaia - C/Geldo, Building 700 

E-48160 Derio (Bizkaia), Spain 
 Page 2 of 3 

  

Discussion  

Font: https://conocebilbaoconesme.es/
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Q u e s t i o n s  t o  b e  d i s c u s s e d  ( p a r t  I I I )  
 

 

 

 
 
 
 
 
Font: https://conocebilbaoconesme.es/ 

 

 

1. What do you think could be the added 
value of  the READ tool for your daily 
activities? 

2. How to use the READ Tool to evaluate 
cross-border disasters?  

3. Who can use the READ tool and how to 
involve him? 
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Question 1

What do you think could be the 
added value of  the READ tool for 

your daily activities?
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Question 2

How to use the READ Tool to 
evaluate cross-border disasters?

(What is missed, how to improve it,..)
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Question 3

Who can use the READ tool 
and how to involve him?
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