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Executive summary 
 
Miracle is an ambitious project, that aims at supporting regional Critical Infrastructure Pro-
tection and/or Resilience (CIP-R) strategies, in order to improve exiting capacities of the EU 
Member States to prevent, prepare and protect people against security related risks, includ-
ing terrorist attacks. 
 
Specific objectives of Miracle are: 
 
 To increase awareness and knowledge on regional CIP-R strategies with focus on is-

sues, that are also of interest at national or EU levels; 
 To stimulate, promote and support the exchange of regional CIP-R experiences, in 

order to establish best practices and related guidelines, with the view to enhance and 
develop existing capacities at regional level; 

 To develop and promote a multilevel framework to align regional strategies with na-
tional or EU policies, in order to increase the efficiency and coherency of existing and 
future CI strategies. 

 
To protect national infrastructure many public safety and other governmental agencies are 
establishing partnerships with private-sector organizations to assist in planning, resource 
allocation, communication strategy, and coordinated response to and strategic recovery fol-
lowing all types of hazards (FEMA, 2014). Regional programmes to Critical Infrastructure 
Resilience aim to increase capacity to prevent, protect against, respond to, and recover from 
major incidents. 

Partnerships are collaborative relationships built on (FEMA, 2014): 

• Needs: Each member of a partnership has resources or support it needs from the 
partnership. 

• Capabilities: Each member of the partnership brings its own unique set of capa-
bilities that can be leveraged. 

• Two-way communication: Partners should communicate their needs as well as 
their capabilities to all members of the partnership. 

Through public-private collaboration, government and the private sector can (FEMA, 2014): 

• Enhance situational awareness; 
• Improve decision-making; 
• Access more resources and capabilities; 
• Improve coordination; 
• Increase the effectiveness of emergency management efforts; 
• Maintain strong relationships, built on mutual understanding; 
• Create more resilient communities. 

PPP modes range from big cities, counties/provinces, regions, states/nations all the way to 
international. In the MIRACLE Project ‘regional’ is understood as the administrative scale 
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but also as the coherent territory corresponding to a CI system extension. The main assump-
tion behind the Miracle project is that, if regional CIP-R strategies are supported, they will 
allow addressing Critical Infrastructure Protection issues that national and EU policies 
would have difficulties to address, while they will contribute to enhance the overall resilience 
and security levels of the EU Territory. 
 
The present deliverable covers two main topics: 

• Detailed case studies on Regional CIP-R Programmes (PART 1); 
• Collection, description, classification and assessment of the Good Practices able to 

support/improve implementation of regional CI resilience programmes (PART 2). 

The main audience for this deliverable are both private and public stakeholders dealing with 
Critical Infrastructures resilience on a regional level. It helps them to draw from the experi-
ence of others and their solved issues, by offering an overview of the GPs in the field (ideas 
and solutions for the common challenges), their assessment and the way of application. 
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1. Aim and Scope of the activity 
There are two main objectives of the activity, both contained in this deliverable. 

The first was to identify active regional CIP-R programmes and select representative cases 
for a detailed case description – on top of the three case studies of the project participants 
(Kennemerland, Scotland and Lombardy). 

The second was to collect, describe, classify and assess Good Practices able to support/im-
prove implementation of regional CI resilience strategies and activities. Evaluation of the 
identified Good Practices by experts was done through assessing their transferability, im-
plementation effort required and expected benefits. 

2. Study methodology 
The primary source of data was the MIRACLE project online survey aimed to review the 
existing Public-Private collaboration schemes (applied to address CIP-R issues) and to char-
acterise the main features and modes of collaboration for further assessment and gap anal-
ysis. Leveraging on the 159 survey responses, we were able to identify active regional CIP-R 
programmes and collect additional information such as references – public documents, re-
ports and web-presentations, and direct contacts of the people involved in existing regional 
programmes (Figure 1). 

 

Figure 1: Data collection process 

The secondary source of data was digging into scientific and professional literature and In-
stitutional websites. 
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More detailed information about identified existing PPP cases and GPs (both from the sur-
vey and from the secondary sources) were then collected through available public infor-
mation or direct contact with people involved in these practices, mainly through focus 
groups and/or interviews. 

The final collection contains 7 case studies on Regional CIP-R Programmes (Part 1) and 21 
Good Practices (Part 2). 
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PART 1 – INTERNATIONAL CASE SUDIES ON REGIONAL 
CIP-R PROGRAMMES 

Part 1 of this deliverable contains the case studies on regional programmes for Critical In-
frastructure Protection and Resilience. A brief summary of the partnerships is given in Table 
1. To get a whole picture about a specific CIP-R Programme the reader should go through all 
the sections related to this case (Case Study + Good Practices). 

Table 1: Summary of the cases 

CIP-R Pro-
gramme 

Esta-
blish-
ment 
year 

Scope/ 
Level Type of Programme Main focus Related 

sections 

Kennemerland 
Safety Region 
(Netherlands) 

2007 Regional The Netherlands multi-level partnership 
for alignment of security management 
and process. 

A safety region is a mandated cooperation 
of the local and regional public authorities 
to address and manage critical events and 
disasters within that region. 

3 
12.2.8 
12.2.9 
12.3.9 

Scottish Go-
vernment (UK) 

2011 Regional A sector and cross-sector multi-level 
partnership between UK Government, 
Scottish Government and local authori-
ties with private sector in complete ac-
cordance with the UK National Security 
Strategy. 

Critical Infrastructure Resilience in general 
and all the involved aspects. 

4 
12.2.10 
12.2.11 
12.2.12 
12.3.3 
12.3.4 

Lombardy Re-
gion (Italy) 

2010 Regional Partnership between Lombardy Region 
Administration and 16 (initially 11) opera-
tors of energy and transport infrastruc-
tures. 

Integrated Regional Program dealing with 
CI modelling and analysis, resilience man-
agement and joint planning and invest-
ments. 

5 
12.2.5 
12.2.6 
12.3.7 

Montreal Metro-
politan Com-
munity (Ca-
nada) 

2000 Metropolitan 
(big city) 

Initiated by owners and operators of 
seven Critical Infrastructure Systems in 
Montréal and public safety representa-
tives of the city. 

The Centre Risque & Performance (CRP) 
is dedicated to the study of interdependen-
cies between CIs, integrating risk and re-
silience evaluation into the management 
mechanisms of industrial and governmen-
tal systems. 

6 
12.2.1 
 

Louisiana 
(USA) 

2010 State Joint partnership between Louisiana Eco-
nomic Development (LED), the Gover-
nor's Office of Homeland Security and 
Emergency Preparedness (GOHSEP), 
the National Incident Management Sys-
tems & Advanced Technologies (NIM-
SAT) Institute at the University of Louisi-
ana at Lafayette and the Stephenson Dis-
aster Management Institute (SDMI) at 
Louisiana State University. 

The LA BEOC supports the coordination of 
activities and resources of businesses and 
volunteer organizations in Louisiana and 
across the nation as well as with the public 
sector to improve response, improve self-
sufficiency, reduce reliance on FEMA and 
other federal assistance in order to maxim-
ize business, industry and economic stabi-
lization, returning the business environ-
ment to normal operations as quickly as 
possible. 

7 
12.2.2 
12.3.1 

Pacific North-
West Economic 
Region (USA, 
Canada) 

PNWER in 
1991; 

Partnership 
for disaster 
resilience 
in 2001 

Regional (bi-
national, 

multi state) 

Public/private non-profit created by stat-
ute by the states of Alaska, Idaho, Ore-
gon, Montana and Washington, the Ca-
nadian provinces and territories of British 
Columbia, Alberta, Saskatchewan, 
Northwest Territories and the Yukon. 

Improving the Pacific Northwest's ability to 
withstand and recover and to protect its 
critical infrastructures from all-hazards dis-
asters. 

8 
12.2.3 
12.3.2 

Copenhagen 
Capital Region 
(Denmark) 

1991 – The 
link opened 

in 2000 

Local (bi-na-
tional) 

A partnership between the Oresundsbro 
Konsortiet company and 9 Danish and 6 
Swedish agencies, including police, fire, 
rescue, medical, alarm units and the traf-
fic and rail control agencies. 

Operation, safety and maintenance of the 
railway and the entire motorway of the 
Oresund Link between Denmark and Swe-
den.  

9 
12.2.4 
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The present deliverable presents the international CIP-R programmes and related good 
practices. The analysis of the regional programmes and further implications are given in the 
subsequent MIRACLE Project deliverables, namely: 

• D.2.3 Guidelines for the Development of Regional CIP-R Programmes 
• D3.4.1 Recommendations to enhance and strengthen Public-Private collaboration at 

regional, national and EU levels to address CIP issues 
• D4.3.1 Framework for the Multi-level Alignment of Regional CIP-R Strategies with 

other CIP policies 

3. Kennemerland Safety Region (VRK), The Netherlands 
Kennemerland Safety Region (Veiligheidsregio Kennemerland) is one of the 25 safety re-
gions in the Netherlands. It is situated northwest from Amsterdam, between the city and the 
North Sea. The region consists of 10 communities with a total population of half a million 
people and includes Amsterdam’s Schiphol Airport (AAS). 

All of the 25 Safety Regions are organised under a common legal framework, with subsidi-
arity at strategic and tactical level. Multi-level partnership arrangements in every region, 
between regions (cross-region support), and from regional to national (escalation) are ex-
plained in Section 12.3.9 Partnership Alignment for Enhanced Security. 

VRK partnership is not convened as a single entity, and operates through a series of PP part-
nerships/groups whereby some of the partner set are involved for different purposes. –13 
public and 6 private organisations in total. Specific plans exist for several Critical Infrastruc-
tures in each safety region – the following case of Schiphol Airport CIP-R is only one of the 
localized partnership, used as illustration. 

To get a better overview of the Dutch achievements the reader should also refer to Sections 
12.2.8 LCMS (Dutch National Crisis Management System) and 12.2.9 EMERGEL (Emer-
gency Elements): Ontology for Interoperability. 

The Case of Schiphol Airport CIP-R1 

The public-private partnership between the Safety Region of Kennemerland and Amsterdam 
Airport Schiphol was formalised in 2007, and builds upon the pre-existing partnerships be-
tween AAS and parts of the present Safety Region. 

History 

In 2007 the so-called territorial congruence (territoriale congruentie) took place. The Min-
istry of Internal Affairs (Binnenlandse Zaken en Koninkrijksrelaties - BZK) which was then 
responsible for disaster management and fire safety, decided it was more efficient for the 

                                                      
1 This is a narrative overview of the in depth case description [14] submitted to the MIRACLE Project. It uses 
selected highlights to convey the development from a responder perspective. 
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police, fire and ambulance services to work together when they covered the same working 
areas. 

Amsterdam Airport Schiphol is in the municipality of Haarlemmermeer, and the regional 
fire services and disaster management then the responsibility of the fire services of Amster-
dam. The police services, however, was the responsibility of Kennemerland, while the med-
ical services were provided by the health organization (GGD) that worked not only for Haar-
lemmermeer, but also for other municipalities in the area. 

Because the regional police of Kennemerland had the same working area as the prosecution 
district, the BZK decided that it was more efficient if the regional fire services of Kennemer-
land took over fire control and disaster management. The medical services would then be 
provided by a new health organization (GHOR) for the whole region of Kennemerland. 

The present Safety Region Kennemerland (Veiligheidsregio Kennemerland – VRK) is now 
formed out of the regional fire service, plus the medical/health service.  

The first task of the VRK was to organize the disaster management and crisis response of the 
municipality of Haarlemmermeer, including Amsterdam Airport Schiphol. VRK also began 
to organize that for other municipalities in the region, as well as addressing the large/com-
plex risks such as those related to Tata Steel, seaworthy cargo and cruise ships over the North 
Sea Channel to and from the harbours of Amsterdam, large public events and a critical/vital 
infrastructure with a number of important roadways and railways including multiple tun-
nels. 

VRK deployed its new Safety Bureau whose primary task is the preparation and support of 
the multidisciplinary crisis response tasks of the Safety Region. The Safety Bureau provides 
the planning, facilities support, training, exercise and evaluation of the main crisis response 
structure of the Safety Region. 

To ensure alignment between the stakeholders, liaison and support was seconded to the 
Safety Bureau. 

Another important step was the arrangement of a joint co-located dispatch centre for the 
police, ambulance and fire services in the region of Kennemerland. 

In 2010, new legislation revised arrangements between fire services, medical services and 
disaster management. The mayors remained responsible, but now as one board. The new 
legislation is more focussed on modern crisis response instead of classical disaster manage-
ment. 

Within the above background, things changed in the public-private partnership between 
Amsterdam Airport Schiphol and the public emergency services, but the basis remains. 

Public-private partnership – operational levels 

The cooperation between Amsterdam Airport Schiphol and the Safety Region Kennemer-
land is based on activities at specific levels: 



 

MIRACLE - Deliverable 2.2  11 
 

- Dispatch centres 

- Executive/operational level (regular/daily incident response) 

- Crisis response 

Dispatch Centres 

Amsterdam Airport Schiphol has its own coordination centre where all the business pro-
cesses of the airport are coordinated, supported and aligned. Its own dispatch centre for the 
airport fire and the medical service is part of that centre. In case of small incidents this centre 
can deploy the airport fire and the medical service on its own. The joint dispatch centre of 
the safety region monitors these deployments. The dispatch systems are connected, as are 
the alert (P2000) and communication systems (C2000). 

Operational Partnerships 

In case of escalation or need for support, the joint dispatch centre of the safety region will 
deploy additional units. For example, the airport medical service can provide first aid but is 
by legislation not permitted to transport patients to a hospital. An ambulance of the safety 
region has to take it over. In the case of escalation of a fire or accident, a duty officer of the 
safety region and additional regional units will be deployed to the scene. The preparation 
and execution of the fire and medical services at the airport are organized in close coopera-
tion between the private services of the airport and the public services of the safety region. 
This ensures alignment between planning and procedures, equipment of vehicles, materials, 
training and exercise.  

Crisis response 

In case of an incident that disrupts the business processes of the airport, the Operations 
Manager of Amsterdam Airport Schiphol can take over the coordination of that incident and 
will assemble a management committee with representatives of the involved business part-
ners. Amsterdam Airport Schiphol has prepared this in its own incident response plan. An 
example is a major disruption of the luggage handling system that will lead to delays of in-
coming and outgoing flights. But in the case of a major/complex fire or accident, the coordi-
nation is the responsibility of the safety region. The safety region ensures systematic crisis 
response through its regional crisis response plan, and a subset of that plan addresses inci-
dents at the Schiphol Airport through formulation of a specific crisis response plan for the 
Schiphol area. The main scenarios addressed are: 

• airplane crash (at or nearby the airport),  
• hazardous materials incident at Aircraft Fuel Supply (large storage tanks) or at KLM 

Engineering & Maintenance (large storage of chemicals),  
• incident in the railway underpass (underground platforms with switch lanes). 

Steering and administrative groups Schiphol 
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The administrative management of the specific crisis response plan for the Schiphol area 
has links with activities such as training and exercises, management of the facilities (crisis 
response centre with systems) and judgement of evaluations (as a PDCA-circle). 

To align this, a steering and a management group are instituted. The management group 
comprises tactical representatives of involved partners, both public and private. The steer-
ing group comprises strategic representatives under chairmanship of the mayor of Haar-
lemmermeer. 

Most Recent Public Lesson 

The main task of the Safety Region Kennemerland is to organize the crisis response in the 
municipality of Haarlemmermeer and Schiphol airport. A major test was seen in February 
2009 when a large passenger plane crashed in farmland just before the landing strip (early 
touchdown). The cooperation between private services of Amsterdam Airport Schiphol and 
public services of the Safety Region Kennemerland was very successful, as confirmed by 
evaluations and investigations. 

Points for improvement emphasised after-care of passengers and relatives. Before the mu-
nicipality could get responders to the site, public care was organized by citizens, supported 
by motorists of the nearby motorway and farmers of the nearby farms. This form of self-
reliance was a signal to all municipalities in the Netherlands to change its public care in case 
of crisis to facilitate the needs of the public rather than control it. 
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4. Scottish Government 
Critical National Infrastructure (CNI) in Scotland is both critical to Scotland and the wider 
UK, and therefore, appropriate plans and strategies must be developed, involving all levels 
of the Government to protect the UK CNIs. Towards this aim, Preparing Scotland was es-
tablished as the guidance to responders assisting them in planning, response and recovery. 
It is aimed to establish good practice based on professional expertise, legislation and lessons 
learned from planning for and dealing with major emergencies at regional and local levels. 
It is set out as a hub and spokes model; the hub, including philosophy, principles, govern-
ance structures and regulatory guidance and the spokes a range of detailed guidance on spe-
cific matters such as caring for people, mass fatalities and communicating with the public. 
‘Secure and Resilient’ is one of the spokes of Preparing Scotland, available publically in sum-
mary form and, reflecting its security status, available in full to relevant responders and or-
ganisations involved in the operation, protection and resilience of CIs. Secure and Resilient 
seeks to implement the UK National Security in relation to Critical National Infrastructure 
in Scotland. It sits under and meshes with the UK National Security Strategy, the UK CON-
TEST Strategy and the UK Critical National Infrastructure Protection Framework. It is in-
tended to describe in more detail the Scottish Government contribution to these UK strate-
gies including aims, responsibilities and delivery arrangements. It also clarifies areas where 
Scottish Government leads (on devolved matters) and areas which are reserved where Scot-
tish Government aims to work closely in support of Whitehall departments. 

The main unit devoted to CIP-R in Scotland is the Critical Infrastructure Resilience Unit 
(CIRU). CIRU works closely with relevant colleagues from within Scottish Government, the 
Cabinet Office and CNI Site Operators, in order to ensure that effective and appropriate re-
silience arrangements are in place across the devolved sectors in Scotland. 

The following case (‘Operation Estrela’) shows an example of an infrastructure resilience 
exercise programme to threat from insider attack. To get a better overview of the Scottish 
CIP-R setup the reader should also refer to Sections 12.2.10 Development of GIS Mapping 
product to enhance resilience and security at Critical Infrastructure Assets, 12.2.11 Traffic 
Scotland Information Service, 12.2.12 Development of PRISM® A Performance & Risk-
based Integrated Security Methodology and 12.3.3 Grangemouth Major Incident Control 
Committee (MICC). 

Operation Estrela Case Study2 

The Scottish case study relates to the development of an interactive insider threat and con-
sequence management/resilience exercising product ‘Operation Estrela’. 

The first ‘Operation Estrela’ Insider Threat exercise was undertaken in 2012 and the initial 
proof of concept was established. The initial development of Operation Estrela was under-
taken to test the resilience of a public sector organisation (police) to an insider attack and 
the management of consequent critical disruption to essential operational capability, as a 

                                                      
2 This is a shortened version of the in depth case description [15] submitted to the MIRACLE Project. 
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result of this attack. This was in response to a number of high profile cases involving insider 
attack and compromise of the wider police service. 

The purpose of the Operation Estrela exercise programme was to provide an exercising 
methodology to flag up potential vulnerabilities within a subject organisation, which could 
then be exploited through hostile infiltration at the asset. The hostile activity could be from 
a number of sources including terrorist supporters, organised crime groups, single-issue dis-
sident groups, industrial competitors, or disgruntled staff. The modus operandi could vary 
from espionage (state sponsored or industrial), physical attack, intellectual property theft, 
theft of physical assets or electronic data, malicious damage, cyber-attack, through to seri-
ous reputational damage. 

The Operation Estrela scenario demonstrates how such infiltration could be used to develop 
an attack methodology on critical services or assets within the organisation, leading to a cat-
astrophic failure of services, and critical reputational damage. The exercise involves the use 
of audio visual inputs into a series of exercise scenarios, which are developed by Police Scot-
land and CPNI, in consultation with the police Audio-Visual Unit. Its interactive format 
through the use of filmed video exercise scenarios to support the exercise scripts has proven 
to be highly effective. For non-police organisations, the partnership arrangement would in-
clude the subject/host organisation and any statutory or other oversight agency.  

The concept has been developed considerably since its initial introduction and has been ap-
plied the UK ambulance service and National Health Service (NHS24). In addition the Scot-
tish Fire and Rescue Service are currently developing a product for the Fire Emergency Ser-
vices Sector. However, it has been recognized that the ‘Operation Estrela’ product has ap-
plicability across other non-emergency services and sectors, and as a result, a core partner-
ship has been established between the Scottish Government, Police Scotland, and the Centre 
for the Protection of National Infrastructure (CPNI) to develop the product across a number 
of CNI sectors and organisations. To do this, a number of key partnerships have been estab-
lished with the sector specific organisations and governing bodies. 

The Partners: 

The two key partners in the development of Operation Estrela have been Police Scotland and 
the Scottish Government Critical Infrastructure Resilience Unit (CIRU). Whilst the initial 
concept was developed within Police Scotland, the Scottish Government CIRU has provided 
the seedcorn funding to develop the product and assist in the assessment of its application 
in other CNI sectors, with the assistance of its departmental sector resilience advisors. 

Type of PPP: 

The PPP arrangements that exit within the Operation Estrela partnership model are very 
public sector focused at present. Due to the nature of the product scope (the impact of in-
sider attack on an organisation and the identification and management of consequences 
from this potential ‘worst case’ scenario), there has been a considerable level of input and 
influence from the police/Government/security related bodies. 
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The Emergency Services Sector within both Scotland and the UK has been used as a test bed 
for partnership engagement using Op Estrela, and from this developing model, work is cur-
rently being undertaken to assess the viability of transferring the insider threat and resili-
ence exercising product across private sectors such as finance and energy. 

Mission and Scope  

The aim of the exercising programme is to:  

• increase awareness of potential vectors for insider infiltration 
• target harden the organisation by developing awareness through training 
• mitigate or remove potential vulnerabilities regarding recruitment and ongoing manage-

ment of potential hostile employees 
• understand system or infrastructure weaknesses which could be vulnerable to insider 

attack 
• improve internal systems, procedures and physical security to prevent insider attack 
• by demonstrating weaknesses and vulnerabilities, encourage organisations to obtain 

strategic management support and address the threat from insider attack 

The focus of the work of the group will continually change and develop to meet the needs of 
the different sectors and organisations which adopt the product and its learning outc0mes. 

Organization and Management 

The organization, functioning and management of the partnership are outlined below: 

• Governance Mechanism - The leading organisation in the partnership arrangement 
to develop the Operation Estrela product is Police Scotland. The two other key bodies are 
the Scottish Government CIRU and CPNI. When Operation Estrela is being developed 
for different sectors, the membership of the governance group for each sector product 
will be slightly different. 

• Rules/ Regulations/ Contracts – The subject matter for Operation Estrela is sensi-
tive and all scenarios developed must conform to Data Protection and HRM policies and 
rules. While formal contracts are not adopted for each product development, there is a 
clear and robust sign off process for work carried out. 

• Funding – Initial funding for the development of Operation Estrela was provided by the 
Scottish Government CIRU. The transfer of funds is robustly documented and agreed 
deliverables are required at the conclusion of the funding period. Additional funding has 
also been obtained from the Scottish Ambulance Service, National Ambulance Resilience 
Unit, Scottish Fire and Rescue Service, and the Association of Chief Police Officers Ter-
rorism & Allied Matters group (ACPO TAM). 

Despite this, Police Scotland also absorbs a considerable amount of the actual manpower 
costs of staff who work on developing the Operation Estrela product. In addition, expert 
guidance is provide free of charge from CPNI. 

Goals and Objectives 
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Through the use of an interactive audio-visual exercising programme, develop staff aware-
ness to the potential of ‘insider infiltration or attack’ and the organisational consequences of 
such an event occurring. Additionally, through an exercising process, address identified or-
ganisational asset and process vulnerabilities to the threat from insider attack. 

Objectives: 

• To develop a vulnerability assessment process for organisations, in order to identify 
weaknesses within the personnel management and consequence management areas of 
work 

• Based on the identified vulnerabilities, create an interactive exercising product  to test 
participants understanding and solutions to scenarios developed from an ‘insider’ attack 

• To exercise a representative group of operational managers, IT specialists, HR profes-
sionals and other relevant specialist individuals in the area of insider threat and conse-
quence management 

• To undertake an analysis of the exercise results and other learning outcomes, and de-
velop a mitigation strategy within organisations to address identified vulnerabilities 

The goals and objectives of the Operation Estrela group were developed after consultation 
with a wide variety of HR specialists within a number of organisations. In addition, CPNI 
provided a wealth of experience to assist in scenario development for exercises. 

Identification of consequence managment issues and vulnerabilities were established 
through extensive consultation with Business Continuity and consequence management 
professionals in a number of organisations. 

Main Activities 

The main activities of the core partnership group responsible for the development of Oper-
ation Estrela relate to assisting specific sectors and organisations understand the vulnera-
bilities and weaknesses in their recruiting/HR systems which could allow the organisation 
to be infiltrated by a hostile insider. In addition, assistance is provided to the sectors and 
organisations regarding the identification of weaknesses and vulnerabilities in their critical 
processes and operations, which could potentially be compromised by an insider attack. 

A general project structure has now been developed which can be adapted for most circum-
stances. Basically, Operation Estrela is designed to test two specific areas of business.  

Firstly, it will examine the recruiting, pre-employment screening, identity verification, per-
sonnel/role based risk assessment, identifying and managing suspicious behaviour by staff, 
staff exit procedures, and ongoing personnel security management processes within an or-
ganisation. Potential vulnerabilities will be identified, and from this, the initial ‘insider 
threat’ core script will be developed.  

Secondly, the potential impact of an ‘insider attack’ will be assessed, based on a worst case 
scenario (an insider with access to critical IT service/information/ functions), and the rele-
vant consequence management and business continuity processes will be tested to assess 
their adequacy in the event of an attack by an employee who potentially has intimate 
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knowledge of the way the organisation runs and the vulnerabilities that exist within it. This 
includes dealing with the actual crisis, as well as the longer term consequence management 
and BCM issues, media/corporate communications implications, and the management of 
reputational damage. 

The unique element to Operation Estrela involves the use of audio-visual stimuli to develop 
the realism of the exercise amongst its participants. Once the two exercise stages have been 
fully developed, the Police Scotland Audio-Visual Unit & CTSA Section create storyboards 
which bring the scenarios to life. Actors and IT mock ups are used to develop the exercise 
scenarios, and these are played to the exercise participants prior to them being provided 
with questions regarding the exercise. The exercise can involve both organised crime and 
counter terrorism scenario options, dependant on the threat profile against the target or-
ganisation. 

Stages of Development 

There are a number of specific stages of development when creating an Operation Estrela 
exercising product. These include: Vulnerability Assessment; Review of Systems; Develop-
ment of Core Script; Storyboard Development; Filming and Editing of Scenarios; Exer-
cise Administration; Hosting of Exercise; Exercise Evaluation. 

A number of organisations are currently, or in the process of, developing an Operation Es-
trela programme with the support of Police Scotland CTSA’s. These include: Ambulance Ser-
vice, Fire & Rescue Service, Energy Sector Estrela, Police Emergency Services Sector and 
Financial Services Sector. 

Exchange of information 

Information is shared between different organisations that are part of the partnership ar-
rangement in a number of ways. 

1. Information and relevant data is shared verbally via telephone, or electronically via 
email. Such information is shared appropriate to stipulations laid down in the Gov-
ernment Protective Marking Scheme. 

2. Information will also be shared via memoranda, minutes of meetings, and through 
written vulnerability surveys. Again this information is shared when required, with 
due consideration to sensitivity/criticality appropriate to stipulations laid down in 
the Government Protective Marking Scheme. Documents will have a protective mark-
ing level shown on them when appropriate. 

3. Multi-agency planning groups are also established during exercise development and 
this presents an opportunity for member organisations to share data or information. 

4. In group discussions during the undertaking of an Operation Estrela exercise. 

Information can be shared more easily with public sector and government organisations due 
to the sensitivity of the information which relates to the Operation Estrela exercises. The 
relationship with the private sector is more problematic and concerns round the sharing of 
sensitive data can potentially be overcome with the development of appropriate Information 
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Sharing Protocols. As the Operation Estrela product is an exercising tool, it would not be 
used during times of emergency.  

Achievements and benefits 

The achievements and benefits of partnership working are considerable. While this particu-
lar case study relates to the development of a multi-agency insider threat/consequence man-
agement exercising programme, several of the partners in this work have worked in a CIP-
R arrangement previously and the benefits are clear and distinct.  

Key Outcomes from PPP Building: 

(Relating to partner’s previous experience) 

• Development of formal Terms of Reference agreement between partners 
• Development and implementation of Information Sharing Protocols between partners 
• Understanding partner organisations and their respective priorities 

(Relating specifically to Operation Estrela partnership engagement) 

• The ability to demonstrate the importance of security in relation to organizational resil-
ience 

• Sharing of best security practice between partner organisations 
• Developing an integrated approach to security training between partner organisations 
• Developing a greater understanding of critical infrastructure vulnerabilities in partner 

organisations 
• Creation of an appropriate monitoring and evaluation process to measure performance 

regarding target hardening strategies 

Main Benefits and Improvements over Time:  

The Operation Estrela Insider Threat/Consequence Management product has now been ap-
plied across a number of organisations and sectors within the critical infrastructure. Work 
is ongoing to further deploy it across additional sectors, and the comments below refer to a 
variety of findings amongst the partner agencies/organisations.  

To date the Operation Estrela Insider Threat/Consequence Management exercising pro-
gramme has identified a number of key issues and improvement strategies including: 

• The need to acknowledge the risk of insider threat at a strategic level within each organ-
isation and thereafter to develop an organisational corporate risk relating to this  

• The requirement for the establishment of a strategic multi-departmental group to own 
and manage the issue of Insider Threat 

• The critical role of the HR function in protecting the organisation from both infiltration 
by new recruits who represent an insider threat, and existing staff members who present 
a threat to the organisation  

• The importance of an holistic approach to security, including personnel security, physical 
security, and cyber security 
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• The key role which can be played by line managers in identifying behaviours of concern 
by staff members, and providing a first level of response to any identified issues 

• The importance that the security culture of the organisation plays in target hardening it 
against insider attack 

• The availability of personnel security tools from CPNI  
• The need to upskill organisational resources (e.g. HR and recruiting dept personnel) 

The future development of a wider Operation Estrela exercise programme incorporating 
multiple CNI sectors fully supports the Scottish Government Critical Infrastructure engage-
ment strategy, including ‘Secure and Resilient’ and ‘Keeping Scotland Running’. In addition 
to this, it also plays a key part of the Scottish Government submission of best resilience prac-
tice to the EU funded Project Miracle. 

Lessons learned 

A number of lessons were learned from the PPP activity. These are outlined as follows: 

a) From the PPP experience: 
• The importance of developing professional relationships with partner organisations 

and their personnel cannot be overestimated. Due to the sensitivity of the subject 
matter, mutual trust is essential. 

• Working to a clear structure and agenda proved invaluable in focusing activity and 
ensuring appropriate workstreams were prioritized. 

• The targeting of appropriate departments and personnel within partner organisa-
tions, for exercise participation was critical when running the various exercising pro-
gramme scenarios. 

• As part of the whole work programme, it was essential to undertake a vulnerability 
assessment of partner organisations participating in the exercising process. This al-
lowed critical vulnerabilities to be identified and included in the exercise. 

• The summation of lessons learned by each participant organisation allowed items of 
good practice to be shared amongst fellow PPP members. 

b) From past events 

• The issue of insider infiltration and attack on an organisation’s critical assets is a rela-
tively new field of organisation resilience development, and no similar exercising pro-
gramme to Operation Estrela is currently in existence within a police or security envi-
ronment in the UK, and potentially Europe. In addition, the linking of an insider threat 
to the compromise of key functions within the organisation offers a unique aspect to or-
ganizational resilience. 

• One of the critical impact factors on organisations which have suffered some form of in-
sider threat or attack is that of reputational damage. This can be caused by a serious loss 
of public confidence in the organisation or services/products it provides (a recent exam-
ple of this is the compromising of the US NSA intelligence database by a contractor, Ed-
ward Snowden. His disclosures caused international concern and the impact on partners 
verged on catastrophic). 
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• Research has shown a disconnect between the various aspects of organizational security 
(physical/personnel/cyber). In many organisations, the impact of personnel security 
failure is not related to wider organizational resilience or consequence management. 
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5. Lombardy 
Lombardy (Lombardia in Italian) is one of the 20 Italian regions, located in the north. A 
sixth of Italy's population lives in Lombardy (around 10 million citizens) and it accounts for 
around 20% of Italy's GDP, making it the most populous and richest region in the country 
and one of the richest in Europe.  

To establish a risk-informed policy making process, the Regional Administration launched 
in 2007 a four-year research programme named "PRIM – Integrated Regional Program for 
the mitigation of major risks" (Lombardy Region, 2007). The aim of the programme was the 
identification of the most critical areas, following an all-hazard approach, the expected im-
pacts on population and economic activities, and the related prevention and mitigation ac-
tions. The programme allowed developing a multi-risk assessment methodology that inte-
grates information with different degree of accuracy into a limited set of leading indicators. 

The continuous development of high-value services characterising the Lombardy region so-
ciety, one of the most industrialised in Europe, deeply relies on complex infrastructure sys-
tems. Considering the results of PRIM study, it became evident that hazards identified over 
the territory, not only can threat the citizen life, but can also cause severe disruptions of 
infrastructure service continuity inducing wide cascading effects. As a consequence, follow-
ing the release of the EC Directive 2008/114/EC (EC, 2008), the Lombardy Region Admin-
istration decided to set up a preliminary study to investigate critical infrastructures vulner-
ability and to assess current emergency practices in the sector. 

It emerged that there is a great potential for an increase in the flow of shared information 
regarding criticality and accidents which can increase efficiency of the invested resources 
and also bring an improvement in the security level. The objective of the Lombardy region 
policy in CIP/R is therefore not to add new mechanisms or control processes, but to pro-
mote and advance collaborative processes. In light of this logic, from 2010 Lombardy 
Region has launched a program of activities aimed at defining a model of integrated and 
shared management, capable of supporting a higher level of collaboration within the pro-
cesses of prevention, risk monitoring and emergency management related to regional CIs. 
The program was named "Programma Regionale per la Collaborazione ed il Coordinamento 
nella Sicurezza delle Infrastrutture Critiche (PReSIC)" The first result, in December 2010, 
was the signing of a Memorandum of Understanding by 11 operators (today 16) of energy 
and transport CIs operating in the Lombardy region. 

The key elements that define the scope of the PPP in Lombardy are (Figure 2): 

 Evolution of the governance processes, decision-making and operational resilience of 
regional CIs; 

 Maintaining a continuous process and shared identification and monitoring of 
threats, vulnerabilities and consequent risk analysis; 

 Definition of procedures and protocols for the exchange of information and opera-
tional interaction between all the actors involved; 
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 Studying the most appropriate technologies, enabling the operating model of refer-
ence and able to guarantee security of access and protection of information. 

 

PReSIC strategy and objectives call for a deep involvement of public and private CI opera-
tors. Since this is clearly the most challenging point of the programme, several resources and 
means of collaboration has been mobilised. 

 

Figure 2: Roadmap for the development and evolution of PReSIC 

Mapping of emergency management processes and vital node analysis 

The preliminary study, carried out by a team of academics and consultants, provided a com-
plete picture of the actual status of the vulnerability of regional infrastructural nodes and 
the corresponding emergency management processes adopted by the most important CI op-
erators. More specifically the study focused on: 

 Carrying out a census of the critical nodes of major regional transport (road, rail, air 
and underground) and energy (electricity, gas and fuels) infrastructures; globally 
more than 200 regional nodes have been identified and documented; 

 Analysis of the accidents influencing regional CIs and creating a series of historical 
cases; 

 Mapping the organisational models and operational processes of emergency manage-
ment of the main CI operators active in the region. 
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The scientific and technical team of PReSIC offered a constant support to operators in pre-
paring and gathering useful information, mainly by means of document analysis, FMECA-
like (Failure Mode Effect and Criticality Analysis) questionnaires, direct interviews and pro-
cess mapping tools. 

Thanks to the implementation of a functional model of the regional infrastructural system a 
systematic vital node analysis has been carried out and returned a ranking list of most criti-
cal nodes and clusters of nodes. The functional model is also normally used to support sce-
nario analysis and to evaluate resilience strategies proposed by specific Thematic Task 
Forces (TTF). 

Thematic Task-Forces (TTF) 

TTFs represent the backbone of the PReSIC programme implementation; they are estab-
lished and coordinated by a higher level PPP Governance Committee which is formed by the 
managing directors from all of the organisations that signed the MoU. 

So far five TTF have been established starting from January 2011. One focused on mapping 
of the information flows and communication channels among actors. Another focused on 
developing a collaborative procedures for coping with major meteorological events (e.g. 
heavy snowfall). The third one to set up collaborative activities in case of large blackout 
events. The fourth analyzed the regional CI nodes (sections) with respect to natural hazards. 
The objective of the fifth table was the identification of the rules for engagement in the use 
of SUSI (information exchange system). 

The primary objective of the first TTF – focused on the mapping of multi actor information 
flows during disaster management – was to increase the effectiveness and operational effi-
ciency thanks to a greater standardisation of communication flows and channels among ac-
tors in the regional system (Figure 3). The first analysis and the final documentation of in-
formation exchanges has been carried out using a web-based application tool developed for 
this specific need and constantly accessible by all the actors involved in the PPP. From the 
work of the roundtables it is evident preference of the operators to increase information ex-
changes in the future, although not necessarily for collaborative purposes, but primarily for 
informational purposes. The operators feel the need to increase the volume of communica-
tion, or at least improve its effectiveness, to increase a common operational picture. NATO 
Architecture Framework (NATO, 2007) was used as the standard for presenting operational 
models of the socio-technical systems. NAF views used in this research include, but are not 
limited to, the following: High-Level operational concept description (NOV-01) used to de-
scribe the ‘big picture’ through geographical location, operational elements, their connec-
tions and interactions; Operational Node Connectivity Description (NOV-02) used for 
graphical presentation of the nodes that need to exchange information; Operational infor-
mation requirements (NOV-03) for identification and description of all information ex-
changes; Organisational relationship chart (NOV-04) to presents the key actors and their 
relationships; System interface description (NSV-01) to illustrate and describe systems and 
interfaces that enable exchange of information identified in NOV-03. 
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As for TTFs focused on specific accident scenarios, they adopt the same methodological ap-
proach, substantially organised into three steps: 

 Development of vulnerability and resilience studies; 

 Identification of best practices and innovative solutions for risk mitigation through 
collaboration between actors, where opportunities for enhancing information sharing 
are particularly investigated and promoted; 

 Design, validation and implementation of collaborative emergency plans; 

The fourth TTF focused on analysis of regional CI nodes (sections) with respect to natural 
hazards – it has produced a catalogue of infrastructure nodes, vulnerable to possible land-
slides mapped in the Lombardy Region’s landslide inventory. Inventorying of monitoring 
systems (public or private) was carried out in order to improve existing ones or introduce in 
places where they don’t exists (based on shared public-private priorities and initiatives). 
Contingency plans already in place were revised. 

The objective of the fifth TTF was identification of the rules for engagement in use of SUSI, 
not only upon the activation of PidEC (collaborative emergency plan – snowfall scenario), 
but for all kinds of events which require alerting the CI systems. It was later decided that the 
activity of this table can investigate the issue more deeply using the Expo 2015 as a "battle-
field", in coordination with the requirements by the Prefecture. A document analyzing nodes 
(sections) of critical highway and road links to the Expo area was produced. This TTF also 
contributed to the definition of the information exchange forms for GEC system (Critical 
Events Management) and building the "Emergency Dashboard" (tool wanted by the Prefec-
ture). 

 

Figure 3: Information flows before (left) and after (right) PPP establishment (Operation context: 
service interruption of a generic CI) 

 

Towards an integrated platform for information sharing during emergencies 
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There is an ongoing effort in Italy to support the collaborative plans between CI operators 
by release of an information sharing application. In this regard, the integration of CI opera-
tors and first responders is necessary to improve information sharing and collaborative pro-
cesses in the planning and management of emergencies. Requirements are defined in the 
context of infrastructure systems and civil protection of the Lombardy region. 

Lombardy Region and Ministry of Research are funding the development of application 
modules designed to play a key role within an information platform, realised in SOA (Service 
Oriented Architecture) logic. It aims to improve operational management of emergencies, 
technologically and functionally support Network Enabled Operations (NEO) and identify 
coherent strategies in terms of PPPs that would enable new models of governance and in-
vestments for CIP/R. 

Innovative solutions are being developed at different levels: 

 Standardisation of information content based on: i) extension / adaptation of stand-
ard protocols already existing in the field of Civil Protection, such as Tactical Situa-
tion Object (TSO) (Henriques & Rego, 2008); ii) automatic translators to ensure the 
specificity of glossaries adopted by each operator. 

 Development of shared ontology and algorithms for semi-automatic generation of 
operational information from the data available in the IT systems of each CI operators 

 Prediction of vulnerability and domino effects through Pattern Recognition Algo-
rithms, applied to the information exchange process, and discrete event simulation, 
both powered by real-time operational data; 

 Adoption of technological and architectural features that ensure interoperability, 
easy customisation and reconfiguration, access security and resilience to emergency 
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6. Montreal 
The Great Ice Storm in 1998 (strongly hit eastern Ontario, southern Quebec and parts of the 
US) brought into focus the need for all stakeholders to work together, form partnerships and 
toil spirit of full collaboration. It also raised awareness of the possible consequences of dam-
aged infrastructure in Canada. 

At this point Federal and Provincial Acts stated that (Lecomte, Pang & Russell, 1998): 

 Emergency operations are most effective when managed at the lowest level of gov-
ernment;  

 The response structure should be built upon permanent organisations; 

 Coordinated support from government (federal and provincial) should come from 
their external partners; 

 Intervention must respect the responsibilities of the participants; 

 The response and recovery structure must be flexible enough to accommodate all cir-
cumstances. 

In the period after the storm a few of the regional organisations in Quebec decided to give 
money for the university research on interdependencies. Subsequently, in 2004, a grant 
from the Natural Sciences and Engineering Research Council of Canada and Public Safety 
and Emergency Preparedness Canada (now Public Safety Canada) was given to 6 universi-
ties/teams across Canada for a Joint Infrastructure Interdependencies Research Program 
(JIIRP), where Centre risque & performance (CRP) of École Polytechnique de Montréal was 
assigned to study interdependencies and domino effects. 

At the provincial level, in 2008 Quebec launched a government initiative to increase the 
resilience of its essential systems. Coordinated by the Civil security of Quebec (Organisation 
de la sécurité civile du Québec - OSCQ), initiative focused primarily on maintaining or re-
storing the functioning of essential systems to an acceptable level despite any failures that 
might occur. 

OSCQ resilience subcommittee’s mandate was to mobilise the owner and operators of criti-
cal infrastructures, whether private or public, to build partnerships, and to ensure the co-
herence and complementarity of the preventive and preparatory measures envisaged by the 
stakeholders. CRP of the École Polytechnique de Montréal was asked to give support by con-
solidating the theory of organisational resilience, establishing a common set of terms and 
developing a method to evaluate resilience. 

The preventive approach (Robert, Morabito & Quenneville, 2007) adopted by the CRP 
implies the proactive risk management. It emphasises the anticipation of harmful conse-
quences and establishing a bilateral communication of risk among CIs that interact within a 
single socioeconomic environment. In order to anticipate the consequences caused by po-
tential failure, and take into account the changing status of the CIs, coordinative space must 
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be set up, where it could be possible to share information relevant for planning efficient, 
effective and realistic protective measures. The preventive approach deliberately focuses on 
anticipation and effective, targeted communication of the relevant information in order to 
protect populations by reducing the domino effects generated by interdependencies. Ad-
vantages of the preventive approach include cooperation, communication, anticipation, 
planning and continuous risk management. 

Consideration of the consequences rather than the causes of failures (consequence-based 
risk management approach/ All-hazard approach) leads to the vulnerability as-
sessment of the entities making up an environment. At the same time, it allows ranking of 
the employment of emergency measures based on the acceptability of the potential conse-
quences. It leads people in charge to better prepare for the risks related to interdependencies 
among CIs, but calls for initial evaluation of interdependencies in order to estimate a) pos-
sible domino effect in case of a disruption, and b) users that have to be informed, so the 
protective measures could be put in place on time.  

As CRP experienced, there were four main barriers for information sharing at the point of 
interdependency identification and analysis: 

 Confidentiality – Dissemination of information may represent an additional vul-
nerability for a network. While security reasons are concern for every organisation 
when it comes to sharing confidential information, competition was problem only in 
certain sectors. This was not an issue for water and gas operators since they are 
unique in the region. On the other side, in telecommunication sector situation was 
significantly different since more enterprises were competing over the market. 

 Interpretation – Managers of a system are the only ones able to interpret correctly 
information regarding their system. Receiving a basic level (‘raw’) information/data  
makes it prone to misinterpretation  by the managers, leads them to analysis that is 
not good (since they are not experts), to come up with a wrong conclusion and make 
errors when taking action. (e.g. creating the maps without the key to read them, or 
without a clear idea how to use them.) 

 Value and property – Acquisition and management of information is costly. Or-
ganisations are not ready to share their information if they do not receive something 
in return. A lot of the infrastructural systems had been laid underground many years 
ago and they exact position/location as well as their structural condition (status) is 
not always precisely known (sometimes even unknown). These data have an intrinsic 
market value. The acquisition of information requires human and technological re-
sources, and after, there are costs of managing and updating the data on the systems. 

 Update – The data of an organisation are numerous. The update is complex and 
must be done continuously. Only the organisation itself can perform this task effi-
ciently. 

How did CRP cope with these issues? Since geographical data are essential dimension in 
order to properly target and coordinate actions in the field, CRP has developed an innovative 
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flexible cartography approach in which, rather than representing infrastructures, represents 
location sectors in which the consequences of the resource failures are synthesised. Ap-
proach with flexible representation allows for a targeted intervention while preserving the 
confidentiality of information. The size of the sectors used may vary based on needed anal-
ysis detail level, geographical zone studied, and the level of confidentiality CI managers wish 
to maintain. The methodology has been applied to the cities of Montreal and Quebec. 

Subsequently, a modelling, mapping, decision and planning assistance tool, DOMINO, was 
developed. It is a prototype of a system for managing interdependencies and analysing dom-
ino effects (Figure 4). DOMINO uses a flexible cartography approach to locate system infra-
structures and simulate domino effects, ensuring at the same time data confidentiality 
(agreements had been signed with partners). The online database is organised in that way 
that each organisation has a password protected access to its own private section of the da-
tabase where they can manage the information they are sharing, used for domino effects 
analysis. A web-based application is currently in development by the CRP and its public and 
private partners, in collaboration with the Department of Public Security of Quebec and the 
Civil Security Center of the City of Montreal.  

In cases of high sensitivity, confidential geographical information needed for identifying an-
ticipated impacts of geographic interdependencies in some sectors is exchanged in the in-
teraction only between system owners, without unnecessary sharing it with other members. 
Once the meeting is over, each participant takes away the strategic and confidential infor-
mation related to its system. Thus, this is only a temporary pooling of information, though 
a vital one to enable the subsequent analysis. This approach for confidential information 
protection can be also used during the actions aimed at mitigation of vulnerability. Where 
points of high vulnerability have been identified through functional and/or geographical in-
terdependencies analysis, involved organisations are left to work together to find a possible 
improvement. Their activities can include technical or organisational changes, changes in 
flow and use of primary and alternative resources, etc. After mutual activities are finished 
operators can come back to partners, so the information about the interdependencies can be 
updated and used for simulation. The presented tool works in the manner of Early Warning 
System (EWS). EWSs are generally composed of four inter-related key elements: risk 
knowledge, monitoring and warning service, dissemination and communication and re-
sponse capability (UN/ISDR, 2006), and since it addresses only the first three key elements 
it is not a real EWS but more system able to make a good mobilisation of the resources – so 
can be defined as Early Mobilisation and Cooperation System. The future development 
should include utilisation in the real-time environment – during the response phase of EM. 

 



 

MIRACLE - Deliverable 2.2  29 
 

 

Figure 4: An example of DOMINO simulation 
(Note: The example above is fictitious but the use of the tool is real) 
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Role and involvement of the Civil Protection of Montreal metropolitan area 

The Organisation of Civil Protection of Montreal metropolitan area (OSCAM) is activated 
when a disturbing situation represents a significant risk to the life and health security of the 
population. How does the OSCAM mobilisation works? It must first make an assessment 
process and analysis of the situation based on available information. Several tools (telemetry 
stations, weather alerts, number of 911 calls, etc.) allow them to gather information on vari-
ous events that are occurring, or may occur. According to the situation, the coordinator of 
emergency preparedness will determine if one goes to standby, alert or intervention mode. 
Each alert level corresponds to a different level of mobilisation (used to determine who will 
be mobilised) that are also different from one risk from another. Different indicators, are 
established by the people who are directly involved in the risk – experts in the domain. The 
indicators are constantly followed and when the threshold is reached (defined for every risk) 
mobilisation starts. If there are no specific indicators the coordinator will always have the 
final say. 

OSCAM is able to reach each people who run (are responsible for) each major infrastructure. 
They can get in touch with anybody who is involved in municipality at any kind of level. 
Automatic phone system can call each stakeholder or its replacement very quickly. Message 
will reach to every phone number and email until somebody answers and acknowledges that 
he will report on duty. System is automatic so it sends very short situation update, and tells 
what actions OSCAM requires – to come to work, or to get ready to be able to come to work 
in a few hours. Every municipal stakeholder has pre-defined missions, so there are standard 
pre-planned procedures (who does what) that people would have to follow in the event of a 
disaster. If there is a risk that has no specific plan then it will be the emergency responders 
on the scene that will determine if they are overwhelmed or if they need emergency measures 
to give them special powers. 

Coordination centre – half of the room are people who are in touch with the people in the 
field (fire department, police department, ambulance, representative from public health, 
representative of public transport) – on the other side there are people in charge of gathering 
information, people in charge of financial aspects, logistics, elected people, people in charge 
of communications – each of members is just in touch with his entire team in a different 
room. Representatives of each infrastructure operator have their own centre and communi-
cation with representative – liaison agent who has power to make decision. Collecting infor-
mation that would facilitate strategic decisions is the responsibility at the centre. Collected 
situational awareness information is transferred to the coordinator who then decides who 
he wants at the table. Decisions are made based on the impact on the population. Not how 
to fix a damaged infrastructure but how to minimise the impact on the surrounding popula-
tion. At the emergency coordination centre the site is handled but also the consequences on 
the rest of the population. It’s easier to make a decision when persons from very different 
backgrounds/or different organisations are together, having a multi angle on things to con-
sider (e.g. Doctor, toxicologist, CBR specialist, surveillance – all talking to each other and 
making wiser decisions). The fire department is responsible for rescue operations. 
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The role of Civil Security Center is to coordinate among all the stakeholders in the city re-
gion. One of its responsibilities is to make special arrangements with external suppli-
ers/stakeholders in the event of a disaster. The provincial level has very similar missions 
that could provide support if needed. 

Sometimes during the planning phase it takes a lot of time to get information at that time 
but when they get into intervention there are never problems for getting any kind of infor-
mation. It always remains a challenge when new players/personnel (due to promotions/re-
tirements) come to play, but once they get to know people from OSCAM and why the infor-
mation is needed - it gets easier. They’re always afraid that OSCAM is going to ask some 
technical aspects/information, which it doesn’t, only if they have something going on in the 
sector that OSCAM needs to know about.  

In the tabletop exercises emphasis was made on the importance to work together be-
fore, during and after a disruption event. During exercises it easy for an organisation 
to say something that they might not be able to deliver in real life. “We get to know people; 
we get to make them think about what they just said; we get to make them realise what 
they would be responsible for delivering if that would really happened”, said Michel Bonin 
(Civil Security Center– City of Montréal) about the exercise benefits. “We have established 
very close network of people – strategic intelligence – who talk a few times a week on any 
kind of subject, usually by a conference call. We’ve been working together so often and so 
long that now we know exactly what we can expect in a real emergency.” 

There are two basic ways to measure success (evaluate improvements): 

 In preplanning every year report card is given for every person responsible for a mis-
sion – to evaluate his level of preparedness; 

 After every kind of intervention debriefing is always made – out of the debriefing 
come recommendations – one person will be responsible to make follow ups to those 
recommendations. There are not many interventions but we still they get better every 
time – lessons are learned. 
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7. Louisiana (LA BEOC) 
The Louisiana Business Emergency Operations Center (LA BEOC) is a joint partnership be-
tween Louisiana Economic Development (LED), the Governor's Office of Homeland Secu-
rity and Emergency Preparedness (GOHSEP), the National Incident Management Systems 
& Advanced Technologies (NIMSAT) Institute at the University of Louisiana at Lafayette 
and the Stephenson Disaster Management Institute (SDMI) at Louisiana State University. 
The LA BEOC has been recognised by FEMA as a best practice model for PPPs. It was 
launched in 2010 to support the coordination of activities and resources of businesses and 
volunteer organisations in Louisiana and across the nation. The four institutions are 
equipped with an IT system that enables them communicate between themselves. 

The mission of the LA BEOC in support of any major disaster is to focus on providing situ-
ational awareness and resource support, supporting community recovery, mitigation, and 
economic stabilisation. Its goal is to improve response and self-sufficiency, reduce reliance 
on FEMA, and maximise business, industry and economic stabilisation. It is operated as a 
state-of-the-art facility on the LSU (Louisiana State University) campus, the development of 
which was supported with in-kind donations of technology and software and cash donation 
by major national and Louisiana based businesses. LA BEOC doesn’t own any resources to 
give or land to private sector, nor is there a lot of decision making inside LA BEOC - it is 
getting the information and forwarding to who needs it. There are 30 seats at LA BEOC for 
representatives of business associations, each of whom have outreach to all of their mem-
bers. 

Loss of one or a few critical infrastructure services significantly affects functioning of private 
businesses causing multiple ripple effects. Establishment of the LABEOC had a goal of mit-
igating disaster effects and consequences supporting state private businesses continuity. It 
consists of temporary finding alternative ways of providing essential services until the infra-
structure functioning has been recovered. Besides improving business resilience and surviv-
ability, it is also important since: 

 Incentivises new companies to enter the state market - if the state is willing 
to help businesses during an emergency and make them safer, it is a good image and 
motivation for other companies to enter the market. 

 Brings economic benefits in two ways 

• Through money saving – local goods and services are significantly cheaper 
than the ones requested from federal level; 

• Every local purchase supports the state economy through tax income. 

 Citizens are more satisfied using local products and services that they are accus-
tomed to. 

LABEOC model offers an improved crisis communication with state EOC: 
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 Private businesses have who to contact and request help – LA BEOC is han-
dling requests that are not going to be considered if asked directly to state. 

 Communication B2B – many needs are satisfied locally by making bond between 
different business, matching ones needs and others resources or services, and thus 
making benefits for both sides without engagement of the public authorities  

 Serves as filter for information between businesses and state government 
– State EOC was getting overwhelmed by phone calls and requests from individual 
businesses. LA BEOC liaison at the State EOC is able to receive the request and needs 
that are not fulfilled on local level and address them in an appropriate way. 

 Information on the state of infrastructures collected by government office (reliable) 
is wrapped as ‘situational awareness report’ and is sent to LA BEOC for use. 

 The private sector participants with positions in LA BEOC support the activities of 
the state EOC – utilise their relationships to source goods and services needed, and 
capture damage assessment critical to assisting the state in developing accurate situ-
ation awareness and economic impact assessments.  

During emergencies everything starts local – city or parish. In many cases business need 
something that cannot be supplied locally. Businesses are registered from all over the state, 
so in case of an incident in one area businesses from other parts are able to help. The NIM-
SAT Institute has developed a web portal for the LA BEOC where businesses are asked to 
register with the state before a disaster and identify any products or services they might 
provide to assist communities in the state that have been affected by a disaster. Communi-
cation with neighbouring states is on a higher level and in charge of the state. 

‘Big business-small business’ emergency management mentorship program 

In January 2012, FEMA announced a new campaign "Small Business is Big” and made an 
effort to help small businesses, often lacking the resources and knowledge, to be better pre-
pared for all-hazards disasters. The need for improvement of businesses resilience is 
strongly supported by the statistics from the Institute of Business and Home Safety (25% of 
all businesses do not reopen after a major disaster) and the U.S. Chamber of Commerce 
(when a business does not have a formal emergency plan in place the figure rises to 43%) 
(NIMSAT, 2012). 

“Big Business – Small Business” is an innovative effort in the area of PPPs that engages big 
businesses, willing and able to mentor, with the small ones helping them to strengthen their 
disaster preparedness and reduce recovery time. Private-private partnership model is vol-
untary based and promotes proactive (whole-community) emergency management ap-
proach. Why is this programme important and what are the mutual benefits? 
Big businesses benefit from strengthening their supply chains (where small businesses are 
often located), raising reputation and positive branding. Small businesses get an opportunity 
to learn about resilience/business continuity, get missing resources and adopt best practices 
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from experienced leaders who have been through disasters and know what it takes to sur-
vive. Considering the social and economic importance of SMEs it creates a great contribution 
to community resilience. Businesses also build beneficial long-term relationships that round 
this win-win environment. “Big business-small business” platform has been launched by 
NIMSAT institute in June 2012. 

CI/KR interdependencies and risk analyses 

The NIMSAT Institute seeks to advance the understanding of risk faced as a nation due to 
the interdependencies between various Critical Infrastructure/Key Resources (CI/KR) as-
sets, the dependency of various public and private sector supply chains on these assets, and 
the consequences of disruptions to the way of life regardless of the cause or location of dis-
ruption. The main activities in this direction include: 

 Critical Infrastructure Consequence Analysis – The NIMSAT Institute, the 
National Infrastructure Simulation and Analysis Center (NISAC) of the US DHS, San-
dia National Labs, and the LA-1 Coalition collaborated on the assessment of the na-
tional consequences of disruptions to Louisiana’s energy corridor (Port Fourchon / 
Louisiana Offshore Oil Port / Grand Isle/ Louisiana Highway 1). 

 Infrastructure Surveillance and Risk Assessment – The NIMSAT Institute is 
working with the Louisiana Office of Coastal Protection and Restoration (OCPR), in 
the development of a state-of-the art Intelligent Flood Protection Monitoring, Warn-
ing and Response System (IFPRMWRS) at strategic locations within levee systems in 
the New Orleans region. This system will include the ability to monitor and warn of 
undesirable performance that could lead to catastrophic consequences.
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8. Pacific North-West Economic Region (PNWER) 
PNWER is a statutory non-profit created by five US states (Idaho, Montana, Oregon, Wash-
ington and Alaska) and five Canadian jurisdictions (British Columbia, Alberta, Yukon, Sas-
katchewan and Northwest Territories) focused on issues impacting the economy of the Pa-
cific NorthWest. State/jurisdiction governments understood that there are regional impacts 
that don’t stop at borders but impact everyone, and realised as well that each of the govern-
ments had influence only within their own borders. By establishing PNWER as a statutory 
non-profit they are able to cross the borders, get all the people together and have a collective 
approach to tough issues. It is also much easier to make consistent government decisions. 
Nothing will adversely impact the economic vitality of the region – that is the essence of 
what is PNWER all about. 

PNWER has, through its Center for Regional Disaster Resilience (CRDR), coordinated pub-
lic and private critical infrastructures and key businesses stakeholders to examine interde-
pendencies and cascading impacts resulting from different disasters. It also coordinates sev-
eral regional 'sector councils' including cyber security, banking and finance, livestock health, 
energy, fusion centre info sharing, etc. The Center is committed to working with states, prov-
inces, territories, and communities to develop regional public-private partnerships, develop 
action plans, and undertake pilot projects and activities to further this important mission. 
PNWER also provides training, education and developing tools, technologies, and ap-
proaches that build on existing capabilities, in order to secure interdependent infrastruc-
tures and improve all-hazards disaster preparedness and resilience.  

PNWER was listed as a best practice for working with other states and provinces to address 
critical infrastructure security issues in the NGA's Governors Guide to Homeland Security 
(in March 2007) and also referenced in the National Infrastructure Protection Plan (NIPP) 
as the model for bringing the public and private sectors together to address critical infra-
structure protection issues (in July 2009) 

NWWARN information sharing platform 

One of the major achievements was the development of a regional alert and warning system 
named ‘Northwest Warning, Alert and Response Network’ (NWWARN), to encourage cross-
sector information sharing. NWWARN project started in 2004 as a joint project between 
Federal Bureau of Investigation (FBI), DHS and PNWER, with assistance of regional CI op-
erators as well as key business and government managers with responsibilities for security, 
preparedness, strategic planning, emergency management, response and recovery from all 
disasters and terrorism threats. DHS planned to use it for its own needs but never completed 
its implementation, so it was finally built as a notification platform adjusted to PNWER 
needs by MyStateUSA (Idaho). It is now the communication backbone of the Washington 
State Fusion Center (WSFC), routinely used for two-way communications with around 3000 
CI/KR stakeholders. 

Inside NWWARN platform information is shared through gatekeepers – experts in a partic-
ular infrastructure (water, electric utilities, shipping, defence industries). Gatekeepers are 
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the trusted sources of information within an infrastructure, designed primarily to approve 
members within their infrastructure to be added to the system. Any of the gatekeepers could 
inquire with another gatekeeper for information on something that they need to know. Pro-
prietary business information that can be very confidential is not needed in this kind of ex-
change, but mainly information on facilities and interdependencies with other systems. 

Suspicious activity report had been identified as a gap and this capability was added to the 
platform afterwards. Social media integration enables to directly push information to Twit-
ter or Facebook, while capability to draw information in (integrate e.g. Google crises/alerts) 
relies on crowdsourcing mechanisms to collect information. Ability to see in real time what 
kind of information is being posted online gives better situational awareness picture. Next 
big step would be to create a portion of NWWARN as a business operation centre tool – in 
order to have a single source of information for business community to get and request in-
formation during crises. Businesses want accurate information from one place – informative 
to make decisions about their businesses. 

In a nutshell, the goal of information sharing to help protect regional/national infrastruc-
tures, communities and the public has been achieved by: 

 Maximising near real-time, two-way sharing of situational information without de-
lay; 

 Providing immediate distribution of critical information to the members who need to 
act on it; 

 Providing a place for members and non-members to submit suspicious activity re-
ports to the FBI and Washington State Fusion Center; 

 Using commonly used, popular mediums for disseminating messages (phone calls, 
emails, text messages,etc.). 

CIP Task Force and Blue Cascades Exercise Series 

Information sharing and collaboration are a matter of relationships and trust – virtually 
never works, but physically – meeting people and building trust.  

PNWER established the CIP Task Force – initiated coordination of regional Critical In-
frastructure Protection (CIP) managers from the states and provinces as well as federal part-
ners (Department of Homeland Security, Department of Defense, the Department of Energy, 
the U.S. Army Corps of Engineers, etc.) to build relationships with one another, share infor-
mation and best practices on a regular basis, and thus increase infrastructure and commu-
nity resilience. This coordination has led to many states and provinces sharing CIP plans 
and training and exercise opportunities and has helped build regional trust. 

Blue Cascades Exercise Series have been developed to explore infrastructure interde-
pendencies, at the same time building relationships and trust – supporting NWWARN use. 
Since 2002, PNWER has held six exercises addressing variety of topics (e.g. cyber security, 
earthquake recovery, pandemics, supply chain resilience), each designed by stakeholders 
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and reflecting regional concerns. Blue Cascades has become a model for bringing together 
public and private sector stakeholders to discuss cascading impacts across the region. It has 
been mostly about “who to talk to and about what, when something happens”. Recovery and 
mitigation activities are often topics that don’t get enough attention in other kind of venues, 
so having the opportunity to get into the recovery and restoration side of it (in a Blue Cas-
cades type of exercise) is important to move everybody forward. Blue Cascades offer an op-
portunity to discuss about emergency plans with various types of jurisdictions and compa-
nies (like Boeing, Microsoft), decide on the best practices from each of the type of approach, 
implement best practices and modify own plans. One of the main outcomes of the exercises 
is that everyone ended up with much more comprehensive plans than individual depart-
ments or jurisdictions could create on their own. After each exercise, stakeholders assist in 
developing an action plan to address the issues uncovered during the exercise. Results of the 
exercises are kind of a roadmap – identify key areas to think about in planning and some-
times have specific topics that are necessary to make the region more resilient. Exercises 
have resulted in lessons learned and a lot of jurisdiction recovery plans that have not even 
had a thought in the past. 
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9. Copenhagen Metropolitan Area 
On March 23rd, 1991, the Danish and Swedish governments signed an agreement for con-
struction of a 16km long fixed link across the Oresund region (Figure 5) connecting Copen-
hagen (Denmark) and Malmö (Sweden) comprising of a motorway route and a railway route. 
The link, which includes an 8-km long bridge and a 4-km long tunnel, opened in 2000 and 
is jointly owned by the Danish and Swedish governments. The Oresund Region comprises 
Zealand, Lolland – Falster and Bornholm in Denmark and Skåne in Sweden. The region’s 
two centres, Copenhagen on the Danish side and Malmö-Lund-Trelleborg on the Swedish 
side, both border Oresund. The link has created one physically connected region of 3.6 mil-
lion people with interlinked transport systems for Skåne and Zealand, thus turning Copen-
hagen and Malmö into a new European metropolis. 

 

Figure 5: An overview of the Oresund link 

The Oresund bridge (7,845m) between Peberholm and Lernacken, which forms the eastern 
section of the fixed link between Denmark and Sweden, is divided into three main sections: 
a 3,014m western approach bridge leading from the artificial island to the high bridge, a 
1,092m long high bridge and a 3,739m eastern approach bridge between the high bridge and 
Lernacken on the Swedish coast. The bridge comprises a cable-stayed bridge with a main 
span of 490m (world’s longest cable-stayed bridge for both road and railway), two side spans 
of 160m each and two approach bridges with 141m spans between the piers. 
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The Oresund Tunnel is 4,050m long and consists of a 3,510m immersed tunnel under Drog-
den and two portal buildings of 270m each. Together, these make up the western section of 
the fixed link between Denmark and Sweden. 

Rail traffic is operated by the rail authority, Banedanmark (Rail Net Denmark) and Banver-
ket (the Swedish National Rail Administration), and is monitored by the train stations in 
Malmo and Copenhagen ‒ Copenhagen Central Station (RFC) and Train Traffic Manage-
ment in Malmö (DLC). 

The Oresund Bridge is owned by the Oresundsbro Konsortiet. It is a client company that was 
set up by the Danish and Swedish governments, jointly owned by the two companies, A/S 
Oresund and Svensk-Danska Bro-förbindelsen SVEDAB AB (Figure 6). The collaboration 
between the two companies is laid down in a consortium agreement approved by the two 
governments. Oresundsbro Konsortiet’s primary task is to operate the fixed link across Ore-
sund, including to maintain a high level of accessibility and safety on the link, and to repay 
the loans raised to construct the Oresund Bridge within a reasonable time frame. Each side 
is also responsible for the ownership and operations of the land works on their respective 
sides of the Oresund Bridge. The full organizational structure, as shown in Figure below, is 
complex, with the stock of Oresundsbro Konsortiet being equally owned by the Danish hold-
ing company A/S Oresund and the Swedish holding company SVEDAB AB, which in turn 
are controlled by the Danish and Swedish transportation ministries. 

 

Figure 6: Oresund Bridge organizational structure 

“Vägverket” and “Banverket” are the Swedish road and rail authorities, respectively, while “Sund & Bælt” is the Danish 
authority which oversees the major Danish island linkages. A/S Storebælt acts as a holding company for the Great Belt 
Fixed Link, much as A/S Oresund does for the Oresund Bridge. 

Oresundsbro Konsortiet does not have its own fire brigade or police; it depends on the local 
authorities for these services. Therefore it has established a partnership with several agen-
cies from both Swedish and Danish sides to ensure the safety of the link (Figure 7). Involved 
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parties from both Denmark and Sweden include organisations as Police, Fire Brigades, Train 
and Traffic Control Centres, Hospitals, Alarm Centres, etc. 

 

Figure 7: Structure of the partnership 

Information Sharing 

The main system for sharing information and communication between partners is the Tetra 
– RAKEL/SINE Gateway System (Figure 8). RAKEL (acronym for radio communications 
for effective management) is the Swedish national digital communications system (mobile 
system) used by the emergency services and others in the fields of civil protection, public 
safety and security, emergency medical services and healthcare. It is used mainly by police, 
military police, rescue, ambulance services, emergency alarming (RAPS) and local/state 
emergency management.  RAKEL also helps increase societal preparedness. The system 
streamlines everyday communications, and enables new ways of working, which increases 
readiness and with it, ultimately the ability to manage an emergency. 

RAKEL is meant to merge all civil protection agencies and organisations into one common 
forum, increasing information exchanges across organisational and sector boundaries. Dur-
ing the recovery phase of an emergency the system can be used as a tool for monitoring and 
evaluation, where communications routines and operations can be easily analysed.  

Terrestrial Trunked Radio (TETRA) (formerly known as Trans-European Trunked Radio) is 
a professional mobile radio and two-way transceiver (colloquially known as a walkie-talkie) 
specification. TETRA was specifically designed for use by government agencies, emergency 
services, (police forces, fire departments, ambulance) for public safety networks, rail 
transport staff for train radios, transport services and the military. 

TETRA also includes a set of standards developed by the European Telecommunications 
Standardisation Institute (ETSI) that describes a common mobile radio communications in-
frastructure throughout Europe. 
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Figure 8: Tetra – RAKEL/SINE Gateway System 

COMputer-Based Alarm System Oresundsbron (COMBAS O) 

A computer-based alarm system for the Oresund Fixed Link (COMBAS O) has been installed 
to ensure efficient and rapid alarms to relevant parties and immediately accessible action 
plans (Figure 9). Information on the location of the accident, type of accident and make of 
vehicle is entered into the system and immediately passed to the emergency services. Alarms 
are sent and received, respectively, in Swedish and Danish. 

 

Figure 9: COMBAS O Alarm System 

The development of COMBAS O has been crucial for enabling the authorities in the two 
countries to work efficiently together. Once an operator has keyed in an alarm, COMBAS O 
will issue a simple order to all authorities programmed to receive alarms for this type of 
accident. In order to reduce alarm time and language misunderstandings, the system com-
municates in both Danish and Swedish. COMBAS O allows all parties to receive the same 
information and to monitor the rescue work in real time. 
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Risk Assessment and Emergency Management 

Once a year, the Board of Directors presents a report that sets out the company’s key risks 
and specific proposals for handling them. This was done for the first time in 2010 and is 
updated on an annual basis. 

Generally, the emergency response in Denmark has 2 levels: Municipal (The municipal fire 
and rescue services) and State (The national fire and rescue services). The Danish crisis 
management organisation is presented in Figure 10. 

 

Figure 10: Danish crisis management organisation 

Local contingency planning for the Oresund Bridge started three years before the commis-
sioning of the fixed link. The task began with the preparation of a contingency concept which 
set out existing plans, parties involved in both countries and outlined the framework for a 
joint contingency plan which could overcome the differences in the two countries (Figure 
11). Once the authorities had accepted the concept, detailed planning of the contingency 
measures could begin. 

 

Figure 11: Emergency plans 

In collaboration with the relevant authorities in Denmark and Sweden, Oresundsbro Kon-
sortiet maintains a comprehensive contingency plan, including an internal crisis response, 
to handle accidents on the link. The contingency plans are tested regularly through exercises. 
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The emergency and response plans contain incident level classifications and geographical 
dimensions considerations. 

Education 

To achieve the contingency objectives, joint training of staff from all relevant authorities and 
at all levels is required. Oresundsbro Konsortiet has developed an e-learning platform for 
involved parties (Figure 12), along with trainings and exercises, such as full-scale exercises 
every 4 year, table-top exercises, small-scale exercises (scenarios) and weekly alerting exer-
cises. 

 

Figure 12: Going towards e-learning 
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PART 2 – IDENTIFIED GOOD PRACTICES TO SUPPORT 
IMPLEMENTATION AND FUNCTIONING OF REGIONAL 

CIP/R PROGRAMMES 

10. Definition of Good Practices (GPs) 
Good practices are generally defined as ‘Commercial or professional procedures that are 
accepted or prescribed as being correct or most effective’ (Oxford dictionary). It is any col-
lection of specific methods that when applied solve an existing problem, produce expected 
results and bring benefits. In our case it applies to available knowledge to addressing: 

i. Establishment and management of regional PPPs for Critical Infrastructure Protec-
tion and Resilience; 

ii. The achievement of their main objectives and specific goals. 

On the other hand, a best practice is a method or technique that has consistently shown 
results superior to those achieved with other means, and that is used as a benchmark [1]. 
Best practices are used in nearly every industry and professional discipline. The rationale is 
to use a practice that have been effective in addressing similar issues in the past and applied 
it to a current problem. Still, more than often, "good" practices or "smart" practices are iden-
tified, that offer insight into solutions that may or may not work for a given situation [2]. It 
can easily happen that a best practice is not applicable, is inappropriate for a particular case 
or just doesn’t work well as in the original use. Ambler (2011) challenges the assumptions 
that there can be a recommended practice that is best in all cases. Instead, he offers an al-
ternative view, "contextual practice," in which the notion of what is "best" will vary with the 
context [3]. Not only the best practice often has to be adjusted for the new application but it 
can also evolve into its better version as improvements are discovered. 

Considering the above discussion, we have decided to use “Good Practice” (GP) term for our 
collection and description of successful Activities/Procedures/Tools/Techniques. In the fu-
ture, evidences collected from practice could lead to the identification of absolute or contex-
tual best practice selected among the present larger list of good practices already imple-
mented in some European and non-European regional contexts. 

10.1. Identification and Selection of GPs from the survey 

The extraction of good practices from the final validated results of the survey was performed 
according to the following criteria and procedure: 

• Filtering organizations involved in Critical Infrastructure Resilience or Protection Activ-
ities or Programme (Question 8 → Answer: yes); 

• As for the Best Practice PPPs, we focused on those that cover almost all the phases of the 
Emergency Management (EM) process (Prevention & Protection, Planning & Prepared-
ness, Response, and Recovery). For the individual GPs we tried to ensure coverage of 
GPs across all the EM phases (Q20); 



 

MIRACLE - Deliverable 2.2  45 
 

• Our preference criteria is that there is an existing Information Sharing Protocol / Data 
Sharing Agreement that would support stakeholder collaboration process (Q22); 

• Organizations that actually achieved to establish activities based on information sharing 
and stakeholder collaboration process (Q25) have great importance to us – compared to 
the ones that had no success, failed in establishing collaboration or experienced types of 
benefits out of our scope; 

• We focused on organizations (PPPs) whose activities has objectives of improving resili-
ence and EM in general (Q29), in contrast to ones with other main goals (for example 
Enhance commercial competitiveness); 

• We are looking for organizations that have reached benefits/results from being involved 
in a PPP (Q30), in terms of improvement of any aspect related to CIP-R; 

• Organization should be involved in PPP/collaborative activities (Q31); 
• Mobilized resources within a PPP (Q33) should include at least basic ones, such as infor-

mation or dedicated personnel; 
• General Information on Critical Infrastructure Resilience Activities (CIR) (Q34), includ-

ing references such as CIR / Protection or programme name, Website, Contacts of re-
sponsible persons; 

• We tried to ensure (as much as possible) the coverage of GP applied at all levels (Q35), 
i.e. Regional, County / Province, Metropolitan Area, and City. 

10.2. Identification and Selection of GPs from other (secondary) sources 

Search for GPs has been conducted inside CIWIN3 repository of National research, FP6, FP7, 
CIPS and ISEC projects reports/deliverables/websites. Most of the developed tools focus on 
the technical aspects of communication/info-sharing and have not been embedded in a prac-
tical use (mostly in pilot tests of their functionality). These tools fall out of our scope since 
we are looking for the practices that have been successfully used in practice and potentially 
transferable to another place. 
Another line of search for Good Practices included scientific and professional literature 
where we were able to find some related contributions. An overview is given in the next sec-
tion. 

More detailed information about identified GPs (both from the survey and from the second-
ary sources) have then been collected through available public information and through di-
rect contact with people involved in these practices.

                                                      
3 CIWIN (Critical Infrastructure Warning Information Network) is an initiative of the Directorate-General for 
Home Affairs of the European Commission. Forming a pillar of the European Programme for Critical Infra-
structure Protection (EPCIP), it seeks to improve the protection of critical infrastructure in Europe - across all 
EU Member States and in all relevant sectors of economic activity. CIWIN, a protected public internet based 
information and communication system, offers recognised members of the EU’s critical infrastructure protec-
tion community the opportunity to exchange and discuss CIP-related information, studies and good practices 
across multiple sectors. 
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11. Good Practice classification framework 
The Good Practices are classified across two dimensions: 

• Good practice type – Tools/Technologies vs. Processes/Activities 
• Resilience phase in which GPs bring benefits – Preparedness, Mitigation, Re-

sponse, Recovery 

11.1. Good Practice Type 

Good practice type classifies the GPs according to their nature: 

• Tools and Technologies include sets of means, instruments (equipment), meth-
ods and techniques with a specific purpose of supporting achievement of goals 

• Processes and Activities are collections of related and structured actions, tasks, 
arrangements and procedures that produce a specific result and serve to a particular 
goal 

11.2. Mapping of contribution to Resilience 

In context of Critical Infrastructures, resilience in general implies ‘the ability to reduce the 
magnitude and/or duration of disruptive events. The effectiveness of a resilient infrastruc-
ture or enterprise depends upon its ability to anticipate, absorb, adapt to, and/or rapidly 
recover from a potentially disruptive event’ [9]. 

Comprehensive resilience considers all hazards, all phases, all stakeholders and all impacts 
relevant to disasters. It requires capabilities to prevent, protect against, mitigate, respond 
to, and recover from the threats and hazards that pose the greatest risk. Enhancing resilience 
through improving Emergency Management requires a partnership among different levels 
of government and the private sector, detailed planning and cooperation among infrastruc-
ture sectors. Emergency management is the discipline of dealing with and avoiding disas-
ters. It involves four phases – Preparedness, Mitigation, Response and Recovery – in order 
to lessen the impact of disasters. [10] We map GP contribution to resilience according to EM 
phases (Table 2). 

Preparedness is the state of being ready for action during a disaster or emergency. Pre-
paredness activities are the emergency plans, training, drills, and exercises that individuals, 
communities and first responders participate in on almost daily basis. The preparedness 
phase is achieved and maintained through a continuous cycle of planning, organizing, train-
ing, equipping, exercising, evaluating and taking corrective action – The Preparedness Cy-
cle. Preparedness takes place before a disaster happens. [11] 
 
Mitigation is the ability to limit damage by lessening the impact of disasters and later con-
sequences. The mitigation phase primarily focuses on assessment of possible risks, prevent-
ing and protecting against future emergencies (reducing the probability an emergency will 
take place), minimizing potential effects of unavoidable disasters. Mitigation can place be-
fore and after an emergency happens. [12] 
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Response consists of emergency actions and activities taken to address the immediate 
(short-term) impacts of a hazard. The response phase is putting the preparedness phase into 
action. Response activities take place during an emergency. [13] 
 
Recovery is the ability to return to a state of normal function with minimal suffering and 
disruption of services following a disaster. It is the longer-term process of restoring the com-
munity back to normal or pre-disaster conditions. The recovery phase takes place following 
a disaster. [13] 
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Table 2: Good Practice classification framework 

 Location of expected improvements 
Preparedness Mitigation Response Recovery 

Tools and  
Technologies 

DOMINO P P   

V-BEOC P  P P 

NWWARN P P S S 

COMBAS Ø   P S 

SUSI P  P S 

NAF P S   

SATool P P P S 

LCMS P P P S 

EMERGEL P S P S 

GIS Mapping for CI Assets S P P  

Traffic Scotland IS P P P P 

PRISM P    

Activities and 
Processes 

Big Business – Small Business P S  P 

Blue Cascades P S S S 

MICC P S S S 

Estrela P  S S 

CATEX P  S S 

Multi State Fleet Response Initiative P  S S 

TTF P S S  

Focus on Flows P  S S 

Partnership Alignment for Enhanced Security P S S S 
 P – Primary contribution 
 S – Secondary contribution 
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12. Collection of Good Practices 
12.1. Related research 

Attributes that define a successful partnership 

Participants of the first national conference on “Building Resilience through Public-Private 
Partnerships” in 2011 discussed about the set of essential attributes to assess/measure 
‘state-of-practice’ of PPPs in emergency management and came up with PADRES (Publicly 
Accessible, Dedicated, Resourced, Engaged, Sustainable) model [4]. 

Table 1: Fundamental attributes of PPP [4] 

Publicly Accessible 

“…the contacts, leadership, skills, information, resources, and capabilities of the 
collaborative partnership are recognized, available and accessible by the general 
public.  This ensures that before, during and after an incident, the general public 
has trust and confidence in the partnership to provide accurate and timely infor-
mation and meaningful services in support of protecting life and property.”  

Dedicated 
“…successful partnerships have identified a full-time liaison or other organiza-
tional structure to staff and manage the public-private partnership, and imple-
ment the partnership’s strategic plan.”  

Resourced “…resourced partnerships have funding, facilities, tools, and staffing available to 
support partnership efforts.”  

Engaged 

“…there should be active support, participation, and two-way communication 
by public and private sector leadership and members in a successful partner-
ship.  The partnership trains, exercises, prepares, responds, recovers and miti-
gates actively.”  

Sustainable 
“…sustainable partnerships are supported by strategic plans, funds, and re-
sources necessary for long-term viability. Activity takes place around the year, 
and throughout the emergency management cycle.”  

 

The PADRES model has subsequently been used then to evaluate maturity levels and capa-
bilities of different PPP levels/sizes across the US. 

The European Network and Information Security Agency (ENISA) 

ENISA's efforts in this field focus on trying to analyse, understand and promote the models 
of PPPs at national and pan European levels. In 2009, ENISA issued its Good Practice Guide 
(GPG) on Information Sharing aimed at assisting Member States and other relevant stake-
holders in setting up and running Network Security Information Exchanges in their own 
countries. In 2011, ENISA’s Good Practice Guide [5] classified PPPs for security and resili-
ence and revealed the main five components addressing Why, Who, How, What and When 
questions associated with creating and maintaining PPPs. It mostly contains general advice 
for PPPs, helping stakeholders to easily choose those aspects that will add value to their en-

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/public-private-partnership/information-sharing-exchange/good-practice-guide
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/public-private-partnership/information-sharing-exchange/good-practice-guide
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deavours in setting up and running PPPs. ENISA here discusses and offers high-level rec-
ommendations on principal questions on how to build successfully PPPs (for resilient IT 
security in their context) such as: 

• ‘Why is a PPP needed?’ 
• ‘Who should it involve?’ 
• ‘How should it be governed?’ 
• ‘What services and incentives should be offered?’ 
• ‘When action should be taken to start it and maintain sustainability?’ 

 
These aspects are a good basis and all very important to guide high level decisions. Still, 
when it comes to practical implementation and solving problems at hand, GPs that have 
proved to be successful can save practitioners many time and troubles, offering solutions 
that are (near) ready to apply. Of course the question of transferability has to be considered. 
 

Business Continuity Planning for Critical Infrastructures (BUCOPCI) Project 

BUCOPCI project’s Business Continuity Best Practices Report [6] and Security Plan Best 
Practices Report [7] were based on responses of six Critical Infrastructure Operators on 
Spanish territory, through surveys processed anonymously (Table 3). 
 

Table 3: BUCOPCI questionnaire responses [6][7] 

 
 

The project focus however was not identification of particular best practices but to show the 
percentage of compliance to the BCM principles/standards [6] and level of compliance to 
the Operational Security Management among CI Operators [7].  

Recommended Elements of Critical Infrastructure Protection for Policy 
Makers in Europe (RECIPE) 

RECIPE’s Good Practice Manual on CIP Policies [8] brings a set of GPs for covering areas 
of interest in CIP policies. Those include: 

• Identification of Critical Infrastructure 
• Dependencies 
• Public-Private Partnerships 
• Information Sharing 
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• Risk Management and CIP 
• Crisis Management and CI 

Three dimensions that have a strong influence on the attainability of a large part of the prac-
tices have been considered. These dimensions are: 

• Involvement of private parties 
• Mandated or voluntary co-operation structure 
• Required CIP maturity 

 
The Good Practices were given in form of high level principles or theoretical approaches (i.e. 
policy level). A number of principles have been supported by references on where this kind 
of principle has been used. But still, not dealing with the practical way in which a prac-
tice/approach had been applied. 
It is very useful for having an overview on how to think about different issues before selecting 
an appropriate practical tool/technique to cope with it. 

12.2. Tools/Technologies 

 DOMINO tool (based on the flexible cartography approach) 

Type of GP: Tool 

Resilience phase: Preparedness, Mitigation. Possible extension to Response. 

Who? Centre risque & performance (CRP) of École Polytechnique de Montréal 

Since: 2008 

Why? 

Barriers to information sharing at the point of interdependency identification and analysis 
– mainly Confidentiality, Interpretation, Value and Property 

What? 

CRP has developed an innovative flexible cartography approach in which, rather than rep-
resenting infrastructures, represents location sectors in which the consequences of the re-
source failures are synthesized. Approach with flexible representation allows for a targeted 
intervention while preserving the confidentiality of information. The size of the sectors used 
may vary based on needed analysis detail level, geographical zone studied, and the level of 
confidentiality CI managers wish to maintain.  The methodology has been applied to the 
cities of Montreal and Quebec. 

Subsequently, a modelling, mapping, decision and planning assistance tool, DOMINO, was 
developed. It is a prototype of a system for managing interdependencies and analysing dom-
ino effects (Figure 13). DOMINO uses a flexible cartography approach to locate system in-
frastructures and simulate domino effects, ensuring at the same time data confidentiality 
(agreements had been signed with partners). The online database is organised in that way 
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that each organisation has a password protected access to its own private section of the da-
tabase where they can manage the information they are sharing, used for domino effects 
analysis. A web-based application is currently in development by the CRP and its public and 
private partners, in collaboration with the Department of Public Security of Quebec and the 
Civil Security Center of the City of Montreal.  

 

Figure 13: An example of DOMINO simulation 
(Note: The example above is fictitious but the use of the tool is real) 
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Benefits: 

The presented tool works in the manner of Early Warning System (EWS). EWSs are gener-
ally composed of four inter-related key elements: risk knowledge, monitoring and warning 
service, dissemination and communication and response capability, and since it addresses 
only the first three key elements it is not a real EWS but more system able to make a good 
mobilization of the resources – so can be defined as Early Mobilization and Cooperation 
System. The future development should include utilization in the real-time environment – 
during the response phase of EM. 

Additional Information: 

http://www.polymtl.ca/crp/en/recherche/outil.php 

 Virtual Business Emergency Operations Center (V-BEOC) 

Type of GP: Tool 

Resilience phase: Preparedness, Mitigation, Response 

Who? The Louisiana Business Emergency Operations Center (LA BEOC) 

Since: 2012 

What? 

The V-BEOC is a web-based information sharing platform that facilitates collaboration be-
tween public, private and non-profit organizations. The portal leverages nation’s best prac-
tices in information sharing, lessons learned from research in public-private partnerships, 
and experience in leading the Louisiana Business Emergency Operations Center (LA BEOC), 
and has grown into a national network of organizations ready to implement the technology. 
The V-BEOC technology is FREE, customizable, user friendly, and capable of supporting 
existing processes and existing incident management systems such as WebEOC. 
 

Why?  

The technology offers advantages such as: 

• Software capabilities include: Improving disaster preparedness and response, 
providing situational awareness, locating local products and services, addressing 
critical recovery needs, and returning businesses back to normal operations quickly 

• Omni-directional information sharing platform between sectors 
• Local implementation with the ability to collaborate with organizations at regional 

and national levels 
• Customizable, GIS-enabled and open standards based 
• Leverages state-of-the-art information technology solutions that enable real-time 

information exchange 
• Preserves the autonomy, privacy, security, and general needs to accommodate both 

public and private sector stakeholder’s needs 

http://www.polymtl.ca/crp/en/recherche/outil.php
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• Centralized deployment for ease of maintenance 

The V-BEOC does NOT guarantee contracts, duplicate efforts, break existing communica-
tion chains, or exclude local officials 

Benefits: 

Public Sector Benefits 

• Enhance your ability to coordinate with private sector and other agencies across ju-
risdictional boundaries - based on your preferences 

• Improve your ability to leverage private sector resources and expertise – both local 
and national-scale companies 

• Provide greater visibility of impacts to private sector and situational awareness 
• Strengthen resilience of local communities 

Private Sector Benefits 

• Consolidate your registration and relationship-building process – ONE place to reg-
ister instead of 50 states or 3000+ counties! 

• Receive real-time incident updates from public sector agencies across the nation 
• Post and share situational awareness of facilities with the appropriate user-defined 

control 
• Receive updates on needed products & services 
• Respond to products and services needs 

Additional information: 

http://www.nimsat.org/resources/virtual-business-emergency-operations-center 

http://www.riema.ri.gov/preparedness/business/business%20docs/VBEOC%20Presenta-
tion%2011.27.pdf 

 Northwest Warning, Alert and Response Network (NWWARN) 

Type of GP: Tool – information sharing platform 

Resilience phase: Preparedness, Mitigation, Response 

Who? Pacific Northwest Economic Region (PNWER) 

Since: NWWARN project started in 2004 

Why? To encourage cross-sector information sharing.  

What? 

http://www.nimsat.org/resources/virtual-business-emergency-operations-center
http://www.riema.ri.gov/preparedness/business/business%20docs/VBEOC%20Presentation%2011.27.pdf
http://www.riema.ri.gov/preparedness/business/business%20docs/VBEOC%20Presentation%2011.27.pdf
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Inside NWWARN platform information is shared through gatekeepers – experts in a partic-
ular infrastructure (water, electric utilities, shipping, defence industries). Gatekeepers are 
the trusted sources of information within an infrastructure, designed primarily to approve 
members within their infrastructure to be added to the system. Any of the gatekeepers could 
inquire with another gatekeeper for information on something that they need to know. Pro-
prietary business information that can be very confidential is not needed in this kind of ex-
change, but mainly information on facilities and interdependencies with other systems. 

Benefits: 

Suspicious activity report had been identified as a gap and this capability was added to the 
platform afterwards. Social media integration enables to directly push information to Twit-
ter or Facebook, while capability to draw information in (integrate e.g. Google crises/alerts) 
relies on crowdsourcing mechanisms to collect information. Ability to see in real time what 
kind of information is being posted online gives better situational awareness picture. Next 
big step would be to create a portion of NWWARN as a business operation centre tool – in 
order to have a single source of information for business community to get and request in-
formation during crises. Businesses want accurate information from one place – informative 
to make decisions about their businesses. 

NWWARN is now the communication backbone of the Washington State Fusion Center 
(WSFC), routinely used for two-way communications with around 3000 CI/KR stakehold-
ers. 

Additional Information: 

http://www.nwwarn.org/ 

 COMputerBased AlarmSystem Øresundsbron (COMBAS Ø) 

Type of GP: Tool 

Resilience phase: Preparedness, Mitigation, Response 

Who? Øresundsbron (Denmark-Sweden) 

Since:  

Why?  

Need for a stable, effective and rapid alarm system for those involved in emergency prepar-
edness and response. 

What? 

A computer-based alarm system for the Øresund Fixed Link (COMBAS Ø) has been installed 
to ensure efficient and rapid alarms to relevant parties and immediately accessible action 
plans (Figure 14). Information on the location of the accident, type of accident and vehicle 

http://www.nwwarn.org/
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is entered into the system and immediately passed to the emergency services. COMBAS Ø 
also provides immediate access to action plans. 
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Figure 14: COMBAS Ø Alarm system 

Each morning a random text message is sent out to verify the system functionality (Fig. 15). 

 

Figure 15: COMBAS Ø screen 
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Benefits:  

Successfully deals with cross-border information sharing and collaboration issues. The lan-
guage problem is tacked in the way that alarms are sent and received, respectively, in Swe-
dish and Danish. Standardized message formats covering different types of scenarios. 

It is an example of a system run by an infrastructure operator. It is publicly owned (by the 
two states) but operates as a company. 

Additional Information: 

http://www.femern.dk/material-folder/documents/2011-publikationer/crossing-the-ore-
sund 

http://uk.oresundsbron.com/page/998 

 SUSI (Sistema Unico di Scambio delle informazioni) 

Type of GP: Tool 

Resilience phase:  Preparedness, Mitigation, Response 

Who? Lombardy Region PPP 

Since: 2011 

Why?  

Due to the importance for the communication between the operators and Civil Protection 
Authorities. Institutional fragmentation and difficulty to quickly reach the partners to coor-
dinate the response on the territory has often compounded the impact on an event. SUSI 
development is in line with the strategy for CI protection (collaborative plan) developed in 
the past years by the Lombardy Region. 

What? 

It is the communication channel between CI Operators themselves and the Lombardy Re-
gion Control Room. This multimedia platform is used to share data about disasters or op-
tions for prevention and monitoring the events before disaster happens. 

When one operator enters a set of news, they can be read by all others in real time and at the 
same time (Figure 16). The system also sends an email notification to all operators, when-
ever any of them enters a new set of information into the system. The operators fill in the 
correct form supplied by SUSI with the relevant information and all other operators can see 
the filled forms roll down on the screen. The system has an access key with user name and 
password in order to ensure its safety. 

SUSI has been developed using the IBM Lotus Quickr software. It is a system not designed 
specifically for the needs of emergency management but it is a commercial tool more gener-
ally intended to facilitate collaboration of remote workgroups and sharing of documents. 

http://www.femern.dk/material-folder/documents/2011-publikationer/crossing-the-oresund
http://www.femern.dk/material-folder/documents/2011-publikationer/crossing-the-oresund
http://uk.oresundsbron.com/page/998
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The software is configurable according to user requirements so it has been adapted to suit 
the procedures provided by the Lombardy Region CIR collaborative plan. 

The main changes made in the system focus on the reduction and simplification of the forms 
of communication to be used by operators during the different stages of management. The 
modules have been reduced to seven: 

1. MCSO – Communication on operational conditions 
2. MCFE – Communication on entering Emergency 
3. MCPV – Communication on reception and acknowledgment 
4. MCVCE – Verification of Emergency closure 
5. MIDM – Request for disclosure of a message 
6. MIMR – Request for emergency resources 
7. MRIMR – Response to a request for emergency resources 

 

Figure 16: SUSI overview 

At least two control room operators from each organization have been trained to use SUSI. 
The SUSI training course is divided into three sessions (2 hours each):  

• Introduction to SUSI functionalities and description of the collaborative plan 
• Tabletop exercise of the snowfall event 
• Briefing 

Benefits: 

SUSI system has been used for the first time by the operators during winter 2011/2012 (upon 
establishment of a collaborative emergency plan for a snowfall scenario) and had demon-
strated that it meets their operational needs. In fact the information exchange processes im-
plemented through SUSI have fully functioned and enabled updates between the operators 
and the Control Room of the Lombardy Region. These events (even though not very severe) 
have allowed the validation of the SUSI in the real operation conditions, identification of 
some shortcomings and opportunities for improvement. Compared to the quality of com-
munication flows experienced in the past SUSI clearly brings the following benefits: 
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• Timely communication – information provided according to the steps of the emer-
gency plan 

• Rapid spread of information to all of the involved organizations 
• Standardized contents of the messages – increased quality and understandability of 

the shared information 
• Standardized, interoperable and secure communication channel 

Additional Information: 

Éuropolis Lombardia (2012). Piano Regionale per la protezione delle infrastrutture critiche 
(PIC) e repertorio regionale dei rischi – final report November 2012 (in Italian). 

 NATO Architectural Framework (NAF) 

Type of GP: Tool 

Resilience phase: Preparedness 

Who? Lombardy Region PPP 

Since: 2010 

What?  

The NATO Architecture Framework is an Enterprise Architecture framework by the NATO 
derived from the Department of Defense Architecture Fraemwork (DoDAF) Enterprise ar-
chitecture. An Enterprise Architecture Framework defines how to organize the structure and 
views associated with an Enterprise Architecture. The term “enterprise” refers to a complex, 
socio-technical system that comprises interdependent resources of people, information, and 
technology that must interact with each other and their environment in support of a com-
mon mission. The term is used because it is generally applicable in many circumstances, 
including: 

• Public or Private Sector organizations 
• An entire business or corporation 
• A part of a larger enterprise (such as a business unit) 
• A conglomerate of several organizations, such as a joint venture or partnership 
• A multiply-outsourced business operation 

 

The three components of the enterprise architecture framework are: 

• Views: provide the mechanisms for communicating information about the relation-
ships that are important in the architecture 

• Methods: provide the discipline to gather and organize the data and construct the 
views in a way that helps ensure integrity, accuracy and completeness 

• Training/Experience: support the application of method and use of tools 
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An architecture is the fundamental organization of a system embodied in its components, 
their relationships to each other and to the environment and the principles guiding its design 
and evolution. An architecture description includes views showing various aspects of the 
architecture. The views include architectural elements and the relations between elements 
as governed by a meta-model. The seven highest level views are (each having a set of sub-
views): 

• NATO All View (NAV) 
• NATO Capability View (NCV) 
• NATO Operational View (NOV) 
• NATO Service-Oriented View (NSOV) 
• NATO Systems View (NSV) 
• NATO Technical View (NTV) 
• NATO Programme View (NPV) 

 

Why?  

NATO Architecture Framework (NATO, 2007) was used as the standard for presenting op-
erational models of the socio-technical systems. NAF views used in the Lombardy Region 
include, but are not limited to, the following: High-Level operational concept description 
(NOV-01) used to describe the ‘big picture’ through geographical location, operational ele-
ments, their connections and interactions; Operational Node Connectivity Description 
(NOV-02) used for graphical presentation of the nodes that need to exchange information 
(Figure 17); Operational information requirements (NOV-03) for identification and descrip-
tion of all information exchanges; Organisational relationship chart (NOV-04) to presents 
the key actors and their relationships; System interface description (NSV-01) to illustrate 
and describe systems and interfaces that enable exchange of information identified in NOV-
03. 
 

 

Figure 17: Information flows before (left) and after (right) PPP establishment (Operation con-
text: service interruption of a generic CI) 
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Benefits: 

The role of an enterprise architecture is to provide decision support, in the context of the 
enterprise strategy, for the use of resources (including processes and procedures) in the en-
terprise. Architectures are also used as analysis tools to develop new capabilities, structure 
organizations and to optimize processes. Architectural frameworks support a more struc-
tured approach to manage the complexity whilst balancing all appropriate user perspectives. 

The NAF is not an architecture itself, but it provides the rules, guidance, and product de-
scriptions for developing, presenting and communicating architectures. The NAF is also the 
common denominator for understanding, comparing, and integrating architectures. 

Additional Information:  

http://nafdocs.org/category/service/ 

Éuropolis Lombardia (2011). Piano Regionale per la protezione delle infrastrutture critiche 
(PIC) e repertorio regionale dei rischi – final report October 2011 (in Italian). 

 CEPP Situational Awareness Tool (SATool) 

Type of GP: Activities and Tools 

Resilience phase: All (Preparedness, Mitigation, Response, Recovery) 

Who? Colorado Emergency Preparedness Partnership (CEPP) 

Since:  

Why?  

To strengthen the region’s collective capacity to prevent, respond to, and recover from nat-
ural and human-caused disasters through effective public-private collaboration. 

To mitigate the impact of catastrophic events and help ensure the safety of citizens and the 
resilience of the economy. 

To help smooth lines of communication between and across the public, private and non-
profit sectors. 

What? 

The Situational Awareness Tool (SATool) is designed to connect the different organizations 
responding to an event together for: 

 Collaboration 
 Communications management 
 Crisis and incident response 
 Overall fusion of management and operational efforts 

http://nafdocs.org/category/service/
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SATool is an exclusive, secure, online Situation Center that provides the private and public 
sectors a centralized portal to respond to and communicate during critical events and share 
day to day information. The effectiveness of the EM collaboration is also supported by CON-
NECT Colorado, a voluntary, one-of-a-kind registry of private sector business resources 
such as trucks, equipment, skilled personnel, and power that can be called upon by emer-
gency management organizations during disasters. The system combines the strength of 
government with the expertise and resources of the business community. 

Benefits: 

Benefits for businesses: 

 Avoidance or mitigation of direct harm through awareness and planning 
 Mitigation of liability resulting from incidents involving business 
 Enhanced investor or lender comfort that the business will be around long term 

Additional Information: 

http://thecepp.org/new/ 

 LCMS (Dutch National Crisis Management System) 

Type of GP: Tool and Technology 

Resilience phase: Preparedness, Mitigation, Response. 

Who? IFV, The Netherlands (Instituut Fysieke Veiligheid – Institute For Physical Safety) 

Since: 2010 

Why? 

The context for the LCMS system is driven by national regulations whereby Dutch govern-
ment created a set of "safety regions" (VeilgheidsRegios, VR), whereby they mandated that 
responders, government (local/regional) and critical infrastructure stakeholders must form 
partnerships for collaboration on critical infrastructure protection and resilience (PPP for 
CIP/R). This aspect is covered in detail in a companion case in this document (Partnership 
Alignment for Enhanced Security), and emphasises the need for all responders to be able to 
collaborate very closely. At the technical level it was noted that join operations require a 
"common operational picture" supported by a joint communications infrastructure. These 
are necessary to ensure that all commanders and decision makers can visualise and under-
stand all aspects of a crisis situation together.  

What? 

The LCMS is a distributed information system, highly focused on geographical information 
and linked data. LCMS users can add and view information presented via maps and linked 
documents / linked data. The system was designed to: 

http://thecepp.org/new/
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• integrate operational partnerships within the 25 Dutch safety regions (VeilighidsRe-
gios) to support PPP for CIP/R ,  

• allow connection of safety regions together, ranging from:  
o twinning to address a shared geographical area, or 
o broad connection for scaling towards supra-regional or national response. 

The approach ensures regional alignment of partnerships at the operational level. All re-
sponders who are either active in a crisis situation, or advising a crisis management team, 
can view the common operational picture and can add information in support of command-
ers and decision makers. 

Typical usage of LCMS covers: 

Preparation phase: LCMS is used to support exercises, both desktop and real-life, 
whereby crisis managers collaborate to model potential crisis scenarios, to identify good 
practice in collaborative and joint response, and to formulate strategies and schemes for 
working together in addressing specific CIP/R and large incident scenarios. 

Mitigation and Response: LCMS is actively used to support commanders, crisis teams, 
government actors, and security regions when managing crisis events. The links below show 
movies, documents and instructional material on LCMS. 

 

Figure 18: LCMS in use 

LCMS contains modules for (Figure 18): 

- Communication, Coordination and Logistics 
- The efficient exchange and disclosure of information 
- Drafting a GIS view – Operational Picture, Crisis Management and Reporting 

 

Benefits: 
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LCMS can be used within or between regions to provide a flexible crisis management plat-
form that scales to meet circumstances (geographical / organisational). 

LCMS gives a geographical view of incidents, affected areas, responder vehicles, etc., to meet 
stakeholder needs for a  “common operational picture” from any location. 

LCMS can be opened, via a web service access, to allow industry partners or other agencies 
to participate in collaborative crisis management. 

LCMS lets stakeholders adjust their data so that partners are aware of situational changes. 

 

Additional Information: 

IFV: http://www.ifv.nl 

LCMS Entry Port: http://www.lcms1.nl/lcmsstartpagina/index.html  

LCMS Academy: http://www.lcms-academy.nl/ 

LCMS Plot Movie: http://www.youtube.com/watch?v=KW0euTJfGgc  

 EMERGEL (Emergency Elements): Ontology for Interoperability 

Type of GP: Tool / Technology 

Resilience phase: Preparedness, Mitigation, Response 

Who? The European DISASTER Consortium 

Since: 2013 

Why?  

Emergency Management Systems visualise the incident location via digital maps. In situa-
tions where there is a public/private partnership, or an inter-regional responder partner-
ship, the critical data from different systems will have to be merged to provide a common 
operational picture (COP). The COP allows commanders and decision makers from different 
organisations to see the incident locations, affect areas, location of vehicles and staff, etc. 

When each command unit, crisis team, or decision team shares a common view, supported 
by dynamic exchange of information, they can visualise in their own way, and in their own 
language (national language, or professional language). 

To achieve a detailed COP shared between organisations with different systems, between 
regions, or even between countries, a solution is required to translates and mediate exchange 
of information.  

 

http://www.ifv.nl/
http://www.lcms1.nl/lcmsstartpagina/index.html
http://www.lcms-academy.nl/
http://www.youtube.com/watch?v=KW0euTJfGgc


 

MIRACLE - Deliverable 2.2  66 
 

What? 

EMERGEL is a technology and supporting tools that provides interoperability between 
Emergency Management Systems (EMS). The EMERGEL core ontology contains the 
knowledge objects used by responders in different countries, along with vocabularies / ter-
minology. It is used to allow exchange of information between EMS and so facilitates se-
mantic interoperability via: 

- Translation 
- Mediation. 

The translation activity provides a map layer where, e.g., icons for responder vehicles in 
country A are translated to icons for responder vehicles in country B (understanding). These 
icons can be interrogated for underlying information (Figure 19). 

The mediation activity manages exchange of data between EMS’s, and using EMERGEL data 
allows, for example, a user to click on an icon and gain extra information (in his/her own 
language) about that vehicle and its capacities / features. 

 

Figure 19: Portion of dynamic EMS map showing Dutch icons on both sides of NL/DE border 
(German version is also available) 

EMERGEL has also been deployed in exercises to show semantic interoperability between 
different EMS and different information systems during, for example, an airport crisis where 
local and regional responders collaborate with airport control room, customs data holders, 
airline freight data holders, and airplane technical data holders, etc. 

Benefits: 

Emergel provides support for Partnerships for Critical Infrastructure protection and Resili-
ence (PP for CIP/R). 

• Emergel allows all Public Private Partnership stakeholders to share and visualise crit-
ical information. 

• Emerge also supports Partnerships where only security and responders are involved. 

Emerge enables different emergency management systems (EMS) to exchange data easily. 
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Emergel supports translation of graphics and vocabularies for easy understanding (seman-
tics). 

Emergel facilitates exchange while legacy systems are preserved – cost minimisation. 

Emergel preserves the local or regional preferred way of working. 

Emergel reduces investment, reduces cost to partnership. 

Emergel removes barriers to partnership. 

Additional information: 

Emergel open access: http://vocab.ctic.es/emergel/  

DISASTER programme: http://disaster-fp7.eu  

 

 Development of GIS Mapping product to enhance resilience and 
security at Critical Infrastructure Assets 

Type of Good Practice: Tools & Technologies  

Resilience phase: Preparedness, Mitigation, and Response 

Who? Police Scotland, Scottish Government, Scottish Water, Scottish Roads Works Com-
missioner 

Since: 2013 

Why?  

A need was identified to create a visual awareness tool to identify critical infrastructure as-
sets spatially in Scotland, to allow a better understanding of physical and logical interde-
pendencies and locational vulnerabilities. The tool was to be used within the Scottish Gov-
ernment Resilience Rooms by Government Ministers, and within the Police Counter Terror-
ism Police Operations Room by senior police officers during times of attack or crisis. In ad-
dition to geo-spatial locations, a need was also identified to attach other relevant data to the 
asset markers. 

What? 

Funding was provided by the Scottish Government Critical Infrastructure Resilience Unit 
(CIRU) to develop a GIS Mapping product which could be used to map all Scottish Critical 

http://vocab.ctic.es/emergel/
http://disaster-fp7.eu/
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Infrastructure4 and other appropriate sites. Another function which can potentially be in-
corporated into GIS Mapping products is the network and interdependency relationships 
which exist between critical infrastructure assets. 

The GIS mapping project was deployed in July 2014 to map out Commonwealth Games key 
locations, and it was installed on secure laptops which were held by the Scottish Government 
and Police Scotland.  Initial work is currently underway to identify suitable data for sharing 
in a GIS format with the 3 Scottish Regional Resilience Partnerships (RRP’s) in Scotland. 

In addition to placing a geo-location marker on a GIS Map, additional supporting data for 
the asset is collated and linked. This is done through the use of other products to store in-
depth data on each location behind the marker in an easily accessible format. It is also 
planned to develop GIS Mapping products for various Scottish cities, along with further lay-
ers of data on certain vulnerable assets within the cities. 

There are further potential opportunities to use the GIS Mapping product within the oil and 
gas industry regarding energy installations, and it could also be developed to map shipping 
lanes for high risk cargoes around the scottish coastline. Risk radii could also be incorpo-
rated into the asset markers to assist in evacuation management, when appropriate.  

Benefits:  

The use of a GIS product to map Critical Infrastructure has a number of major benefits, 
including: 

• Its ability to display disparate and multiple CI assets visually to Government minis-
ters and senior police incident officers in the case of an attack or a critical incident at 
one of the assets 

• The potential to identify infrastructure interdependencies between CI and other as-
sets 

• It can be used as a support tool for planning and exercising 
• It can be used as a platform to allow supporting data and information to be collated 

regarding CI and other assets 

 

 Traffic Scotland Information Service 

Type of Good Practice: Tools & Technologies  

Resilience phase: Preparedness (Anticipation, Assessment, Planning), Mitigation and 
Response 

                                                      
4 The term Critical Infrastructure includes: Critical National Infrastructure (CNI), National Infrastructure Cat 0-2 (NI), 
Hazardous Sites and Sectors (HSS), MOD assets, Civil Nuclear sites; Crowded Places 
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Who?  Transport Scotland’s Traffic Scotland service developed as part of their remit to in-
form partner agencies, responders and the public. 

Since: 1999 

Why?  

Transport Scotland adopts a strategic approach to investment and development of its im-
partial traffic and travel information. This approach aligns both European and Domestic 
policy and exploits technology innovation for the benefit of users. Following a number of 
extreme weather related incidents the service was expanded using good practice and tech-
nology to collate data and use it using a variety of new technology platforms to inform key 
partners, responders and the public. 

What?  

The Traffic Scotland information Service provides information which aims to be accurate, 
timely, consistent and tailored to the needs of users. It includes up to date information for 
the travelling public on roadworks, accidents, congestion, journey times, planned events, 
public transport alternatives, weather, park and ride facilities etc. This enables drivers to 
make informed decisions as to the timing, routing and travel mode for current or future 
journeys.  

Traffic Scotland uses the information to influence user demand on the network, improve 
journey time reliability, contribute to reduction in disruption caused by incidents and 
events, minimise the effects of congestion and improve the safety and efficiency of the road 
network. 

The main platforms used consists of desktop and mobile web sites, internet radio services, 
mobile web applications and smartphone apps, social media eg twitter, Traffic Customer 
Care Line, Variable Message Signs (VMS) and kiosks. 

Benefits:  

• Effective communication with users 
• Real time information flow 
• Open relationship with users 
• Improved collaboration with partners 
• More personalised communication 
• More consistent information across all the platforms 
• Better use of social media 

 

 Development of PRISM® A Performance & Risk-based Inte-
grated Security Methodology 

Type of Good Practice: Tools & Technologies  
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Resilience phase: Preparedness (Assessment, Management & Monitoring), Mitigation 

Who?  

Harnser Risk Group is an independent provider of security risk advisory and engineering 
design services to infrastructure operators in the public and private sectors, governments 
and trans-national organisations across the world. PRISM® was developed to support the 
European Programme on Critical Infrastructure Protection [EPCIP] on behalf of the Euro-
pean Commission. 

Since: 2010 

Why?  

Unlike many of the risks facing CNI sectors, the profile of security risk in asset owners and 
operators is often low and perceived as a compliance cost, rather than a business enabler.  It 
is often reliant on the knowledge of individuals, which does not support the development of 
a corporate competence that can deliver good governance and risk management among 
owners and operators of CNI Assets. As a result, many organisations do not know what their 
exposure to security threats are at any one time, and where their vulnerabilities lie. Under-
funding perpetuates this approach which does raise concerns amongst stakeholders about 
how organisations make strategic and operational decisions that affect their exposure to se-
curity risk and its impact on their supply chains. PRISM® has been designed for the user to 
implement the process with guidance notes and templates for each phase and in doing so, 
provides a foundation that can be built on to raise awareness and understanding.  

What? 

PRISM® is an empirically based, modular risk management tool that has four Phases.  The 
first is called ‘Strategy & Planning’ which is aimed at identifying the external and organisa-
tional environment that influences how security should be managed; for example, stake-
holder interests, the ERM approach in the organisation, legal and regulatory requirements 
and risk tolerance. The second is called ‘Risk Assessment’ which has the Risk Model in it.  
The model is the ‘engine’ of PRISM® as it determines the nature, type, severity of threats 
faced by an asset alongside an assessment of vulnerability, consequences and likelihood.  
The key output is a Risk Register from which Protection Objectives can be derived and taken 
forward into Phase C on ‘Design’ where concepts can be developed that form appropriate 
risk mitigation strategies which meet the risk tolerance of the organisation. The fourth Phase 
is ‘Implementation & Review’ which focuses on good principles of performance auditing, 
monitoring and reporting. Once embedded PRISM® can be updated and can evolve as an 
organisation evolves and grows. It can also be applied to a supply chain, addressing inter-
dependencies as they are identified in Phase B. 

Benefits:  

• PRISM® can be applied anywhere in the world to any asset, so there is assurance that 
security threats to a facility/site/company are being managed on a consistent basis.  
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This supports the aggregation of data and enhanced forecasting and analysis; and pro-
vides a mechanism for corporate knowledge to be gathered, built upon and passed out 
to all operations.  

• PRISM® also provides assurance that security threats and risks are being managed in 
line with best practice standards on risk management with the creation of an audit 
trail that meets internal control and governance requirements.   

• PRISM® also ensures that risk mitigation is performance-led and delivers value 
for money so risks are reduced at a cost a company feels is right or a government is 
happy to fund. It will allow economies of scale to be identified along with efficiencies, 
especially where operators work in close proximity.     
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12.3. Activities/Processes 

 Big business – Small business (Disaster Mentorship Program) 

Type of GP: Activity 

Resilience phase: Preparedness and Recovery (focus on Business Continuity)  

Who? The Louisiana Business Emergency Operations Center (LA BEOC) 

Since: “Big business-small business” platform has been launched by NIMSAT institute in 
June 2012. 

Why? 

In January 2012, FEMA announced a new campaign "Small Business is Big” and made an 
effort to help small businesses, often lacking the resources and knowledge, to be better pre-
pared for all-hazards disasters. The need for improvement of businesses resilience is 
strongly supported by the statistics from the Institute of Business and Home Safety (25% of 
all businesses do not reopen after a major disaster) and the U.S. Chamber of Commerce 
(when a business does not have a formal emergency plan in place the figure rises to 43%). 

What? 

“Big Business – Small Business” is an innovative effort in the area of PPPs that engages big 
businesses, willing and able to mentor, with the small ones helping them to strengthen their 
disaster preparedness and reduce recovery time. Private-private partnership model is vol-
untary based and promotes proactive (whole-community) emergency management ap-
proach. 

Benefits: 

Big businesses benefit from strengthening their supply chains (where small businesses are 
often located), raising reputation and positive branding. Small businesses get an opportunity 
to learn about resilience/business continuity, get missing resources and adopt best practices 
from experienced leaders who have been through disasters and know what it takes to sur-
vive. Considering the social and economic importance of SMEs it creates a great contribution 
to community resilience. Businesses also build beneficial long-term relationships that round 
this win-win environment. 

Additional Information: 

http://www.nimsat.org/resources/big-business-%E2%80%93-small-business-disaster-
mentorship-program 

http://www.fema.gov/blog/2012-06-05/big-business-small-business-mentorship 

http://www.nimsat.org/resources/big-business-%E2%80%93-small-business-disaster-mentorship-program
http://www.nimsat.org/resources/big-business-%E2%80%93-small-business-disaster-mentorship-program
http://www.fema.gov/blog/2012-06-05/big-business-small-business-mentorship
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 Blue Cascades Exercise Series 

Type of GP: Activity 

Resilience phase: Preparedness 

Who? Pacific Northwest Economic Region (PNWER) 

Since: Since 2002, PNWER has held six exercises addressing variety of topics (e.g. cyber 
security, earthquake recovery, pandemics, supply chain resilience), each designed by stake-
holders and reflecting regional concerns. 

Why? To explore infrastructure interdependencies, at the same time building relationships 
and trust – supporting NWWARN use. 

What? 

Blue Cascades has become a model for bringing together public and private sector stake-
holders to discuss cascading impacts across the region. It has been mostly about “who to talk 
to and about what, when something happens”. Recovery and mitigation activities are often 
topics that don’t get enough attention in other kind of venues, so having the opportunity to 
get into the recovery and restoration side of it (in a Blue Cascades type of exercise) is im-
portant to move everybody forward. Blue Cascades offer an opportunity to discuss about 
emergency plans with various types of jurisdictions and companies (like Boeing, Microsoft), 
decide on the best practices from each of the type of approach, implement best practices and 
modify own plans. 

Benefits: 

One of the main outcomes of the exercises is that everyone ended up with much more com-
prehensive plans than individual departments or jurisdictions could create on their own. 
After each exercise, stakeholders assist in developing an action plan to address the issues 
uncovered during the exercise. Results of the exercises are kind of a roadmap – identify key 
areas to think about in planning and sometimes have specific topics that are necessary to 
make the region more resilient. Exercises have resulted in lessons learned and a lot of juris-
diction recovery plans that have not even had a thought in the past. 

Additional Information: 

http://www.regionalresilience.org/interdependencies.html 

 Grangemouth Major Incident Control Committee (MICC) 

Type of Good Practice: Activity/Process 

Resilience phase: Preparedness (Anticipation, Assessment, Planning), Mitigation, Re-
sponse and Recovery 

Who?  

http://www.regionalresilience.org/interdependencies.html
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Current partners in MICC are 14  ‘top tier’ industrial site operators within the Grangemouth 
industrial complex area,  Falkirk Council, Police Scotland, Scottish Fire and Rescue Service, 
Scottish Ambulance Service, Forth Valley NHS Board, Health and Safety Executive, Scottish 
Environment Protection Agency, Forth Ports Plc, Utility providers (Scottish Water,  Transco 
and Scottish Power). 

Since: This committee was established in 1968. 

Why?   

It was established initially to oversee vitally important matters such as Public Warning, 
Training and Exercising, mutual aid and assistance between companies and the provision of 
technical advice should it be needed.  

Today it still covers those functions as well as fulfilling the objectives laid down by the Con-
trol of Major Accident Hazard Regulations (UK implementation of the Seveso II Directive) 
across the Grangemouth industrial complex area,  

What?  
 
Through regular joint planning, training and exercising, the MICC ensures that integrated 
public and private sector contingency plans are in place to cover: 
• Containing and controlling incidents so as to minimise the effects, and to limit damage 

to persons, the environment and property; 
• Implementing the measures necessary to protect persons and the environment from the 

effects of major accidents; 
• Communicating the necessary information to the public and to the emergency services 

and authorities; 
• Assisting with the restoration and clean-up of the environment following a major acci-

dent. 
• Integrated emergency plans exist which aim to reduce the effects of any major accident 

at these establishments. The MICC partners review and exercise these plans regularly 
and are involved in on-going training to effectively respond to such major accidents. 

Benefits:  
 
• Co-ordinated, consistent and effective implementation of the Control of Major Accident 

Hazard Regulations across the private and public sector.   
• Economies of scale allow investment in substantial resilience projects e.g. the recent in-

stallation of a new community warning system covering the whole area. 
• Enables the pooling and deployment of specialist expertise and equipment across part-

ner agencies when needed most. 
• Provides a consistent approach to response, command and control for the emergency 

services.  
• Consistent approach to dealing with the public, as such the MICC ‘brand’ is known and 

trusted within the local community. 
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 Operation Estrela Resilience Exercising programme against In-
ternal Threat 

Type of Good Practice: Activity/Process 

Resilience phase: Preparedness (Planning), Response and Recovery 

Who?  

Operation Estrela was developed by Police Scotland and has received funding from Scottish 
Government and a number of other organisations to allow further development. The Centre 
for the Protection of National Infrastructure (CPNI) has played a significant role in assisting 
in the developmen of the concept. The vulnerability identification and resilience exercising 
elements of Operation Estrela have been delivered, or are being developed, within the police, 
fire and ambulance services in the UK, and also the Health Sector in Scotland. Future work 
is being planned with the energy sector and finance sector.  

Since: The concept of Operation Estrela was introduced in 2012 

Why?   

The ‘Operation Estrela’ Insider Threat exercise programme was initially developed as a pilot 
project to exercise and test resilience to an insider attack at a key police communications 
asset, where a critical function within the asset was targeted and compromised by the in-
sider. This was in response to a number of high profile cases involving insider attack and 
compromise of the wider police service. 

The attack scenario was designed around the infiltration and subsequent sabotage of certain 
key command and control systems by an ‘Insider’ who was under the control of an organised 
crime group. The actual exercise identified a number of vulnerabilities within personnel se-
curity procedures which left the organisation vulnerable at that time to potential infiltration 
and attack by hostile ‘insider threats’. It also identified key interdependencies between crit-
ical police communications systems. 

The purpose of the Operation Estrela exercise programme is to provide an exercising meth-
odology to flag up potential vulnerabilities within a subject organisation, which could then 
be exploited through hostile infiltration at the asset. The hostile activity could be from a 
number of sources including terrorist supporters, organised crime groups, single-issue dis-
sident groups, industrial competitors, or disgruntled staff. The modus operandi could vary 
from espionage (state sponsored or industrial), physical attack, intellectual property theft, 
theft of physical assets or electronic data, malicious damage, cyber-attack, through to seri-
ous reputational damage. 

What?  
 
The core partnership group responsible for the development of Operation Estrela assist spe-
cific sectors and organisations understand the vulnerabilities and weaknesses in their re-
cruiting/HR systems. These could potentially allow the organisation to be infiltrated by a 
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hostile insider. In addition, assistance is provided to the sectors and organisations regarding 
the identification of weaknesses and vulnerabilities in their critical processes and opera-
tions, which could potentially be compromised by an insider attack. 

A general project structure has now been developed which can be adapted for most circum-
stances. Basically, Operation Estrela is designed to test two specific areas of business.  

Firstly, it will examine the recruiting, pre-employment screening, identity verification, per-
sonnel/role based risk assessment, identifying and managing suspicious behaviour by staff, 
staff exit procedures, and ongoing personnel security management processes within an or-
ganisation. Potential vulnerabilities will be identified, and from this, the initial ‘insider 
threat’ core script will be developed.  

Secondly, the potential impact of an ‘insider attack’ will be assessed, based on a worst case 
scenario (an insider with access to critical IT service/information/ functions), and the rele-
vant consequence management and business continuity processes will be tested to assess 
their adequacy in the event of an attack by an employee who potentially has intimate 
knowledge of the way the organisation runs and the vulnerabilities that exist within it. This 
includes dealing with the actual crisis, as well as the longer term consequence management 
and BCM issues, media/corporate communications implications, and the management of 
reputational damage. 

 
Benefits:  
 
The benefits arising from Operation Estrela include: 
 
• Assisting organisations to develop their own vulnerability assessment process, in order 

to identify weaknesses within the personnel management and consequence management 
areas of work 

• Encouraging multi-departmental liaison in organisations to allow them to  understand-
ing and find solutions to potential scenarios which could develop from an ‘insider’ attack 

• Providing an exercising tool for operational managers, IT specialists, HR professionals 
and other relevant specialist individuals who have a role to play in the area of insider 
threat and consequence management 

• To undertake an analysis of the exercise results and other learning outcomes, and de-
velop a mitigation strategy within organisations to address identified vulnerabilities 

 CATEX Annual Regional Exercises 

Type of GP: Activity 

Resilience phase: Preparedness 

Who? All Hazards Consortium 
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Since: Since 2008, many states and urban areas across the U.S. have been involved in cat-
astrophic planning efforts and projects as part of the FEMA Regional Catastrophic Plan-
ning Grant Program (RCPGP). On the East Coast, some of the planning efforts and projects 
were inclusive of the critical infrastructure owners/operators in several sectors. As part of 
an integrated planning effort, an annual exercise was developed between public and pri-
vate sector participants to focus on several important areas critical to responding and re-
covering from catastrophic events. 

As of May 2013, the CATEX exercise series is underway. Several joint planning meetings 
and workshops have been held. This multi-year effort is being guided by the states and ur-
ban areas in FEMA Region III (VA, DC, WV, DC, DE, & PA). FEMA Region II states (NJ, 
NY) will participate as “observers” in 2013 and full participants in 2104 and beyond. 

Why?  

There are several drivers for this multi-year exercise concept: 

1. The planning process at the State and UASI levels has provided a catalyst to initiate 
the integration of the private sector into the operational plans of States and jurisdic-
tions, but it requires a sustainment mechanism for ultimate success. The key ele-
ment for sustainment is the role of DHS, and in particular FEMA, as it relates to 
several significant initiatives. These include the recent National Preparedness Goals 
and the “Whole of Community” initiative. This exercise will serve to heighten the re-
quirements of multi FEMA regional coordination and National FEMA involvement 
for impacts resulting from catastrophic events or attacks impacting the multiple 
States within the AHC community. 

2. In 2011, the UASIs of DC, NYC, Philadelphia and NJ, along with the related states of 
VA, WV, PA, DE, MD, NJ & NY, formed a regional working group called the East 
Coast Corridor Coalition (EC3) (formerly known as the Eastern Urban Area Execu-
tive Committee) to help guide this “mega-region” efforts and facilitate the process 
on specific projects with each other and the private sector. The EC3’s primary focus 
is coordinating the efforts of multiple states, federal agencies and private sector 
owners/operators into the planning process for major and/or catastrophic events 
within the corridor in an effort to coordinate government’s response and get “busi-
ness back to business”. 

3. As part of their business continuity efforts and investments, private sector 
owner/operators of critical infrastructure (e.g. power, telecommunications, trans-
portation, food, water, housing, banks, etc..) are interested in leveraging govern-
ment’s regional efforts and are supportive of joint planning and exercises with 
state/local governments in order to further validate their plans, identify gaps, and 
explore opportunities to coordinate their operations with state/local government. 
This is something that they would help fund and support the planning process. 
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What?  

The UASIs (e.g. major urban areas of New York City, District of Columbia, Philadelphia, PA 
& Newark, NJ) set a priority goal to integrate public and private sector planning for both 
catastrophic and non-catastrophic incidents along the I-95 Corridor and within FEMA Re-
gions 2&3. Their intent is to create and sustain a regional planning and response framework 
that also includes the states, FEMA, and the critical infrastructure owners and operators in 
the Mid-Atlantic and Northeast regions. Initially CATEX will focus on expediting power res-
toration, but will include other critical infrastructure sectors of fuel, water, food, transpor-
tation,  

The CATEX (CATastrophic EXercise) multi-year exercise program will annually engage a 
several private sector “sectors” with multiple states in a multi-state tabletop and/or limited 
functional exercise using a scenario(s) in order to establish a framework for discussion and 
further promote integrated planning efforts and partnerships. CATEX will run for 2013, 
2014, and 2015.  

Benefits: 

This initiative will serve several purposes simultaneously: 

• Engage owner operators in exercises and integrated planning sessions with 
states/UASIs 

• Exercise both private sector and public sector plans to determine gaps and remedies 
• Engage FEMA regions and FEMA headquarters on cross regional issues in a public 

and/or private forum 
• Showcase regional private sector integration efforts/projects (e.g. Exit 14, NJ/NY 

Port, Food, Power, Info Sharing, Rail, etc…) 
• Serve as a focal point for the regional UASIs to exercise federal / private sector inte-

gration efforts on specific topics 
• Leverage the AHC’s Multi-Year Regional Investment Justification (IJ) to coordinate 

investments from other states, UASI and the private sector  
• Opportunity to invite key congressional offices and senior government officials to 

observe integrated planning efforts with private sector 

The secondary benefit from this initiative would be: 

• Become an annual planning meeting for the region 
• Improved understanding of private sector objectives and public sector requirements 

• Agreement on potential protocols or processes  
• Improve business continuity planning between public/private sector 
• Identify opportunities to coordinate future investments and planning efforts 

• Development of public/private agreements 
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• Identification of future actions 
• Serve as annual AHC summit meeting for the Board of Directors and Working 

Groups (e.g. ECCC, Fleet Response, others, etc.) 

Additional Information: 

http://www.ahcusa.org/CATEX.htm 

http://www.fleetresponse.org/productsservices/annual-exercise/ 

 Multi-State Fleet Response Initiative 

Type of GP: Activity 

Resilience phase: Preparedness, Mitigation, Response 

Who? Multi-State Fleet Response Working Group 

New Jersey and Pennsylvania initially. Spread to other states in future. 

Since: 2012 

Why?  

Following SANDY, the private sector organized their own regional working group called the 
Multi-State Fleet Response WG which will focus on expedited power restoration and re-
source movement across state lines. The AHC is facilitating the multi-state planning process 
and serving as executive secretariat for the process. Overview provided. 

The rapid movement of large convoys of resources across multiple State and/or national 
boundaries to support response and recovery following major disasters is slowed or dis-
rupted by the need to address and adhere to varying local and State requirements such as 
stopping at weigh stations or other types of screening. 

Owner/operators have generally good knowledge of protocols within their home State and 
those in the immediate surrounding area, but are not cognizant of protocols in States further 
away. This is a constant problem when the owner operators mobilize resources on a multi-
state level. The session also identified several resources (e.g., 511.com for traffic information) 
that were not as well known to the private sector participants. 

Currently there is no government mechanism for the intra and inter-state coordination of 
the transit of private sector mutual assistance assets – responding to and returning from a 
disaster event. 

What? 

http://www.ahcusa.org/CATEX.htm
http://www.fleetresponse.org/productsservices/annual-exercise/
http://www.ahcusa.org/Multi-StateFleetResponseInitiative.htm
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Expediting the Movement of Private Sector Resources on a Multi-State Level in Support of 
Response Efforts and Mutual Assistance for Rapid Critical Infrastructure Restoration. 

Currently through: 
• Regional Directory of Public and Private Sector 
• State guidelines for entrance and pass through requirements for each state 
• Integrated processes / plans for improved coordination and expediting of resources 
• Education activities 
• Exercise with states on 2013 

Benefits/Results: 

• Hurricane Sandy “toll gate” process workaround leveraged relationships in the Multi-
State Fleet WG to create a new toll gate process for power fleets with NJ that spread 
around the region resulting in faster movement of truck through toll stations. 

• Uncovered opportunities to leverage existing transportation technologies more effi-
ciently, resulting in faster movement of fleets, resources and payments to state.  

Additional Information: 

http://www.ahcusa.org/Multi-StateFleetResponseInitiative.htm 

http://www.fleetresponse.org/ 

 Thematic Task Forces (TTF) 

Type of GP: Activity 

Resilience phase: Preparedness, Mitigation, Response 

Who? Lombardy Region PPP 

CI operators included are the following: 

 Railway system 
 Metro lines 
 Airports 
 Roads and Highways 
 Gas and Electricity 

 

Since: 2011 

Why?  

So far five TTF have been established starting from January 2011. One focused on mapping 
of the information flows and communication channels among actors. Another focused on 
developing a collaborative procedures for coping with major meteorological events (e.g. 
heavy snowfall). The third one to set up collaborative activities in case of large blackout 

http://www.ahcusa.org/Multi-StateFleetResponseInitiative.htm
http://www.fleetresponse.org/
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events. The fourth analyzed the regional CI nodes (sections) with respect to natural hazards. 
The objective of the fifth table was the identification of the rules for engagement in the use 
of SUSI (information exchange system). 

The primary objective of the first TTF – focused on the mapping of multi actor information 
flows during disaster management – was to increase the effectiveness and operational effi-
ciency thanks to a greater standardization of communication flows and channels among ac-
tors in the regional system.  
 
The aim of the second type TTT is the development of collaborative procedure scenario anal-
ysis and investigation of relevant events in order to establish collaborative emergency plans 
between the actors. The roundtable is based on group activities and brainstorming for the 
development of new ideas and finding creative problem solutions. Starting from a specific 
scenario, the discussion is left to the operators, without previously setting an order for the 
events or driving the topic in certain direction. 
 
TTFs focused on specific accident scenarios (second and third) adopt the same methodo-
logical approach, substantially organized into three steps:  

• Development of vulnerability and resilience studies;  

• Identification of best practices and innovative solutions for risk mitigation through 
collaboration between actors, where opportunities for enhancing information shar-
ing are particularly investigated and promoted;  

• Design, validation and implementation of collaborative emergency plans. 
 
The fourth TTF focused on analysis of regional CI nodes (sections) with respect to natural 
hazards – it has produced a catalogue of infrastructure nodes, vulnerable to possible land-
slides mapped in the Lombardy Region’s landslide inventory. Inventorying of monitoring 
systems (public or private) was carried out in order to improve existing ones or introduce in 
places where they don’t exists (based on shared public-private priorities and initiatives). 
Contingency plans already in place were revised. 

The objective of the fifth TTF was identification of the rules for engagement in use of SUSI, 
not only upon the activation of PidEC (collaborative emergency plan – snowfall scenario), 
but for all kinds of events which require alerting the CI systems. It was later decided that the 
activity of this table can investigate the issue more deeply using the Expo 2015 as a "battle-
field", in coordination with the requirements by the Prefecture. A document analyzing nodes 
(sections) of critical highway and road links to the Expo area was produced. This TTF also 
contributed to the definition of the information exchange forms for GEC system (Critical 
Events Management) and building the "Emergency Dashboard" (tool wanted by the Prefec-
ture). 

What?  

TTT are result of partnership between Lombardy Region and transportation and energy CI 
operators in the region. TTT are organized since 2010 as a part of the PReSIC program, 
through higher level Coordination Roundtable (Tavolo Unico di Coordinamento – TUC) 
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which is formed by the highest representatives from all of the organizations. At TTT, in ad-
dition to the operators of transport and energy infrastructures, Civil Protection and first re-
sponders are involved. 

TTFs represent the backbone of the PReSIC programme implementation (Figure 20); they 
are established and coordinated by a higher level PPP Governance Committee which is 
formed by the managing directors from all of the organizations that signed the Memoran-
dum of Understanding (MoU). 

 

Figure 20: Roadmap for the development and evolution of PReSIC 

Benefits: 

It involves operators according to their own interests and concerns. 

By splitting higher goals into single objectives it offers better planning and an easier way of 
reaching set goals. It allows for better matching between the tasks and involved personnel 
from each organization. Thanks to this a better exploitation of expertise in achieved from all 
the involved parties. 

Joint work bring better results (aligned plans and procedures) then working separately, at 
the same time transferring knowledge between organizations. 

Additional Information: 

http://www.protezionecivile.regione.lombardia.it/cs/Satellite?c=Redazionale_P&childpa-
gename=DG_ProtezioneCivile%2FDetail&cid=1213404934901&packedargs=NoSlotForSi-
tePlan%3Dtrue%26menu-to-render%3D1213406545264&pagename=DG_PPPWrapper 

http://www.protezionecivile.regione.lombardia.it/cs/Satellite?c=Redazionale_P&childpagename=DG_ProtezioneCivile%2FDetail&cid=1213404934901&packedargs=NoSlotForSitePlan%3Dtrue%26menu-to-render%3D1213406545264&pagename=DG_PPPWrapper
http://www.protezionecivile.regione.lombardia.it/cs/Satellite?c=Redazionale_P&childpagename=DG_ProtezioneCivile%2FDetail&cid=1213404934901&packedargs=NoSlotForSitePlan%3Dtrue%26menu-to-render%3D1213406545264&pagename=DG_PPPWrapper
http://www.protezionecivile.regione.lombardia.it/cs/Satellite?c=Redazionale_P&childpagename=DG_ProtezioneCivile%2FDetail&cid=1213404934901&packedargs=NoSlotForSitePlan%3Dtrue%26menu-to-render%3D1213406545264&pagename=DG_PPPWrapper
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Éuropolis Lombardia (2011). Piano Regionale per la protezione delle infrastrutture critiche 
(PIC) e repertorio regionale dei rischi – final report October 2011 (in Italian). 

 Focus on flows 

Type of GP: Activity 

Resilience phase: Preparedness 

Who?  

The Resilient Regions Association was created on the initiative of E.ON, the Swedish 
Armed Forces (Försvarsmakten), the insurance company If, Lund University, Skåne Re-
gional Council (Region Skåne) and Saab. Today there are many more members, as resilience 
in flows which are vital for society are becoming more important, both for a city’s attractive-
ness and for its ability to attract talent, capital, tourists and important investments. 

Resilient Regions is a neutral arena where the business sector, academia, municipalities and 
government agencies meet to solve regional challenges. A Resilient Regions community ad-
dresses challenges in order to develop regional solutions. Members, the regional and local 
stakeholders with direct interests, responsibilities and needs, are the ones creating oppor-
tunities for strategic development initiatives, international knowledge exchange and access 
to ”best practice”. 

Since:  

 

What? 

Focus on flows: Different operations in a city are dependent on one another and bound 
together by flows. RRA approaches cities and regions from the perspective of different kinds 
of flows. If the city is to work and be attractive, the flows need to function in daily life, even 
when they are subject to torrential rain, heat waves, storms, cold spells and other pressures. 
RRA offers cooperation and the development of functional cities with a focus on the flows of 
goods, services, money, people, energy and information. 

Why?  

The flows which are vital for society are taken care of by different actors, both public and 
private. There is no actor in the system who can singlehandedly ensure that the city’s flows 
of goods, services, money, people, energy and information function. The city’s flows are in-
terdependent, both directly and indirectly. These interdependencies are often critical for so-
ciety’s ability to maintain its functions at the necessary and expected level. Development 
work must therefore be done through collaboration between the system’s actors. 

Benefits: 
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More resilient regions with robust functions and flows – a society with the ability to quickly 
overcome and recover from societal pressures. 

(Members of the RRA also obtain access to current research, international exchanges of 
knowledge and “best practice”, via seminars, conferences, breakfast meetings, members’ 
training courses, workshops and study visits) 

Additional Information: 

http://www.resilientregions.org/en/ 

 Partnership Alignment for Enhanced Security  

Type of GP: Activity / Process 

Resilience phase: Preparedness, Response and Recovery  

Who? The Netherlands Safety Regions 

Since: 2010 + summary of history 

Why? 

Local governments in the Netherlands were responsible for the preparation of plans and 
responses to crises and disasters until 2010, when a new law was drafted to create 25 safety 
regions. By this act, responsibilities were transferred to the safety regional level of govern-
ment. A safety region is a mandated cooperation of the local and regional public authorities 
to address and manage critical events and disasters within that region. The reason for this 
law was to increase the quality and preparedness of the public services in relation to crises 
and disasters. 

What? 

The outcomes of Dutch safety improvement initiatives are based on partnerships for align-
ment of security management and process. This includes coverage of critical infrastructure 
protection, as follows:  

- Security Regions Act (defines the partnerships) 
- Regional Risk Profile (mandatory in each regions showing what to address) 
- Regional Crisis Management Policy 
- Regional Crisis Plan 
- Specific CIP/R Crisis Plans 

Each of these is now explained and exemplified: 

Security Regions Act 

As part of The Netherlands continuous improvement to public safety, in 2008 the mayors 
and presidents of the safety regions were formally advised by the Minister of the Interior 
about the critical infrastructures (CI) in their territory, and advised that, together with the 

http://www.resilientregions.org/en/
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managers of CI, they should plan for preparedness. This gave rise to the first joint (partner-
ship) regional crisis plans. As the final step of that initiative, 2010 The “Security Regions 
Act” (Wet Veiligheidsregios) was brought into force by The Netherlands Ministry for Secu-
rity and Justice, making partnerships a clear aspect of regional security.  

Under the act, the administrative structure of disaster and crisis management is defined with 
clear tasks and powers conjoining responders, public authorities and involved infrastructure 
operators. This multidisciplinary coordinated approach makes emergency service provision 
easier to manage and more effective. The regional scale removes risk of smaller municipali-
ties dealing with major events. The regional municipal executive is charged with the organ-
isation of fire services, disaster management and crisis management, medical assistance. 

The act, which is linked below as an English summary, and as the complete source, explains 
all roles and responsibilities. 

Regional Risk Profile: The Regional Risk Profile is an inventory and analysis of the risks 
present in a security region, including relevant risks from adjacent areas. The risk assess-
ment includes an overview of the identified risky situations and the types of incidents that 
can therefore occur. In the risk analysis the inventoried items are assessed, compared and 
interpreted in terms that inform decision makers concerning preparation, mitigation re-
sponse and resilience. 

Regional Crisis Management Policy: The Regional Crisis Management Policy is based 
on the Regional Risk Profile and its analysis, and describes how the fire services, medical 
services, police and local authorities are prepared for identified potential disasters or crises. 
This plan describes, the activities and support each of the partnership organisations must 
provide, including how they establish and maintain the necessary skills and resources, and 
how they share information with each other in preparation, mitigation, response and resil-
ience. 

Regional Crisis Plan: The Regional Crisis Plan describes the multidisciplinary organisa-
tion for disaster and crisis management. This makes clear who is responsible for what, and 
guarantees that all organisations involved in the region adhere to a common approach to 
deal with a crisis or disaster. 

Specific CIP/R Crisis Plans 

Specific plans exist for several critical infrastructures (CI) in each safety region. Each de-
scribes the multidisciplinary organisation for disaster and crisis management in the area of 
that CI. It makes clear who is responsible for specific roles, responsibilities, activities, and 
resources. The plans guarantee that all emergency services and involved non-responder 
partners are aligned to a common approach to deal with a crisis or disaster at the target CI 
location. Available examples are linked in the Additional Information section and include 
(for the region known as Kennemerland). 

- Schiphol Crisis Management Plan 
- Tata Steel Crisis Control Plan  
- Incident Response Plan North Sea  
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Benefits: 

- The presence of a national law ensures all regions are “aligned” to good practice in safety 
in general, and in CIP/R in particular.  

- Changes in good practice generate changes in the law and propagate to all regions sim-
ultaneously. 

- Regional partnerships are predefined as a mater of law, and so partners are aware of 
their roles and responsibilities, including Critical Infrastructure operators. 

- The partnership approach ensures key documents are developed to a common standard: 
Regional Risk Profile; Regional Crisis Management Policy; Regional Crisis Plan; Specific 
CI Crisis Plans. 

- Partnerships have driven integrated crisis management centres for responders (shared 
control rooms, shared vehicle depots, shared incident screens, shared information sys-
tems).  

The above benefits are natural consequences of having a coherent Safety and CIP/R policy 
framework enshrined in law. Having a top level scheme based on good practice ensures 
alignment of regional PPP for CIP/R at all levels. 

Additional Information: 

Government Legislation “Safety Regions Act” Summary: 

http://www.government.nl/documents-and-publications/decrees/2010/12/17/dutch-se-
curity-regions-act-part-i.html  

https://english.nctv.nl/Images/j-18732-web-eng-wet-veiligheidsregios_tcm92-501388.pdf  

Government Legislation “Safety Regions Act” Full Text: 

http://wetten.overheid.nl/BWBR0027466/geldigheidsdatum_17-10-2014  

Example Regional Risk profile:  

http://www.vrk.nl/media/475/Regionaal-Risicoprofiel-Kennemerland-Hoofdrapport-
2.0.pdf  

Example Regional Crisis Management Policy: 

http://www.vrk.nl/media/460/Beleidsplan-Crisisbeheersing-2010-2013-V1-0.pdf  

Example Regional Crisis Plan: 

http://www.vrk.nl/media/469/Regionaal-Crisisplan-VRK-versie-2.0.pdf 

Example CI/R Crisis Plans: 

Schiphol,  Tata Steel,  North Sea Canal 

 

 

http://www.government.nl/documents-and-publications/decrees/2010/12/17/dutch-security-regions-act-part-i.html
http://www.government.nl/documents-and-publications/decrees/2010/12/17/dutch-security-regions-act-part-i.html
https://english.nctv.nl/Images/j-18732-web-eng-wet-veiligheidsregios_tcm92-501388.pdf
http://wetten.overheid.nl/BWBR0027466/geldigheidsdatum_17-10-2014
http://www.vrk.nl/media/475/Regionaal-Risicoprofiel-Kennemerland-Hoofdrapport-2.0.pdf
http://www.vrk.nl/media/475/Regionaal-Risicoprofiel-Kennemerland-Hoofdrapport-2.0.pdf
http://www.vrk.nl/media/460/Beleidsplan-Crisisbeheersing-2010-2013-V1-0.pdf
http://www.vrk.nl/media/469/Regionaal-Crisisplan-VRK-versie-2.0.pdf
http://www.vrk.nl/media/4623/2013-12-04-cbp-s-versie-1.9.pdf
http://www.vrk.nl/media/466/RBP-Tata-Steel-site-2012-v2-0.pdf
http://www.vrk.nl/media/3348/100329-ibp-nzk-versie-1.0.pdf


 

MIRACLE - Deliverable 2.2  88 
 

 

13. GP evaluation – Methodology and Results 
The Good Practices were assessed by a panel of international experts through an online sur-
vey across three dimensions: 

• Benefits brought by these Good Practices to the implementing organizations and to 
the PPP as a whole 

• Effort and knowledge required to implement the following Good Practices in an or-
ganization or PPP 

• Level of Transferability of these Good Practices across different organizations, 
PPPs and regions 

All the dimensions are associated with a specific Likert scale, ranging from 1 to 5: 

• Effort: 
 (1) Low – Limited organizational and operational complexity. Fully supported by tools 
 (2) Minor – Limited organizational and operational complexity, supported by a stand-

ard methodology 
 (3) Moderate – Moderate organizational and operational complexity, available 

knowledge and expertise 
 (4) Significant – High organizational and operational complexity, limited knowledge 

and expertise 
 (5) High – High organizational and operational complexity, requiring external key 

knowledge and expertise 
• Benefits: 
 (5) High – Major contribution from the practice to activities/processes that are key to 

running a Public-Private Collaboration 
 (4) Significant – Minor contribution from the practice to activities/processes that are 

key to running a Public-Private Collaboration 
 (3) Moderate – Major contribution from the practice to activities/processes that are 

not core to running a Public-Private Collaboration 
 (2) Minor – Minor contribution from the practice to activities/processes that are not 

core to running a Public-Private Collaboration 
 (1) Negligible – Negligible benefits 

• Transferability: 
 (5) High – Fully transferable as such 
 (4) Significant – Fully transferable after minor adjustments/ adaptation 
 (3) Moderate – Fully transferable after major adjustments/ adaptation 
 (2) Limited – Only partially transferable 
 (1) Low – Hardly transferable 

We sent an invitation to join the exercise to a wide list of experts, such as respondents of the 
first survey and participants in the International Critical Infrastructure Resilience Work-
shops in Glasgow (2014) (some of which expressed willingness to perform as evaluators) 
Amsterdam (2013), Edinburgh (2012) and Milan (2011). 



 

MIRACLE - Deliverable 2.2  89 
 

The responses were collected over one month, during November and December 2014, and 
the survey received 20 responses (13 of which complete). The average values for each GP 
across the three dimensions are given in Table 4. The results of the GPs assessment exercise 
are also plot in Figure 21, where the size (width) of the bubble represents the benefits. As 
the GPs assessments fall quite close to each other, the average values were rescaled (normal-
ized) for a better representation and distinction. 

Table 4: GPs average assessment scores 

Good Practices Effort Transf. Benefits 
Dutch National Crisis Management System (LCMS) 3.57 3.29 3.63 
GIS Mapping for CI Assets 4.00 4.00 3.50 
Major Incident Control Committee (MICC) 3.40 3.33 3.38 
Traffic Scotland Information Service 3.50 3.29 3.22 
Partnership Alignment for Enhanced Security 3.71 3.43 3.22 
Northwest Warning, Alert and Response Network (NWWARN) 3.40 3.00 3.17 
DOMINO tool 3.67 4.00 3.14 
Multi-State Fleet Response Initiative 3.40 2.67 3.14 
Performance & Risk-based Integrated Security Methodology (PRISM) 3.60 3.33 3.13 
Computer Based Alarm System Øresundsbron (COMBAS Ø) 3.60 2.80 3.00 
SUSI (Sistema Unico di Scambio delle informazioni) 3.67 3.40 3.00 
CEPP Situational Awareness Tool (SATool) 3.80 3.33 3.00 
Operation Estrela 3.29 3.71 3.00 
‘CATEX’ Regional Exercises 3.20 3.67 3.00 
Thematic Task Forces (TTF) 3.40 3.00 3.00 
Big Business – Small Business 3.40 3.17 2.86 
Blue Cascades Exercise series 3.20 3.83 2.86 
Virtual Business Emergency Operations Center (V-BEOC) 3.40 3.17 2.57 
NATO Architectural Framework (NAF) 3.83 3.60 2.57 
Emergency Elements: Ontology for Interoperability (EMERGEL) 3.50 3.83 2.50 
Focus on Flows 3.40 3.00 2.43 

 

All the practices received medium-high values of Benefits and Transferability, which ap-
proves them as Good Practices. However, the experts feel that fairly enough effort and 
knowledge is required when it comes to implementing the GPs, which indicates a lack of 
‘quick wins’. It is understandable that Activities and Processes require less implementation 
effort compared to Tools and Technologies, while the latter are able to bring greater benefits 
and, on average, possess higher transferability. Even though some of the practices share the 
same guiding principles, each is significantly customised, addressing the specific needs of 
the regional programme. As practices are rarely directly transferable (‘as such’), offering a 
hands-on experience would give practitioners a much better insight – an opportunity to ex-
amine the suitability for use, potential benefits, need for adjustments and human training 
in their own context. Feasibility of providing a first-hand experience is an issue to consider. 

While GPs are usable when there is a lack of a practice, looking at the ratio between the 
benefits and effort it is clear that it would be irrational for any region to substitute a practice 
already in place with another one of the same type. Of course it does not mean that sharing 
of GPs between existing regional programmes is not needed. A reasonable action in this case 
would be to improve or expand the current practice based on the shared knowledge and 
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experience and advance the existing CIP-R programme. GPs are not only a customised ap-
proaches but the ideas that lie behind the practices – the reasoning on how to cope with 
problems at hand and the base made of common determinants and features. GPs are there-
fore a source of knowledge on how to address issues, how to improve practices already in 
place and adopt new ones. 
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Figure 21: GPs Assessment - Effort vs. Transferability vs. Benefits (normalized) 

 

DOMINO

V-BEOC

NWWARN
COMBAS Ø

SUSI

NAF

CEPP

LCMS

EMERGEL

GIS Mapping

Traffic
Scotland IS

PRISM

Big – Small
Business

Blue Cascades

MICC

Estrela
CATEX

MS Fleet Response

TTF
Focus on Flows

Partnership
Alignment

Tr
an

sf
er

ab
ili

ty

Effort

Tools/Technologies
Activities/Processes

HIGH

HIGH

LOW
LOW



 

MIRACLE - Deliverable 2.2  92 
 

14. Discussion & Conclusions 
Partnerships and information sharing are probably the most important concepts within the 
CIP-R mission. The potential of regional CIP-R programmes has so far been vastly unex-
ploited due to challenges in their establishment, management and effectiveness. Increased 
attention should be placed on growing and nurturing these efforts and concrete steps are 
required to bolster these partnerships in order to realize their great promise. By going 
through described case studies the readers can understand the context of regional CIP-R 
programmes, their characteristics and factors that could increase benefits of this kind of ap-
proach. Practitioners can recognize some of the common issues they face (and ways to over-
come them) as well as challenges that might be upcoming in the future. They can learn about 
the hidden aspects of CIP-R endeavors and possibilities for improvement they are not aware 
of. 
The report explains how challenges are faced and solved in an efficient way and how the 
benefits are reached. Practitioners dealing with Critical Infrastructures resilience can dig 
into the collection of Good Practices in search for ideas and solutions for their existing prob-
lems, leveraging on others experience and experts’ opinions. Results may also support policy 
makers to frame and develop regional CIP-R Programmes. 

Follow up activities consisted of implementing some of the GPs into new environments. 
These pilot implementations will be reported in the MIRACLE Deliverable 2.5. 

Regarding future research, the determinants of GP (which are the primary transferable ele-
ments rather than practices as such) should be extracted. Possible alignments and synergies 
should be further investigated in two aspects: 

• Between the two types of GPs (Activities/Processes and Tools/Technologies) – for better 
mix and match; 

• Between programmes on different levels – i.e. in which way are regional CIP-R strategies 
able to address CIP-R issues at higher levels, and vice versa, how can CIP-R policies and 
strategies support a bottom-up approach in the form of regional programmes. 
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